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1.1 Introduction

1 Inets User's Guide

Thelnets Application providesaset of Internet related services. Currently supported areaHTTP client, aHTTP server
aFTPclientand a TFTP client and server.

1.1 Introduction

1.1.1 Purpose

Inetsisacontainer for Internet clients and servers. Currently, an client and server, aTFPT client and server, and aFTP
client has been incorporated into Inets. The HTTP server and client isHTTP 1.1 compliant as defined in 2616.

1.1.2 Prerequisites

It is assumed that the reader is familiar with the Erlang programming language, concepts of OTP and has a basic
understanding of the HTTP, TFTP and FTP protocols.

1.1.3 The Service Concept

Each client and server ininetsis viewed as service. Services may be configured to be started at application startup or
started dynamically in runtime. If you want to run inets as an distributed application that should handle application
failover and takeover, services should be configured to be started at application startup. When starting the inets
application the inets top supervisor will start a number of subsupervisors and worker processes for handling the
different services provided. When starting services dynamically new children will be added to the supervision tree,
unless the service is started with the stand alone option, in which case the service is linked to the calling process and
all OTP application features such as soft upgrade are lost.

Services that should be configured for startup at application startup time should be put into the erlang node
configuration file on the form:

[{inets, [{services, ListofConfiguredServices}]}].

For details of exactly what to put in the list of configured services see the documentation for the services that should
be configured.

1.2 FTP Client

1.2.1 Introduction

Ftp clients are consider to be rather temporary and are for that reason only started and stopped during runtime and can
not be started at application startup. Due to the design of FTP client AP, letting some functions return intermediate
results, only the process that started the ftp client will be able to access it in order to preserve sane semantics. (This
could be solved by changing the API and using the concept of a controlling process more in line with other OTP
applications, but that is perhaps something for the future.) If the process that started the ftp session dies the ftp client
process will terminate.

The client supports ipv6 as long as the underlying mechanisms a so do so.
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1.3 HTTP Client

1.2.2 Using the FTP Client API

Thefollowing is a simple example of an ftp session, where the user guest with password passwor d logs on to the
remote host er | ang. or g, and wherethefileappl . er | istransferred from the remote to the local host. When the
session is opened, the current directory at the remote host is/ hone/ guest , and / hone/ f r ed at the loca host.
Before transferring the file, the current local directory is changed to / hone/ epr oj / exanpl es, and the remote
directory isset to/ hone/ guest / appl / exanpl es.

1> inets:start().

ok

2> {ok, Pid} = inets:start(ftpc, [{host, "erlang.org"}]).
{ ok, <0. 22. 0>}

3> ftp:user(Pid, "guest", "password").
ok

4> ftp: pwd(Pid).

{ok, "/home/guest"}

5> ftp:cd(Pid, "appl/exanples").

ok

6> ftp: | pwd(Pid).

{ok, "/home/fred"}.

7> ftp:lcd(Pid, "/home/eproj/exanples").

ok

8> ftp:recv(Pid, "appl.erl").
ok

9> inets:stop(ftpc, Pid).

ok

1.3 HTTP Client

1.3.1 Introduction

TheHTTP client default profilewill be started when the inets application is started and isthen availableto all processes
on that erlang node. Other profiles may also be started at application startup, or profiles can be started and stopped
dynamically in runtime. Each client profile will spawn anew processto handle each request unlessthereisapossibility
to use a persistent connection with or without pipelining. The client will add ahost header and an empty t e header
if there are no such headers present in the request.

The client supportsipv6 as long as the underlying mechanisms also do so.

1.3.2 Configuration
What to put in the erlang node application configuration file in order to start a profile at application startup.

[{inets, [{services, [{httpc, PropertyList}]}]}]

For valid properties see httpc(3).

1.3.3 Using the HTTP Client API

1 > inets:start().
ok
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1.3 HTTP Client

The following calls uses the default client profile. Use the proxy "www-proxy.mycompany.com:8000", but not for
reguests to localhost. Thiswill apply to all subsequent requests

2 > httpc:set_options([{proxy, {{"wweproxy.nyconpany.coni, 8000},
["local host"]}}]).
ok

An ordinary synchronous request.

3 > {ok, {{Version, 200, ReasonPhrase}, Headers, Body}} =
httpc:request (get, {"http://ww.erlang.org", [1}, [1, [])-

With al default values, as above, a get request can also be written like this.

4 > {ok, {{Version, 200, ReasonPhrase}, Headers, Body}} =
httpc: request ("http://ww.erl ang. org").

An ordinary asynchronous request. The result will be sent to the calling processintheform { htt p, {Reqgest1d,
Resul t}}

5 > {ok, Requestld} =
httpc: request (get, {"http://ww.erlang.org", []}, [], [{sync, false}]).

In this case the calling processis the shell, so we receive the result.

6 > receive {http, {Requestld, Result}} -> ok after 500 -> error end.
ok

Send a request with a specified connection header.

7 > {ok, {{NewVersion, 200, NewReasonPhrase}, NewHeaders, NewBody}} =
httpc: request (get, {"http://ww.erlang.org", [{"connection", "close"}]},

(1. .

Start aHTTP client profile.

8 > {ok, Pid} = inets:start(httpc, [{profile, foo}]).
{ok, <0.45.0>}
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The new profile has no proxy settings so the connection will be refused

9 > httpc:request("http://ww.erlang.org", foo).
{error, econnrefused}

Stop aHTTP client profile.

10 > inets:stop(httpc, foo).
ok

Alternatively:

10 > inets:stop(httpc, Pid).
ok

1.4 HTTP server

1.4.1 Introduction

The HTTP server, also referred to as httpd, handles HTTP requests as described in RFC 2616 with a few exceptions
such as gateway and proxy functionality. The server supports ipv6 as long as the underlying mechanisms also do so.

The server implements numerous features such as SSL (Secure Sockets Layer), ESI (Erlang Scripting Interface),
CGI (Common Gateway Interface), User Authentication(using Mnesia, dets or plain text database), Common Logfile
Format (with or without disk_log(3) support), URL Aliasing, Action Mappings, Directory Listings and SSI (Server-
Side Includes).

The configuration of the server is provided as an erlang property list, and for backwards compatibility also a
configuration file using apache-style configuration directives is supported.

As of inets version 5.0 the HTTP server is an easy to start/stop and customize web server that provides the most
basic web server functionality. Depending on your needs there are also other erlang based web servers that may be
of interest such as Yaws, http://yaws.hyber.org, that for instance has its own markup support to generate html, and
supports certain buzzword technol ogies such as SOAP.

Allmost all server functionality has been implemented using an especially crafted server APl which isdescribed inthe
Erlang Web Server API. This API can be used to advantage by all who wish to enhance the core server functionality,
for example with custom logging and authentication.

1.4.2 Configuration

What to put in the erlang node application configuration file in order to start a http server at application startup.

[{inets, [{services, [{httpd, [{proplist_file,
“/var/tnp/server _root/conf/8888 props.conf"}]},
{httpd, [{proplist_file,
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"/var/tnp/server_root/conf/8080 props.conf"}]}]1}]11}].

The server is configured using an erlang property list. For the available properties see httpd(3) For backwards
compatibility also apache-like config files are supported.

All possible config properties are as follows

httpd service() -> {httpd, httpd()
ht t pd() -> [httpd_config()
httpd config() -> {file, file()}
{proplist file, file()}
{debug, debug()} |
{accept _tinmeout, integer()}
debug() -> disable | [debug_options()]
debug_options() -> {all_functions, nodules()} |
{exported_functions, nodules()} |
{di sabl e, nodul es()}
nmodul es() -> [aton()]

}
]
|

{proplist_file, file()} File containing an erlang property list, followed by a full stop, describing the HTTP server
configuration.

{file, file()} If you use an old apace-like configuration file.
{ debug, debug()} - Can enable trace on al functions or only exported functions on chosen modules.
{accept_timeout, integer()} setsthe wanted timeout value for the server to set up a request connection.

1.4.3 Using the HTTP Server API

1 > inets:start().
ok

Start a HTTP server with minimal required configuration. Note that if you specify port 0 an arbitrary available port
will be used and you can use the info function to find out which port number that was picked.

2 > {ok, Pid} = inets:start(httpd, [{port, O},

{server_nane, "httpd_test"}, {server _root,"/tmp"},

{docunent root,"/tnp/htdocs"}, {bind_address, "local host"}]).
{ok, 0.79.0}

3 > httpd:info(PRid).

[{mime_types, [{"htm ", "text/htm "}, {"htnd,"text/htm "}]},
{server_nane,"httpd_test"},

{bi nd_address, {127,0,0, 1}},

{server _root,"/tm"},

{port, 59408},

{docunent _root,"/tnp/htdocs"}]
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Reload the configuration without restarting the server. Note port and bind_address can not be changed. Clientstrying
to access the server during the reload will get a service temporary unavailable answer.

4 > httpd:rel oad_config([{port, 59408},
{server_nane,"httpd_test"}, {server_root,"/tnmp/ww test"},
{docunent _root, "/t nmp/ ww_t est/htdocs"},

{bi nd_address, "local host"}], non_di sturbing).
ok.

5 > httpd:info(Pid, [server_root, document_root]).
[{server_root,"/tnp/ww_test"}, {docunent _root,"/tnp/ ww_t est/htdocs"}]

6 > ok

inets:stop(httpd, Pid).

Alternative:

6 > ok = inets:stop(httpd, {{127,0,0, 1}, 59408}).

Note that bind_address has to be the ip address reported by the info function and can not be the hosthame that is
allowed when inputting bind_address.

1.4.4 Htaccess - User Configurable Authentication.

If users of the web server needs to manage authentication of web pages that are local to their user and do not have
server administrative privileges. They can use the per-directory runtime configurable user-authentication scheme that
Inets calls htaccess. It works the following way:

Each directory in the path to the requested asset is searched for an access-file (default .htaccess), that restricts
the web servers rights to respond to arequest. If an access-fileisfound the rulesin that fileis applied to the
request.

Therulesin an access-file applies both to files in the same directories and in subdirectories. If there exists more
than one access-file in the path to an asset, the rules in the access-file nearest the requested asset will be applied.

To change the rules that restricts the use of an asset. The user only needs to have write access to the directory
where the asset exists.

All the access-files in the path to arequested asset is read once per request, this means that the load on the
server will increase when this schemeis used.

If adirectory islimited both by auth directivesin the HTTP server configuration file and by the htaccess files.
The user must be allowed to get access the file by both methods for the request to succeed.

Access Files Directives

In every directory under the Docunent Root or under an Al i as auser can place an access-file. An access-fileisa
plain text file that specify the restrictions that shall be considered before the web server answer to arequest. If there
are more than one access-file in the path to the requested asset, the directivesin the access-filein the directory nearest
the asset will be used.
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DIRECTIVE: "allow"

Syntax: Al | ow from subnet subnet|from al

Default:f rom al |

Same as the directive allow for the server config file.
DIRECTIVE: "AllowOverRide"

Syntax:Al | owOver Ri de dl | none | Directives
Default:- None -

Al I owOver Ri de Specify which parameters that not access-files in subdirectories are allowed to alter the value
for. If the parameter is set to none no more access-files will be parsed.

If only one access-file exists setting this parameter to none can lessen the burden on the server since the server
will stop looking for access-files.
DIRECTIVE: "AuthGroupfile"

Syntax: Aut hGr oupFi | e Filename
Default:- None -

AuthGroupFileindicates which file that containsthelist of groups. Filename must contain the absol ute path to the
file. The format of the file is one group per row and every row contains the name of the group and the members
of the group separated by a space, for example:

G oupNane: Menberl Menber2 .... MenberN

DIRECTIVE: "AuthName"

Syntax: Aut hNare auth-domain

Default:- None -

Same as the directive AuthName for the server config file.
DIRECTIVE: "AuthType"

Syntax: Aut hType Basic
Default:Basi ¢

Aut hType Specify which authentication scheme that shall be used. Today only Basic Authenticating using
UUENcoding of the password and user ID isimplemented.
DIRECTIVE: "AuthUserFile"

Syntax: Aut hUser Fi | e Filename
Default:- None -

Aut hUser Fi | e indicate which file that contains the list of users. Filename must contain the absolute path to
the file. The users name and password are not encrypted so do not place the file with usersin a directory that is
accessible via the web server. The format of the file is one user per row and every row contains User Name and
Password separated by a colon, for example:

User Name: Passwor d
User Name: Passwor d

DIRECTIVE: "deny"

Syntax:deny from subnet subnet|from all
Context: Limit
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Same as the directive deny for the server config file.
» DIRECTIVE: "Limit"

Syntax:<Li mi t ReguestM ethods>
Default: - None -

<Li mi t > and </Limit> are used to enclose agroup of directiveswhich appliesonly to requests using the specified
methods. If no request method is specified all request methods are verified against the restrictions.

<Limt POST GET HEAD>
order all ow deny
requi re group groupl
al | ow from 123. 145. 244.5
</Limt>

« DIRECTIVE: "order"
Syntax:or der alow deny | deny alow
Default; alow deny

or der, definesif the deny or allow control shall be preformed first.

If the order is set to allow deny, then first the users network address is controlled to be in the allow subset. If the
users network addressis not in the allowed subset he will be denied to get the asset. If the network-addressisin
the allowed subset then a second control will be preformed, that the users network addressis not in the subset of
network addresses that shall be denied as specified by the deny parameter.

If the order is set to deny allow then only users from networks specified to be in the allowed subset will succeed
to request assetsin the limited area

e DIRECTIVE: "require"

Syntax:r equi r e group groupl group2...Juser userl user2...
Default:- None -
Context: Limit

See the require directive in the documentation of mod_auth(3) for more information.

1.4.5 Dynamic Web Pages

The Inets HTTP server provides two ways of creating dynamic web pages, each with its own advantages and
disadvantages.

First there are CGlI-scripts that can be written in any programming language. CGIl-scripts are standardized and
supported by most web servers. The drawback with CGI-scripts is that they are resource intensive because of their
design. CGlI requires the server to fork anew OS process for each executable it needs to start.

Second there are ESI-functions that provide a tight and efficient interface to the execution of Erlang functions, this
interface on the other hand is | nets specific.

The Common Gateway Interface (CGIl) Version 1.1, RFC 3875.

The mod_cgi module makes it possible to execute CGI scripts in the server. A file that matches the definition of a
ScriptAlias config directive istreated asa CGlI script. A CGI script is executed by the server and its output is returned
to theclient.

The CGI Script response comprises a message-header and a message-body, separated by a blank line. The message-
header contains one or more header fields. The body may be empty. Example:
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" Cont ent - Type: t ext / pl ai n\ nAccept - Ranges: none\ n\ nsone very
plain text"

The server will interpret the cgi-headers and most of them will be transformed into HTTP headers and sent back to
the client together with the body.

Support for CGI-1.1 isimplemented in accordance with the RFC 3875.

Erlang Server Interface (ESI)
The erlang server interface is implemented by the module mod_esi.
ERL Scheme

The erl scheme is designed to mimic plain CGlI, but without the extra overhead. An URL which calls an Erlang erl
function has the following syntax (regular expression):

http://your.server.org/***/Mdul e[:/]Functi on(?QueryString|/Pathl nfo)

*** ghove depends on how the ErlScriptAlias config directive has been used

The module (Module) referred to must be found in the code path, and it must define afunction (Function) with an arity
of two or three. It is preferable to implement afuntion with arity three asit permits you to send chunks of the webpage
beeing generated to the client during the generation phase instead of first generating the whole web page and then
sending it to the client. The option to implement a function with arity two is only kept for backwards compatibility
reasons. See mod_esi(3) for implementation details of the esi callback function.

EVAL Scheme

The eval scheme is straight-forward and does not mimic the behavior of plain CGI. An URL which calls an Erlang
eval function has the following syntax:

http://your.server.org/***/Md: Func(Argl,.. ., Ar gN)

*** ghove depends on how the ErlScriptAlias config directive has been used

The module (Mod) referred to must be found in the code path, and data returned by the function (Func) is passed back
to the client. Data returned from the function must furthermore take the form as specified in the CGI specification.
See mod_esi(3) for implementation details of the esi callback function.
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Note:

The eval scheme can serioudly threaten the integrity of the Erlang node housing a Web server, for example:
http://your.server.org/eval ?httpd_exanpl e:print(atomto_list(apply(erlang,halt,[])))

which effectively will close down the Erlang node, therefor, use the erl schemeinstead, until this security breach
has been fixed.

Today there are no good way of solving this problem and therefore Eval Scheme may be removed in future
release of Inets.

1.4.6 Logging

There are three types of logs supported. Transfer logs, security logs and error logs. The de-facto standard Common
Logfile Format isused for thetransfer and security logging. There are numerous statistics programs avail ableto analyze
Common Logfile Format. The Common Logfile Format looks as follows:

remotehost rfc931 authuser [date] "request” status bytes

remotehost

Remote hostname
rfco31

The client's remote username (RFC 931).
authuser

The username with which the user authenticated himself.
[date]

Date and time of the request (RFC 1123).
"request"

The request line exactly asit came from the client (RFC 1945).
status

The HTTP status code returned to the client (RFC 1945).
bytes

The content-length of the document transferred.

Internal server errors are recorded in the error log file. The format of this file is a more ad hoc format than the logs
using Common Logfile Format, but conforms to the following syntax:

[date] accessto path failed for remotehost, reason: reason

1.4.7 Server Side Includes

Server Side Includes enables the server to run code embedded in HTML pages to generate the response to the client.

Note:

Having the server parse HTML pages is a double edged sword! It can be costly for a heavily loaded server to
perform parsing of HTML pages while sending them. Furthermore, it can be considered a security risk to have
average users executing commands in the name of the Erlang node user. Carefully consider these items before
activating server-side includes.
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SERVER-SIDE INCLUDES (SSI) SETUP

The server must be told which filename extensions to be used for the parsed files. These files, while very similar to
HTML, are not HTML and are thus not treated the same. Internally, the server uses the magic MIME type t ext /
X-server - par sed- ht m toidentify parsed documents. It will then perform aformat conversion to change these
filesinto HTML for the client. Update the m ne. t ypes file, as described in the Mime Type Settings, to tell the
server which extension to use for parsed files, for example:

text/x-server-parsed-htm shtm shtm

This makes files ending with . sht Ml and . sht minto parsed files. Alternatively, if the performance hit is not a
problem, all HTML pages can be marked as parsed:

text/x-server-parsed-html html htm

Server-Side Includes (SSI) Format

All server-side include directives to the server are formatted as SGML comments within the HTML page. Thisisin
case the document should ever find itself in the client's hands unparsed. Each directive has the following format:

<l --#command tagl="val uel" tag2="val ue2" -->

Each command takes different arguments, most only accept one tag at atime. Here is a breakdown of the commands
and their associated tags:

The config directive controls various aspects of the file parsing. There are two valid tags:
errmsg

controls the message sent back to the client if an error occurred while parsing the document. All errors are logged
in the server's error log.

sizefm

determines the format used to display the size of afile. Valid choices are byt es or abbr ev. byt es for a
formatted byte count or abbr ev for an abbreviated version displaying the number of kilobytes.

Theinclude directory will insert the text of a document into the parsed document. This command accepts two tags:

vi rtual
gives avirtual path to a document on the server. Only normal files and other parsed documents can be accessed
in thisway.

file

gives a pathname relative to the current directory. . . / cannot be used in this pathname, nor can absolute paths.
As above, you can send other parsed documents, but you cannot send CGI scripts.

The echo directive printsthe value of one of theinclude variables (defined below). The only valid tag to this command
isvar , whose value is the name of the variable you wish to echo.

The fsize directive prints the size of the specified file. Valid tags are the same as with thei ncl ude command. The
resulting format of this command is subject to the si zef nt parameter to the conf i g command.
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The lastmod directive prints the last modification date of the specified file. Valid tags are the same as with the
i ncl ude command.

The exec directive executes a given shell command or CGlI script. Valid tags are:
cmd

executes the given string using / bi n/ sh. All of the variables defined below are defined, and can be used in
the command.

cgi
executesthe given virtual path to a CGlI script and includesits output. The server does not perform error checking
on the script output.

Server-Side Includes (SSI) Environment Variables

A number of variables are made available to parsed documents. In addition to the CGlI variable set, the following
variables are made available:

DOCUMENT _NAMVE

The current filename.
DOCUMENT _UR

The virtual path to this document (such as/ docs/ tut ori al s/ foo. shtnl).
QUERY_STRI NG_UNESCAPED

The unescaped version of any search query the client sent, with all shell-special characters escaped with \ .
DATE_LOCAL

The current date, local time zone.
DATE_GMI

Same as DATE_LOCAL but in Greenwich mean time.
LAST_MODI FI ED

The last modification date of the current document.

1.4.8 The Erlang Web Server API

The process of handling aHTTP request involves several steps such as.

*  Seting up connections, sending and receiving data

* URI tofilename translation

*  Authenication/access checks.

e Retriving/generating the response.

* Logging

To provide customization and extensibility of the HT TP serversrequest handling most of these stepsare handled by one
or more modules that may be replaced or removed at runtime, and of course new ones can be added. For each request
all modules will be traversed in the order specified by the modules directive in the server configuration file. Some
parts mainly the communication related steps are considered server core functionality and are not implemented using

the Erlang Web Server API. A description of functionality implemented by the Erlang Webserver API is described
in the section Inets Webserver Modules.

A module can use data generated by previous modules in the Erlang Webserver APl module sequence or generate
data to be used by consecutive Erlang Web Server APl modules. This is made possible due to an internal list of key-
value tuples, also referred to as interaction data.
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Note:

I nteraction dataenforces modul e dependenciesand should be avoided if possible. Thismeansthe order of modules
in the Modules property is significant.

API Description

Each module implements server functionality using the Erlang Web Server API should implement the following call
back functions:

e do/1 (mandatory) - the function called when a request should be handled.

« Jload/2
o store/2
* remove/l

The latter functions are needed only when new config directives are to be introduced. For details see httpd(3)

1.4.9 Inets Web Server Modules

The conventionisthat all modulesimplementing somewebserver functional ity hasthe namemod_*. When configuring
the web server an appropriate selection of these modules should be present in the Module directive. Please note that
there are some interaction dependencies to take into account so the order of the modules can not be totally random.

mod_action - Filetype/Method-Based Script Execution.

Runs CGlI scripts whenever afile of acertain type or HTTP method (See RFC 1945) is requested.
Uses the following Erlang Web Server API interaction data:

* rea_name- frommod_dlias

Exports the following Erlang Web Server API interaction data, if possible:

{new_request _uri, RequestURl}
An alternative Request URI has been generated.

mod_alias - URL Aliasing

This module makes it possible to map different parts of the host file system into the document tree e.i. creates aliases
and redirections.

Exports the following Erlang Web Server APl interaction data, if possible:

{real _name, Pat hDat a}
PathData is the argument used for API function mod_alias: path/3.

mod_auth - User Authentication

This module provides for basic user authentication using textua files, dets databases as well as mnesia databases.
Uses the following Erlang Web Server API interaction data:

e rea_name- from mod_alias

Exports the following Erlang Web Server API interaction data:

{renote_user, User}
The user name with which the user has authenticated himself.
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Mnesia as Authentication Database

If Mnesiais used as storage method, Mnesia must be started prio to the HTTP server. The first time Mnesiais started
the schema and the tables must be created before Mnesiaiis started. A naive example of a module with two functions
that creates and start mnesiaiis provided here. The function shall be used the first time. first_start/O creates the schema
and the tables. The second function start/0 shall be used in consecutive startups. start/O Starts Mnesia and wait for the
tablesto beinitiated. This function must only be used when the schema and the tables already is created.

-modul e(mMmesi a_test).
-export([start/0,| oad_data/0]).
-include_lib("nmod_auth. hrl™).

first_start() ->
mesi a: creat e_schema([ node()]),
mesi a: start (),
mesi a: create_t abl e(httpd_user,

[{type, bag},
{di sc_copies, [node()]},
{attributes, record_info(fields,
httpd_user)}]),
mesi a: creat e_t abl e(htt pd_group,

[{type, bag},
{di sc_copies, [node()]},
{attributes, record_info(fields,

httpd_group)}]),
mesi a: wai t _for_tabl es([ httpd_user, httpd_group], 60000).

start() ->
mesi a: start (),
mesi a: wai t _for_tabl es([ httpd_user, httpd_group], 60000).

To create the M nesiatables we use two records defined in mod_auth.hrl so the file must be included. Thefirst function
first_start/O creates a schema that specify on which nodes the database shall reside. Then it starts Mnesia and creates
the tables. The first argument is the name of the tables, the second argument is alist of options how the table will be
created, see Mnesia documentation for more information. Since the current implementation of the mod_auth_mnesia
saves one row for each user the type must be bag. When the schema and the tables is created the second function
start/0 shall be used to start Mensia. It starts Mnesia and wait for the tables to be loaded. Mnesia use the directory
specified as mnesia_dir at startup if specified, otherwise Mnesia use the current directory. For security reasons, make
sure that the Mnesia tables are stored outside the document tree of the HTTP server. If it is placed in the directory
which it protects, clientswill be able to download the tables. Only the dets and mnesia storage methods allow writing
of dynamic user datato disk. plainisaread only method.

mod_cgi - CGI Scripts
This module handles invoking of CGI scripts

mod_dir - Directories

This module generates an HTML directory listing (Apache-style) if a client sends arequest for adirectory instead of
afile. This module needs to be removed from the Modules config directive if directory listings is unwanted.

Uses the following Erlang Web Server API interaction data:
e red_name- from mod_alias
Exports the following Erlang Web Server API interaction data:

{m ne_type, M neType}
Thefile suffix of theincoming URL mapped intoaM neType.
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mod_disk_log - Logging Using disk_log.

Standard logging using the "Common Logfile Format" and disk_log(3).
Usesthe following Erlang Web Server API interaction data:

e remote user - from mod_auth

mod_esi - Erlang Server Interface

This module implements the Erlang Server Interface (ESI) that provides atight and efficient interface to the execution
of Erlang functions.

Uses the following Erlang Web Server API interaction data:
e remote user - from mod_auth
Exports the following Erlang Web Server API interaction data:
{m me_type, M nmeType}
Thefile suffix of the incoming URL mapped intoaM neType
mod_get - Regular GET Requests

This module is responsible for handling GET requests to regular files. GET requests for parts of filesis handled by
mod_range.

Uses the following Erlang Web Server API interaction data:
* rea_name- frommod_dlias

mod_head - Regular HEAD Requests

Thismoduleisresponsiblefor handling HEAD requeststo regul ar files. HEAD requestsfor dynamic content ishandled
by each module responsible for dynamic content.

Uses the following Erlang Web Server API interaction data:
e rea_name- from mod_alias

mod_htaccess - User Configurable Access

This module provides per-directory user configurable access control.
Uses the following Erlang Web Server API interaction data:

« rea_name- frommod alias

Exports the following Erlang Web Server API interaction data:

{renote_user _nane, User}
The user name with which the user has authenticated himself.

mod_include - SSI

This module makes it possible to expand "macros’ embedded in HTML pages before they are delivered to the client,
that is Server-Side Includes (SSl).

Uses the following Erlang Webserver APl interaction data:

e red_name- frommod_alias
e remote user - from mod_auth

Exports the following Erlang Webserver API interaction data:

{m me_type, M neType}
Thefile suffix of the incoming URL mapped into aM neType as defined in the Mime Type Settings section.
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mod_log - Logging Using Text Files.

Standard logging using the "Common Logfile Format" and text files.
Usesthe following Erlang Webserver API interaction data:

e remote user - from mod_auth

mod_range - Requests with Range Headers

This module response to requests for one or many ranges of afile. Thisis especially useful when downloading large
files, since a broken download may be resumed.

Note that request for multiple parts of a document will report a size of zero to thelog file.
Usesthe following Erlang Webserver API interaction data:
* rea_name- frommod_dlias

mod_response_control - Requests with If* Headers

This module controlsthat the conditionsin the requestsisfulfilled. For example arequest may specify that the answer
only is of interest if the content is unchanged since last retrieval. Or if the content is changed the range-request shall
be converted to arequest for the whole file instead.

If a client sends more then one of the header fields that restricts the servers right to respond, the standard does not
specify how this shall be handled. httpd will control each field in the following order and if one of the fields not match
the current state the request will be rejected with a proper response.

1.If-modified

2.1f-Unmodified

3.If-Match

4.1f-Nomatch

Uses the following Erlang Webserver APl interaction data:
* rea_name- frommod_dlias
Exports the following Erlang Webserver API interaction data:

{if_range, send file}
The conditions for the range request was not fulfilled. The response must not be treated as a range request,
instead it must be treated as a ordinary get request.

mod_security - Security Filter

This module serves as afilter for authenticated requests handled in mod_auth. It provides possibility to restrict users
from access for a specified amount of time if they fail to authenticate several times. It logs failed authentication as
well as blocking of users, and it also calls a configurable call-back module when the events occur.

Thereisaso an API to manually block, unblock and list blocked users or users, who have been authenticated within
a configurable amount of time.

mod_trace - TRACE Request

mod_traceisresponsible for handling of TRACE requests. Trace is anew request method in HTTP/1.1. The intended
use of trace requests is for testing. The body of the trace response is the request message that the responding Web
server or proxy received.
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2 Reference Manual

Inetsisacontainer for Internet clients and servers. Currently aFTP client, aHTTP client and server, and atftp client
and server has been incorporated in Inets.
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inets

Erlang module

This module provides the most basic API to the clients and servers, that are part of the Inets application, such as start
and stop.

COMMON DATA TYPES

Type definitions that are used more than once in this modul e:
service() = ftpc | tftp | httpc | httpd
property() = atom()

Exports

services() -> [{Service, Pid}]

Types:
Service = service()
Pid = pid()

Returns alist of currently running services.

Note:

Services started as st and_al one will not be listed.

services_info() -> [{Service, Pid, Info}]

Types:
Service = service()
Pid = pid()

Info = [{Option, Value}]
Option = property()
Value = term))

Returnsalist of currently running serviceswhere each serviceisdescribed by a[{ Option, Value} ] list. Theinformation
given in the list is specific for each service and it is probable that each service will have its own info function that
gives you even more details about the service.

service_nanmes() -> [ Service]
Types:

Service = service()
Returns alist of available service names.
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start() ->
start(Type) -> ok | {error, Reason}
Types:
Type = permanent | transient | tenporary
Starts the Inets application. Default type is temporary. See aso application(3).

stop() -> ok
Stops the inets application. See also application(3).

start(Service, ServiceConfig) -> {ok, Pid} | {error, Reason}
start(Service, ServiceConfig, How) -> {ok, Pid} | {error, Reason}
Types:

Service = service()

ServiceConfig = [{Option, Value}]

Option = property()

Value = term))

How = inets | stand_alone - default is inets

Dynamically starts an inets service after the inets application has been started.

Note:

Dynamically started services will not be handled by application takeover and failover behavior when inets is
run as a distributed application. Nor will they be automatically restarted when the inets application is restarted,
but as long as the inets application is up and running they will be supervised and may be soft code upgraded.
Servicesstarted asst and_al one, e.i. the serviceisnot started as part of theinets application, will loseall OTP
application benefits such as soft upgrade. The "stand_alone-service" will be linked to the process that started it.
In most cases some of the supervision functionality will till be in place and in some sense the calling process
has now become the top supervisor.

stop(Service, Reference) -> ok | {error, Reason}

Types:
Service = service() | stand_al one
Reference = pid() | term() - service specified reference
Reason = term()

Stops a started service of the inets application or takes down a "stand alone-service" gracefully. When the
st and_al one option isused in start, only the pid isavalid argument to stop.

SEE ALSO
ftp(3), httpe(3), httpd(3), tftp(3)
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ftp

Erlang module

Thef t p module implements aclient for file transfer according to a subset of the File Transfer Protocol (see 959).

Starting from inets version 4.4.1 the ftp client will always try to use passive ftp mode and only resort to active ftp
mode if thisfails. Thereis a start option mode where this default behavior may be changed.

There are two ways to start an ftp client. One is using the Inets service framework and the other is to start it directy
as a standal one process using the open function.

For asimple example of an ftp session see Inets User's Guide.

In addition to the ordinary functions for receiving and sending files (seer ecv/ 2,r ecv/ 3, send/ 2 and send/ 3)
there are functions for receiving remote files as binaries (seer ecv_bi n/ 2) and for sending binaries to to be stored
asremotefiles (seesend_bi n/ 3).

There is also a set of functions for sending and receiving contiguous parts of a file to be stored in a remote
file (for send see send_chunk_start/ 2, send_chunk/ 2 and send_chunk_end/ 1 and for receive see
recv_chunk_start/2andrecv_chunk/).

The particular return values of the functions below depend very much on the implementation of the FTP server at
the remote host. In particular the resultsfrom | s and nl i st varies. Often real errors are not reported as errors by
I s, even if for instance a file or directory does not exist. nl i st is usually more strict, but some implementations
have the peculiar behaviour of responding with an error, if the request is a listing of the contents of directory which
exists but is empty.

FTP CLIENT SERVICE START/STOP

The FTP client can be started and stopped dynamically in runtime by calling the Inets application API
inets:start(ftpc, ServiceConfig),orinets:start(ftpc, ServiceConfig, How), and
i nets:stop(ftpc, Pid).Seeinets(3)for moreinfo.

Below follows a description of the available configuration options.

{host, Host}
Host=string() | ip_address()
{port, Port}
Port=integer() > 0
Default is 21.

{mode, Mode}
Mode=active | passive
Default ispassi ve.
{verbose, Verbose}
Verbose = bool ean()
This determines if the FTP communication should be verbose or not.
Defaultisf al se.
{ debug, Debug}
Debug=trace | debug | disable
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Debugging using the dbg toolkit.
Default isdi sabl e.
{ipfamily, IpFamily}
IpFamily=inet | inet6 | inet6fb4
Withi net 6f b4 the client behaves as before (it tries to use |Pv6 and only if that does not work, it uses |Pv4).
Defaultisi net (1Pv4).
{timeout, Timeout}
Timeout =non_neg_i nt eger ()
Connection timeout.
Default is 60000 (milliseconds).
{ dtimeout, DTimeout}
DTimeout =non_neg_integer() | infinity
Data Connect timeout. The time the client will wait for the server to connect to the data socket.
Default isinfinity.
{progress, Progress}
Progress=i gnore | {CBMbdul e, CBFunction, InitProgress}
CBModule=at on{ ), CBFunction=at on{)
InitProgress=t er n()
Defaultisi gnor e.

The progress option is intended to be used by applications that want to create some type of progress report such as a
progress bar inaGUI. The default value for the progress option isignore e.i. the option is not used. When the progress
option is specified the following will happen when ftp:send/[3,4] or ftp:recv/[3,4] are called.

« Beforeafileistransfered the following call will be made to indicate the start of the file transfer and how big the
fileis. Thereturn value of the callback function should be anew value for the UserProgressTerm that will bu used
as input next time the callback function is called.

CBModul e: CBFunction(lnitProgress, File, {file_size, FileSize})

e Every timeachunk of bytesis transfered the following call will be made:

CBModul e: CBFunction(UserProgressTerm File, {transfer_size, TransferSize})

« Attheend of thefilethe following call will be made to indicate the end of the transfer.
CBModul e: CBFunction(User ProgressTerm File, {transfer_size, 0})

The callback function should be defined as

CBModul e: CBFuncti on(User ProgressTerm File, Size) -> UserProgressTerm
CBModul e = CBFunction = atom()

User ProgressTerm = term)

File = string()

Size = {transfer_size, integer()} | {file_size, integer()} | {file_size,
unknown}
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Alasfor remotefilesit is not possible for ftp to determine the file size in a platform independent way. In this case the
sizewill be unknown and it isleft to the application to find out the size.

Note:

The callback is made by a middieman process, hence the file transfer will not be affected by the code in the
progress callback function. If the callback should crash this will be detected by the ftp connection process that
will print an info-report and then go one asiif the progress option was set to ignore.

Thefiletransfer typeis set to the default of the FTP server when the session is opened. Thisis usually ASCCI-mode.

The current local working directory (cf. | pwd/ 1) is set to the value reported by fi | e: get _cwd/ 1. the wanted
local directory.

The return value Pi d is used as a reference to the newly created ftp client in all other functions, and they should be
called by the process that created the connection. The ftp client process monitors the process that created it and will
terminate if that process terminates.

COMMON DATA TYPES

Here follows type definitions that are used by more than one function in the FTP client API.
pid() - identifier of an ftp connection.

string() = list of ASCI| characters.

shortage _reason() = etnospc | epnospc

restriction_reason() = epath | efnanena | elogin | enotbinary - note not all
restrictions may always relevant to all functions

comon_reason() = econn | eclosed | term() - some kind of explanation of what
went wrong.

Exports

account (Pid, Account) -> ok | {error, Reason}
Types.

Pid = pid()

Account = string()

Reason = eacct | comon_reason()

If an account is needed for an operation set the account with this operation.

append(Pid, LocalFile) ->
append(Pid, LocalFile, RenoteFile) -> ok | {error, Reason}
Types:
Pid = pid()
Local File = RenmoteFile = string()
Reason = epath | elogin | etnospc | epnospc | efnanena | comon_reason
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Transfers the file Local Fi | e to the remote server. If Renpt eFi | e is specified, the name of the remote file that
the file will be appended to is set to Renot eFi | e; otherwise the name is set to Local Fi | e If the file does not
exists the file will be created.

append_bin(Pid, Bin, RempoteFile) -> ok | {error, Reason}
Types:
Pid = pid()
Bin = binary()()
RenmpteFile = string()
Reason = restriction_reason()| shortage reason() | common_reason()

Transfers the binary Bi n to the remote server and append it to the file Renot eFi | e. If the file does not exists it
will be created.

append_chunk(Pid, Bin) -> ok | {error, Reason}

Types.
Pid = pid()
Bin = binary()

Reason = echunk | restriction_reason() | comon_reason()

Transfer the chunk Bi n to the remote server, which append it into the file specified in the cal to
append_chunk_start/2.

Notethat for someerrors, e.g. file systemfull, itisnecessary toto call append_chunk _end to get the proper reason.

append_chunk_start(Pid, File) -> ok | {error, Reason}
Types:

Pid = pid()

File = string()

Reason = restriction_reason() | conmon_reason()

Start the transfer of chunks for appending to the file Fi | e at the remote server. If the file does not exists it will be
created.

append_chunk_end(Pid) -> ok | {error, Reason}
Types:
Pid = pid()
Reason = echunk | restriction_reason() | shortage reason()

Stops transfer of chunks for appending to the remote server. The file at the remote server, specified in the call to
append_chunk_start/ 2 isclosed by the server.

cd(Pid, Dir) -> ok | {error, Reason}

Types:
Pid = pid()
Dir = string()

Reason = restriction_reason() | conmon_reason()

Changes the working directory at the remote serverto Di r .
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close(Pid) -> ok
Types:
Pid = pid()
Ends an ftp session, created using the open function.

delete(Pid, File) -> ok | {error, Reason}
Types.
Pid = pid()
File = string()
Reason = restriction_reason() | conmon_reason()

Deletesthefile Fi | e at the remote server.

formaterror(Tag) -> string()
Types.
Tag = {error, atom()} | aton()

Given an error return value { er r or , At onReason}, thisfunction returns a readable string describing the error.

lcd(Pid, Dir) -> ok | {error, Reason}

Types:
Pid = pid()
Dir = string()

Reason = restriction_reason()

Changes the working directory to Di r for thelocal client.

| pwd(Pid) -> {ok, Dir}
Types:
Pid = pid()
Returns the current working directory at the local client.

Is(Pid) ->
| s(Pid, Pathnane) -> {ok, Listing} | {error, Reason}
Types.

Pid = pid()

Pat hname = string()

Listing = string()

Reason = restriction_reason() | common_reason()
Returns alist of filesin long format.
Pat hname can be adirectory, agroup of files or even afile. The Pat hnan®e string can contain wildcard(s).
| s/ 1 impliesthe user's current remote directory.

Theformat of Li st i ng isoperating system dependent (on UNIX it istypicaly produced from the output of thel s
- | shell command).
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nkdir(Pid, Dir) -> ok | {error, Reason}

Types.
Pid = pid()
Dir = string()

Reason = restriction_reason() | conmon_reason()

Createsthe directory Di r at the remote server.

nlist(Pid) ->
nlist(Pid, Pathnanme) -> {ok, Listing} | {error, Reason}
Types:
Pid = pid()
Pat hname = string()
Listing = string()
Reason = restriction_reason() | conmon_reason()
Returns alist of filesin short format.
Pat hname can be adirectory, agroup of filesor even afile. The Pat hname string can contain wildcard(s).
nl i st/ 1 impliesthe user's current remote directory.

Theformat of Li st i ng isastream of file names, where each nameis separated by <CRLF> or <NL>. Contrary to the
| s function, thepurposeof nl i st istomakeit possiblefor aprogram to automatically processfile nameinformation.

open(Host) -> {ok, Pid} | {error, Reason}
open(Host, Opts) -> {ok, Pid} | {error, Reason}

Types:
Host = string() | ip_address()
Opts = options()

options() = [option()]

option() = start_option() | open_option()

start_option() = {verbose, verbose()} | {debug, debug()}
verbose() = boolean() (defaults to false)

debug() = disable | debug | trace (defaults to disable)

open_option() = {ipfamly, ipfamly()} | {port, port()} | {node, node()} |
{tinmeout, timeout()} | {dtimeout, dtineout()} | {progress, progress()}

ipfamly() =inet | inet6 | inet6fb4 (defaults to inet)
port() = integer() > 0 (defaults to 21)

node() = active | passive (defaults to passive)

tinmeout () = integer() > 0 (defaults to 60000 milliseconds)

dtineout () = integer() >0 | infinity (defaults to infinity)

pogress() = ignore | {nmodule(), function(), initial _data()} (defaults to
i gnore)

nmodul e() = atom()
function() = atom)
initial _data() = term)
Reason = ehost | term))
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This function is used to start a standalone ftp client process (without the inets service framework) and open a session
with the FTP server at Host .

A session opened in thisway, is closed using the close function.

pwd(Pid) -> {ok, Dir} | {error, Reason}
Types:
Pid = pid()
Reason = restriction_reason() | comon_reason()

Returns the current working directory at the remote server.

pwd(Pid) -> {ok, Dir} | {error, Reason}
Types:

Pid = pid()

Reason = restriction_reason() | comon_reason()
Returns the current working directory at the remote server.

recv(Pid, RenoteFile) ->
recv(Pid, RenoteFile, LocalFile) -> ok | {error, Reason}
Types.

Pid = pid()

RempteFile = Local File = string()

Reason = restriction_reason() | comon_reason() |
file_wite_error_reason()

file_wite error_reason() = see file:wite/2

Transfer the file Renot eFi | e from the remote server to the the file system of the local client. If Local Fi l e is
specified, thelocal filewill be Local Fi | e; otherwiseit will be Renot eFi | e.

If thefilewritefails (e.g. enospc), thenthecommandisabortedand{error, file_wite_error_reason()}
isreturned. Thefileis however not removed.

recv_bin(Pid, RenoteFile) -> {ok, Bin} | {error, Reason}

Types:
Pid = pid()
Bin = binary()

RemoteFile = string()
Reason = restriction_reason() | conmon_reason()

Transfersthe file Renot eFi | e from the remote server and receivesit asabinary.

recv_chunk_start(Pid, RenoteFile) -> ok | {error, Reason}
Types:

Pid = pid()

RenmoteFile = string()

Reason = restriction_reason() | conmon_reason()

Start transfer of the file Renot eFi | e from the remote server.
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recv_chunk(Pid) -> ok | {ok, Bin} | {error, Reason}

Types.
Pid = pid()
Bin = binary()

Reason = restriction_reason() | conmon_reason()
Receive a chunk of the remote file (Renot eFi | e of recv_chunk_st art). The return values has the following
meaning:
« ok thetransfer is complete.
 {ok, Bin} justanother chunk of thefile.
e {error, Reason} transfer faled.

rename(Pid, Add, New) -> ok | {error, Reason}
Types:

Pid = pid()

CurrFile = NewFile = string()

Reason = restriction_reason() | conmon_reason()

Renames A d to New at the remote server.

rodir(Pid, Dir) -> ok | {error, Reason}
Types:

Pid = pid()

Dir = string()

Reason = restriction_reason() | conmon_reason()
Removes directory Di r at the remote server.

send(Pid, LocalFile) ->
send(Pid, LocalFile, RenoteFile) -> ok | {error, Reason}
Types.
Pid = pid()
Local File = RemoteFile = string()
Reason = restriction_reason() | conmmon_reason() | shortage_reason()

Transfersthefile Local Fi | e to the remote server. If Renot eFi | e is specified, the name of the remotefile is set
to Renot eFi | e; otherwisethe nameissetto Local Fi | e.

send_bin(Pid, Bin, RenoteFile) -> ok | {error, Reason}
Types.
Pid = pid()
Bin = binary() ()
RenmoteFile = string()
Reason = restriction_reason() | common_reason() | shortage_reason()

Transfers the binary Bi n into thefile Renot eFi | e at the remote server.
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send_chunk(Pid, Bin) -> ok | {error, Reason}

Types.
Pid = pid()
Bin = binary()

Reason = echunk | restriction_reason() | comon_reason()

Transfer the chunk Bi n to the remote server, which writes it into the file specified in the cal to
send_chunk_start/2.

Note that for some errors, e.g. file system full, it is necessary to to call send_chunk_end to get the proper reason.

send_chunk_start(Pid, File) -> ok | {error, Reason}
Types:

Pid = pid()

File = string()

Reason = restriction_reason() | conmon_reason()

Start transfer of chunksinto thefile Fi | e at the remote server.

send_chunk_end(Pid) -> ok | {error, Reason}
Types:
Pid = pid()
Reason = restriction_reason() | comon_reason() | shortage_reason()

Stops transfer of chunks to the remote server. The file at the remote server, specified in the cal to
send_chunk_st art/ 2 isclosed by the server.

type(Pid, Type) -> ok | {error, Reason}

Types:
Pid = pid()
Type = ascii | binary

Reason = etype | restriction_reason() | conmmon_reason()

Setsthefiletransfer typetoasci i or bi nary. When an ftp session is opened, the default transfer type of the server
isused, most often asci i , which isthe default according to RFC 959.

user (Pid, User, Password) -> ok | {error, Reason}
Types:

Pid = pid()

User = Password = string()

Reason = euser | conmon_reason()

Performslogin of User with Passwor d.

user(Pid, User, Password, Account) -> ok | {error, Reason}
Types:

Pid = pid()

User = Password = string()

Reason = euser | conmon_reason()
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Performslogin of User with Passwor d to the account specified by Account .

quot e(Pi d, Command) -> [ FTPLi ne]

Types:
Pid = pid()
Command = string()

FTPLine = string() - Note the telnet end of line characters, fromthe ftp
protocol definition, CRLF e.g. "\\r\\n" has been renoved.

Sends an arbitrary FTP command and returns verbatimly alist of the lines sent back by the FTP server. Thisfunctions
isintended to give an application accesses to FTP commands that are server specific or that may not be provided by
this FTP client.

Note:

FTP commands that require a data connection can not be successfully issued with this function.

ERRORS

The possible error reasons and the corresponding diagnostic strings returned by f or mat er r or / 1 are asfollows:
echunk
Synchronisation error during chunk sending.

A call hasbeenmadetosend_chunk/ 2 orsend_chunk_end/ 1, beforeacaltosend _chunk_start/ 2;
or a call has been made to another transfer function during chunk sending, i.e. before a call to
send_chunk_end/ 1.

ecl osed
The session has been closed.
econn
Connection to remote server prematurely closed.
ehost
Host not found, FTP server not found, or connection rejected by FTP server.
el ogin
User not logged in.
enot bi nary
Termisnot abinary.
epat h
No such file or directory, or director