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1970 ERDBEET.ZOAEIE 1 DDONRRT—RAERESILTDDOICHMIZE L
DMREELARVDIC, WIS AR T DICIRIFICRWER—RA DD EWND &
T MDA ELYEEBR ARG CTEBIENTINTEZ L RIEELE 75L&,
PC OMREIIH T A EI OB ABEICETEFEOTLELIEID, BEDLD
ESbINF/SRT—R (/etc/shadow) £ BEDI—HITITFHARADLEWNELDIC
BoTWET . HBBRADIERDD, NRAT—RAEEICHBTEREDTHOT
ERYFEA, ADR—ASHID T5—T/RRT—KRI77M1)EGEHFRLNTLES L
HBE.LL{HB/SXRAT—K TIRICIHESNTLEI DT, ZDoH, /SRAT—K
HERETBHICIE ASHD [EH#H] ZETELIVWTLLD T2E A Ttantalize] &
WHBEA/NRRAT—RIFERALLEWGEIE, Tal 2B XFETHSE (@] I,
le] Z#LLB>7-HFETHS 3] EX#HZ, [t@nt@11z3] DLIICLET,

BENOFEDNFEULLOIBRNFOPHFICESIAS (tantalize] %
lt@nt@11z3] 1) 2 TEAR+D T/ SRAT—R%EfEFY 2 OS5 LIFFHE
ERALTWT BERADLIR/NY—VICER]IBELTWS 72HTT, ISITLW
FHEELTIGAANARRAFAWVWEEZFIBAL. B2 BEICLOAERKRDA
WX FEEEDFEDNHYET  LEZEEDIINLDIE, BEORADIXES
\T%EDHERBHYET, Umberto Eco KIZLD [The Name of the Rose] &
WHOERTHNIE, BEDRIDXF% B> TW>T [TNotRbUE9] D&%/ R
7—RICLEY, #Il. Tbeerbuddy] & ljasmine76] LT, DLIARNIK
HOOTLEIL DB FINE, EHEICHRAINTLEVET,

1.1.1.2 2B L EE

FTIEIBFEONDOIRTLEHRELT,. 7AvE1T 4RI RKS547% CD/DVD K54
THOBEEITERVWLIIRELTHEE, ISITBIOS I LT /RR7—KAY I %
BRELTN—RFARIETEFB L TGREITED IR ELTLEIL, F,
BEOD Linux VAT AIZ. 7—bO0—4% FIBLTEEIL. &ENT D H—FRILICH
LT/IRSGA—FHEBETEBLIIC B> TVET, ZDLIR/IRSA—F AADRIE
ICITRbNBIEDRN £HICTB72H, T— A= I/ LT RRAT—RNRESE R
ELTLEIW (FLLIE 98 7—AO—48"GRUB (1 )77V R) aBimH<T
IV INIE A—RILE G D root TENME T3 TR I RATLEEIFRFDRY
DRt root TEMESTBZEND, EX2TA5RETDICHI->TIINEDE
ETTO
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1.1.1.3 774V D/N—Ivyay

— IR —ILEL T IE R RERVEGIERZFEFIALTITROIRE D
T EZUEXA—IHEFRALYENZYTEDIC, root DERDPIVEELRDBIE
& HYBRWTLLYELEA—ITAYTSAIINT D H o/ 5E I HNEBEHIL
DNTEFRAL BRBROERTARERTOVSLERETEITLEILD TY,
FEOLIBRIL—INZH > TONUE, HEEETEBLEIF/NIKTBIED TEET,

openSUSE ICEFENTWABLT7MILICHTZ/8—Iviavid FBLTRES
NTVWET BIMDYIRIITRZEDMBDI7AINEAV AN—=ILT D BEIE
ICN—3yoaVEY N ET R BEEATRIANERALTEREETR-
TEIVBRBREPEXF L T12EBHT2VRATLAERET HNIL, lsaTV
RIC-l AT >avaE JREL.RWERTO 77/ —EBARRTHIET. B0k
T7AIND IN—3y2 a3V EFIvITEIENTEET . 771V DEMEZR> TR
ELTLEDE.ZFDI7MIDARABICEBINIZYHIBRINAYTZIHED H
BIEMN. INSEDT7AIV7% root TEITTDIENTETCLEDIGEDHYET X
T ENDRET7MILT HBETHIL, root D HERTHMAATLEIBELD
UET, INICLY  HEB%=ZT2 e’ RERICEF > TLEVE T, ZDLHIRK
B3, 70754 (00) & BRZ1—H (B) i"EITTD BEDHTREIES) 2&h
5, TAYIUDIN (cuckoo eggs)] EMENFET, Chik D SIC BO DI
HT|EIES () EWD, AyaAVDOB UL SFKALEETT,

openSUSE® Y AT LTIE, /etc T4LUM)HIT permissions,

permissions. easy, permissions. secure, permissions. paranoid &\ 4 &
HOI7MIVDAEINTVET . NSO 77/ )VId KA RX—Iyoav %k
EIBEHDICHERINTOWTCL ENTNETDI—HIC EZIAAEHFITT4LVH
JRT74), setUID Evh (A REINEZ 7OV 54 BELEZI—FD
ID T, /S—3 v avIcBEINL 2—HD ID (ZLDHBAIE root) TE
TEINDZEDTY) DIFAINREEERLTVWEY ., TDT7MIICINA, /etc/
permissions. local 774)L TIEZDOVRATLME DR EEBMNTEIENTE
E N

openSUSE DR ETOV S LTHERAIND 771 IV EERL, N—3Iv>ay &%
ETBICIE. YaST o [eFzVYrrE2—1] NI HB ([O—H/tF2)77]

ERBALTITRWET ZELIE /ete/permissions Z7AILICEHNNTWEIAY
A, BLLIE chmod DY =27 )L R— (man chmod) ZHFTHL I,

1.1.1.4 Ry 77A—/R—70—BALFEHND/RT
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A—HAICHERICERDTEST 4942707 S LN NIBTBICH>T, ik
BEEEZLRITNIERYFEA L BEEITAIDIE—KROFAHE TIERL 7
TVr—2avpTass53 T, 7aySYIdEANMER LT WATOTS AN IE
LTF—9EBRIRL NIFTEBEDRWATEYEBAIC EZIAATWSIEATE

RLARFNIERYFRA.FTAOTSTIE, AVY—TTARELTRDIZFET,

—BLT—YNBERETIVHEL HYUET,

HELENYI7RICT —IEEZADIIH 2T AEI NNy 77D+ YA X Th
MoT3GE, /Ny Trd—/V—=T0— EVWD IR FREELET, Chik FIFEAEE
BNy I7HAZDEBLYVET—F (A—DRELET—9) DA ZXDIFHH
RKEWCEILE>TERETSZ EDT HRELTT—HIEN\y I75EEDRIGEBZ
TEZIRAFNTLEWY, BEDRRT T, BICT—95NIBTEEIF TR 21—
HRINSIEEINE T4 7O S LADEMEICEEA S5 2 2 RICA>TLE
WET, CDFEED NJIEX FIC7OT S LHRERIARHER (1.1.1.318 771l D
IN—=3y3V] (5 R—=Y) #SHR) TEIMEL TLWRIGEITRISRL A RBRRIC
RYET,

EAXFZD/NT ELEEBEVLERBRDFETITROLNS £EDTIA. I—HFDA
AP TOVZLEREITEDEVIRIEIALTT . Z<D BE. INLDTOTSI
VT EDITS—3 EFRIRHER (setuid, setgid) T RITLTWAIHEICRIEEA
2EDTHDH,. TNSDOTOTSLHSERAR HEREIRYRIET. T—9%
VAT LT TRIREETROIEDNTEEY, EBBADIETTN . ZRRDAE
IERIEBEDIERZIFEFEALTERITIDE WHTEITEWIHYEHA GELIZ
1.1.1.318 774D /IR—=3vy3v ] (5 R—=V) &% BmH<LEIW),

INY DA —N—DO—PZEXXFHONTZ. WVThELI—F—H DB
BLENTTIN, A—HIDSRITIEIIITORERL T EZIFDEVNIED T
EHYVERA CDBEDNTELTHREINTVWDREDD LI, XY T—0 D
EHAN L THEBAZITTOWET, DD Ny I74—N—70—PER XF
FIONAT g, A=A EFa)TF1ERYNT—=IEF 2T DEAIC DEEINDBT
EICRYEY,

1.1.1.5 VM1ILR

—BHICE DN TWBZEEIFXERY, Linux ETEMETBIMILREEE LE
T, TCTIIMILRELTHSNTWBEDIE, ZDOEED BEDORMTPELAD
HEBYICENMES DI EATRY . TP D TRABAINTWAEDTY,
SETICALDEHTD JMIVADERBINT: ZEEHYFEA.

DANAE EFELRITDIEDTEDEEABLTIIEZIKRDIENTE FHAZ
DIGE BAEREIIATLARICHZTOTVSLL. BEEEMEDIT bR TWBAN
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L—UfEt (FzEZIER RY—T—hLO—R) T DML AOTOY S La—KH5
ZXADZEDTHEINELHYZ T, Linux TIREIILFI—HFDEEN H D/
DBFEDIT7AIVICF L TESAH ZHIRTBEILRERTE (THIFFFICV AT A
T7AINCHLTIZEETY) ATRITENTEZ T, ZDIEHI S BEDEESE
root MR TEITLTLED & VAT LEIAIL AUICBEEIETLEY TREMED
RECRDBZEIIRY T, WIS, EiRDESYTEZRYBEWERTREITTSELD
IW—IL%& SEoTWHUE, DAL RICREE T B gEE A {E<THIENTEET,

Fr EEREIFBIC FELLASRBRNWEIRA VY=Y AIDS, YVIRNIIT %
FrO—RLTERITLTLEILI AT ELHBIFTBERETT, openSUSE D RPM
Ny —VICILEFEZRDOFEMAAVSNTWT, ThoEEBETIICHI>TH
ANSERLTEELNMMTEINSEAAIC Bo>TOWET UM RIT. EEEP1I—
PHAREBEREFX1)TAADEERSE Bo/-ltAaRTHITHY. BEILREHE2S
DIV AT ATIZEEDNT HEEMELHYET,

BHE VAN RET—LIFZFNRETNELDIEDTHEIEITEFELTKEIY, 7—4A
ERYNT—OHBICOAFEETDIED T, TNELITEDOICEEE BEETDHIE
EHYFEA.

1.1.2 Ryh7—90tF2Y) 74

FYRNT—=DICHTBEF)TAIE AEBDRYNT—IODLDHREA S DICE
BT, A—HRZENRNRT—REANTHHEBNARO7 (R LR IZ. O—H)L
AlOEF1)FTARBBETTH. RYNT—=0%N LT ATMVTBLIBIFETIL.
2TEEDEX AV TAEH, DFYEED BANMBREDIETORYNT—IEF)
FADERD & EREFIBLIED O—AIEXa)T14D 2 DEEETINELHY
38

1.1.2.1 X Window System & X ER&E

BHETHEBRLTVWEESY, XY hT—I5FEBMITIRIDH UNIX S RFT LD
BFEDIBED 1 DTT, UNIX ARL—F AV TV RTFLBITDIAVRY AT
LT#HB X Window System (LT X) TlE. ThZzd)FFALTWET, X Tl
JE—MDHRAMDSTERBERKAT IV TEBIEIN, XRYNT—0% LTI S T4
AWNARTOVSLERE L. RRAANBEEETEHIEE TEET,

XDISAT VR E—bD X H—=NICF L TRASH DT —I5RRTDINE A
HEIGE T —NAIEIRERTIEANTHRDONEZIEDEWVNLI. T AT LA &
REEEBIIZNELNHYET  EoEABICEIE V547N TATSALIC I[TL

T RERTIERAFAERELRIFNERYEEA XDYATLTIE 2 DDA
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ETOT7IEAFANAEINTOWT ZNETNRAM—IADT7 7R flfflE,
Cookie R—ADT I AFEEMEIENET , RAMM—ADT IR HlEIZIZ
AT VMDD IP 7RLATHIE AT RIED T, xhost EWHTOYVS L EFIALT
EIfHTBIEDNTEET, xhost & X H—/\DEMETBII VI L, TDT—4
R—IMEFETZISAT7VMD IP PRLRAEEHFLZF T, 727 L. IP PRLRICE
BRI TIIRLEIIEZFEATEZETITATVMATERO 2—DFIAL
TW AT 2EBICHLT X Y—NADTIEREHFTIEIC A>TLENE
T, INTIE IP PRLADNBENLIZFEERACBRNREE TS Z&ITR>TLEL
FT . ZDLIRREND, CORAAEICDOVWTIZTIE FLSGRIALER AL EL
<HIY7=WZE L, man xhost TRRINBEY =27 ) R—=IUEBFHHLIEIN,

Cookie R—ZAD 77 AFEHTIE, X H—NEEBINTVWEI—HDHH
BXFIHEEBEIN. ENHLDHDED ID h—RELTHEBEL T, Cookie 10O
TAVEHZ A=Y DER—LT 1LY NIRIZHS . Xauthority TZ71ILITIRE I N,
XY —NREZFRALTIIVRIAERRLIEWX ISAT VM ISR LU TREINET,
.Xauthority 774 JLiE xauth EWDY—)LER AL TRIETZIENTEZET,
F2o7T . Xauthority 77/ )LD EZRIZZ B LIZVHEIR LY LTLES KBS
HFLWIOAVRDP X V54TV MR ED TERRYET,

F7-. SSH (Secure SHell) Tl& X H—REDRYRNT—V@EEZRSIEL. D
BeBEEz1I—RAITRICTHIER EBENICFIATESLIIC RYZET,
CDHEREIT X #53% (forwarding) EMEHENTWT, Zhik SSH O —/N (X 95
AT VR BT X H—\%&#{LIL, DISPLAY RIEZ# %= NMLTVE—RDKRZAM
(X H—2\) ICERE T B EICL>TRELTWET, SSHICDWTEELCIX E13=
SSH: M EZ(RET B85 (169 R—) HHHAHLIEIN,

®E

TEBARAMIOTAV L TWBEHIBFTERWNGE T, X EnEiae &7
B LTERVEHA. XEENBMIEINTWSRIZE. TDHRAMIEED
HD AI—HPHEELTWSE, SSH #EHRAENLTEFEVNDIIVILHDB X
Y= TIEAL BRARKE (F—R—RKADEEHRLVTERE) %
T4 AREELHYET,

1.1.2.2 Ry 77F—nR"—oO0—BAXFEHN D/

1.1.1.418 TRy 774 —NR"—=20—EXXFIND/NYT] (5 R—Y) THR

LT WaEBY Ny I7d—N"—70—¢ERXXFHO/NJE. O0—hA)L %)
TAERYNT— X2 T OMAICHFEINET . O—H)L fAITORBEEREL
I RYNT—=oTOT S LTDONY I7A—N"—70— KEL, root DIER%E
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ENY 2 BN TITRDLNET /ROTOT S LD root TEHELTWARWEET
t. INLDNTZRRALTRHREZRIRWT DV M DT I AFRZ’EL.
ISR HEHEEEFIR LTI RTLAANDEAZEADBEDNHYET,

TYRT—ORIDSETREIR/\Y T7F —N—T7O—EEXXFINDNT I, V)
E-MOOREELTI—RBNCEOEBIFRICRKELIDEDTT, FILKRD
MofetF A TAR— I ERETZTOSS LG X171 BEDX—YV )
AMIELERINE T, INSIZA—ROFMEND CEa<HEHEEZFATES
A TREDYET N AR —TA VTV RT L DEREICH L TREDEEE
REITERIEN D BEEZBHEDIMFED BRI>TEMAMEHTY 7—
YIRIITTIRH#EEDY—RO—NRIZ TIERATES (openSUSE THFFHATEE
BENTOY—ZAI—RERH LTVETY) D FHELDHB/UEERRTHIeH'T
S HENTDONTE BETRIENTEDLDITROTVET,

1.1.2.3 Y—EREFBE

H—ERIEEFHE (Denial of Service; DoS) ®BMIF BEEDHY—/N 7OV S A
PH—NLEEFRATEIRTEIEICHYET, Thidkais AETRIETET
LEDEDT FeEAUEH—NITERABBREMNMITY, BERAT =9/ vy ek
UDIFTEREDUIBAIFELY, UE—IDS Ny I74—N\—200—DHE% (T
BMI=YLTERIRTBIENTELT, DFY, DoS WEBIH—ERARHTER
WIRRBICT 2B TITADLNET, L WA ED Y —EXNFIRATEA
VIREEIC D&, #HAEHZ (BEE, TCP ARV avDERVAE) %30T
VAREBICA>TLEDIED, DNS RAX =V T DIEMICEA>T LEVWET,

1.1.2.4 EEBER: BEE, FTOUMY, Ak

— RIS HEEB BN BEDHINERELZIETITRDONB)E—IIELD )
8% E7Z K2 (man-in-the-middle attack) & IEU'E 9, —#AYICIZ. PREAE
KWENMTRONTEREZ X ZOHEICT I ZEREHYF A FREIEK
BIIILEOBRBAENSHEELT W AEAITHEBEN EREREE
L. AEDERELIRUT DL TOVICFDBEREEELI-ETDE FD
WEEIIERDZRANBEZ 1TRITEICR>TLEVET,

FEEREELTE2EE VY TIVANY A, £ (BEIL T8HIC] Rvb

D= RNDBEEBEINSLET TEAELAW) ICEDAETT o8B MAA
ECTHBEEREAEITROE §5E BICHIIINBEAENTS (WNMIvvId
%) EWIFEE HYFT, INETRIIICIE. TTHEEIFEREINTVWS TCP O
RI2aAVIC LT ZDY— Y RESETAT 0y NOBFTETRWN
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FY, L. BRENICBNERDZRAMIT T2 EREERLZELTE HEE A
TIEHEN IS —ICRYBER TLTLEY O, TCP TEENICTSIC TI<&
NTHELO>TWET AL L. FOMBDTONINTIRNAT vy HEICH L THEE
FELTWAWED (EHEZFRIBLIZESICEZRERAFIE LI BEERWED) ¥'H
ZOHEFRT.CDLHARTORIILEFALTVS HEICIIHEAKIILTLEWN
9,

BE EIBEDNNTYREEBIEL, —/&ICIP PRLR DIE $&%{2‘%LL'C/\/7/|~7&
EYDIFBHE ’CB“OL_ODJ:')KLIFX’CL;EL DIy NeEYDIFBED R
EHEITRVWET (Linux ¥ Y TIRIDEH % MBATRIDIC, A—/8A—1— 'U'
(root) DIERNINETT)

FEEREDZIL, DoS tHAEHLETHVWLONET , HEBEIMFEDRAN
ISR LT EA BRI TH>TE . T—ERERARICEELIEWEEZLBS.
AN DoS &> T —BFHICKEBICRH L TIER T A ENTERAR>T LED
MENS, EEEMALKNE (FEERE) HPYPTLRDEHTT,

1.1.2.5 DNS RAZX=>¥

DNS RAX =T &l B E D DNS H—/A\DF vy 15MES/EICT S )
BT BEIN/ DNS DISBENTYRERELTETNEERAIETEIET BED

H— /NI TBEELEENLLIETEEDTY, ZLDY—/NTIE, thDRRIE
DIEFERAR%E IP PRLAPRANGHREIILTHEBELT WET  HEEIEIHS
MO, ZDEIRKRRANE L DEFEREBRICOVWTEA LTOWTRHEDRAMI
SERIRYTEIRAMNARLTBMEN HYET . BE. Iiﬁ%kt"j'—/\b‘b
SZELENTYNEFTL L ERERE RSLET . REZIXRABFICR—

H—/NICR LT DoS HEBATRD MENHDH tw)ﬂ:g@xomﬂzﬁ%
BECICIE. AR S E LT BX BRI AR AN CRIAIBERER T DL
an'I'LzT(fx_Js\:\o

1.1.2.6 7—A4A

T—AIZIMILAELIEULIZERINE T, CNSICIXBAEREVWDSHYET, U
MIVAERERY, T—ALFXTOVSLEEBEIEEO BFEDRAMI BT
BEOBMEBERIHYEFHA. ZORDY, RYNT—IEERICTES RIFREBELA
MNBEIITHIELTUVET, Ramen ¥ Lion, Adore D&EHITBE ICEEFELTW
J7—ALTIE, bind8 ¥ IprNG O &HRHY—NTOJS LR BEHMDEF2) T4
R—ILERBALTEN > TWELE, 7— L& HEIG LEERMEEAEDT, &
F2YTAR—ILDR DD THST—LNEND ETICHEIEEDRREIHN
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EHROTATSLOBEFMAERINTNS 3T TT, 2D/ EEEDLY
AT LIS L TEHFIREAV AN=ILT UL, SRS HIENTRETT,

1.2 W2 DEFa) T BEDEV

X1 T OREETDICLET DD WK ODDEHEZEFRLTHE ZEHE
ETYERNLGEX 1) T1ERZ/LI 72, FTRD—EIC RENfIL—IL %
THEERLIEE LN

e EXAYTATFIVATHBEINTUWAREH/ \wy—%, TEXBRYEFERE
BLTAVAN=ILTBIE,

s XFDEFI)TARBEICOVWTEICRITBREINBLTEIE (WFhEHE
EICLBERIBHTHDIEITTEELTLEIL):

« opensuse-secur ity-announce@opensuse. org | SUSE Ic&kBtEFal)
TABHDA=Y VT ANTET ZDA=) 2 TYZANME RNolr—Y D&
HEMSEZEZEMABRRETHDIEIN. EHHD SikEE SUSE &
FAUTAF—LDBEFNTVET DAV T VRN EEF T I,
http://ja.opensuse.org/Communicate/Mailinglists. ZBFHMLLES
(A

« SUSE DtEFal) 747 RN\AHF)E=Z2—R 71— KD TR
INTWBIBERTYT, http://www. novell. com/Llinux/security/
suse security.xml ZBimMALIEI,

» bugtrag@securityfocus. com [FHF R TE2&ELLHMBENKE &
FaUTABEEDA=) YV TYRRNTET , ZDA=YVJ)ZMIE 1 H
H1=Y 15 H5 20 BEDHRBNM TROLNET L http://
www. secur i tyfocus. com ZHEEMALTEIY,

o BIKDHZ X1 T(FEAEDOBZEICOWT. EXa )T B A= F XK
opensuse-security@opensuse. org THAREITROITLE,

s TNETNOERICH LT RIERDIERTERET 2 —ILICRIZEFFIC BL
DIEZE%A root TIERME LARWIE, TNITKY FRIREICES THYIUDER
(cuckoo eggs)] PV RBREDNSEEFLIENTEET,

o ARERIRY.VE—PDI IV THEEEITRICH > TUIBEDESILE 1T
BHTE, telnet, ftp, rsh, rlogin REDIAT Y RE FIFAT2/EZ(IL, ssh
(Secure SHell) #FIALT RETEEY,

X)) T ERBRE
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IP 7RLRFZFER—RICUI-EREE AR TH T L,

ROBERRYNT—IBEED/\v/r— (bind, postfix, ssh 72 &) (IZDWT,
RITOREAHIZL. oD 7OV SAICRTEIHN—VavD7 IV R %E
ZIBIeD . FEETBEA=Y VT ) AN EEHFITEHIE nidn—A)L %2
TAICEETBY IRV T TCHERIKTY,

/etc/permissions 77AIEBIEL, 771 IVICRE SN/ —Ivyavat
F1UFAICRBEILTRIET . VATLD EFa)F15E5HBTE, setuid
EvhETO7SLHSRYRIBEIE. THIIRFELTOWEEN TSRS
ZEIEBLTLLEIW,ZNTE setuid EVMNERYBRKZE T BENAREXa
)T 1) RV MR BIENS DRIMVET  BARICHEICTEESALIEDTES
FALIR)RT71IL ICDWTEZFE LTI,

BEVDY—NDELEET DI ICHBEREDERE, TRTD Rvb
J—OH—E2R%&EILTEIE NICLYBFEVDI AT LELIYES ICTEHT
EDNTEET PN TWBR—bN (V4 vy D LISTEN (Z47) IREEIC > TWD
D) HFARDITIL, netstat EWHATVRE FRALEFT  cOATVRICAHTS
2 avEIFT, netstat —ap 71 netstat —anp ELTETLTLEXL, -
p AT avid. R—haEE LTWBTOEREARRTEEHODA T3V T
ER

netstat DFERIEZ. ALIEERANDOAUNSITRITE DTEBR—MRF+v
VORRELELTLEIW, R—PAFv L nmap EWDY TN TR BT
BIETIRITED TEET , ZNIFBSFEVDII Y THWTWSR— N AT
TBRIEDNTEDL BIF TR ZFDOR—MDEANCED LI B —ERDEELT
WBDME ARBIEETEFT, LHOLADS R—MRAF vV IEHEMRITS
TEH HBIEDD. FDOTIVABELTWAEEEICT L CRERMNATFT A
T BEUMNE ERELTIRYFR A &ZEIC, TCP R—M2ZIFTHL UDP
D R—REFARBIEETEETHAEITTERLTEIW (FNFN -sS & -sU
DA TV TRARBIE B TEET),

BEVDIRTATIZFAIILD—EMZERETEZAETERTZIHE

I&. openSUSE ICAHEIN T3 AIDE (Advanced Intrusion Detection
Environment) WD 7OV S L%FIHT5IE, AIDE THERLET—9R—2
HEESELTEE. T —IR—RDBUIA 2 ELTHIFERLERDIENT
XFET . Fh T AIR=RIBEFEND TV ELBIDIFARATRE L. RYRT—2
BERAEDBRUAIATATIC BWTHLZIEESEDLET,

Y—RNR—FARDYINITTHAVAN—IILTBIBEIE FISERELT RYR
AL INIFBEEAF S NEEN. EX2) T4V INIITTD tar 7—HAT
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REIMAMDREERDYINIITZRAIELYTEI5EE EA5NDD
T ETDEHITERBRETEIENTIEXLED, N F IR —T %Y
Zh—)b?‘éi% . AV O—RTOHAMI DVWT—HDRIN BN &%
MERL TS

SUSE H'2#t9 3 RPM /v —JICid, gpg TOEEZAHITONTVWET,
SUSE CERICFERTZEIETEDESYTY:

ID:9C800ACA 2000-10-19 SUSE Package Signing Key <bui ld@suse. de>
Key fingerprint = 79C1 79B2 E1C8 20C1 890F 9994 A84E DAES 9C80 OACA

rpm ——checksig package. rpm A<Y VR Z{FHT2E. AV AM—ILINTULVAL
INT—=IIIF L TF v I LEBLZD BEREEITRIIENTEEY F L
SEOFEIZCD D 1 HBICEFNTWSIEHD, HEBDEY—/N\ICEEHFIN
TWE9d,

EHMICA—HERTLDIT7AINDINY I T TEMERT DI E /NI TS
HELKEZRLTEMET DI EABBLTWARWGE. TON\yIT7y T ERK
T BIXRWGEDNHYET,

AJ 771\ AR TDIE AEETHNUIT NIRRT TR EER LT ELWL
BHEAEMRETDLIICTEIE EEMICEDELIIER L TRET O, &
DEEZERLWEHIBTT 2D, EWHIRERICEDEDTHBH. BHEVD
BRIEBERETIEIHVET,

tcp_wrapper ZFIFALT. BHEVDIIVTEHELTWS ZhZEh DY —ERIC
LTI ERGIREMRET &, ZNICEY, ED IP TRL DS H —E ZITHE T

TELZDOHIEHIHTBIENTEEY, tep wrapper ICDWT EELLIE tepd &
hosts_access DY =217 )L X— (man 8 tcpd, man hosts_access) ZHFwMH<
e A

SuSEfirewall ZFFA LT, tcpd (tcp_wrapper) BT 2 EF2) T152I5IC
RT3,

XA TADERICTRMEZRFLEDIE AV E—IDMAIERTINAVELY
. ZERTINLEIDILEE THEEHTT,

FARIANDY ARV REFHALTWSIH AL, configure-suspend-
encryption sh 22 FREFIALT, Y ARV REDAA—JEESIETELD

BRETDHIE. CDTOTSLIKES BEIEKRLTENE /etc/suspend. key IC
:|l: —FBIFD, YRARYRBEDAA—T%BESILTSLD /etc/suspend. conf
HEIELEY,

X)) T ERBRE
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1.3 ZFa)F/REDHE 5%

X1 TAEEORENFER INIZEE FTEHF/ AT —IDFELARL
MNEIDEFHRLTH S, BF X—JUICT security@suse. de 3810 72 T Eik %
o TSIV B, ZDOEXITIE BBDFRAE RO/ Tr—ID/N—T 3>
HSEBARR LTI, SUSE TIITEBRYRBINETELIICLTEYZET,
F7. pgp ICLBHES L% FELTA—ILZEE T8O LEY, SUSE D
EEHIETEEDEBY TY:

1D:3D25D3D9 1999-03-06 SUSE Security Team <security@suse.de>

Key fingerprint = 73 5F 2E 99 DF DB 94 C4 8F 5A A3 AE AF 22 F2 D5

Z DT http://www. suse. com/support/security/contact. html HhSEF IV
D_F‘E.'-ﬁg—éj-o
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PAM Z=FIF LU7-E2EE

Linux CIZEREIALIEIC PAM (Pluggable Authentication Modules) ZFJF L.
A—HFOF7T)r—2avDEEHRNLET, PAM EVa1—LIEHA R AT L [
IFIIREINTWE O EBEDT7 TV r—2avhbBREEDRIEN TEDLD
IKBS>TWET AETIE EVaA—ILED PAM BAEDLIIC ENMET DN E
NEEDEIIERETREMIDVWTRRTVWET,

2.1 PAM &i&

VRATFLAEEERLTOVSVIE. VAT LD EERRICK LTV REIE%E 1T
BoleW . 7V r—2ay O ERBEZFIRLAAY LAEWEE X FEY, PAM &L T
. 77— avid LDAP % Samba, Kerberos 72 &, # LW SREEAEA R D
TL%?LU\L_%WDhﬁﬂ?b?&b‘hti?&‘)a:*ﬁ/uo ZDEHR JIGEXIEBFRE A H D
BIEMYN T5—%B|ZRITHAREEDOEVEDTY, COLILFEEZRTS
FiEEL TR SR AERT B 7S r—avsE ISt ARTCEV1—ILEE
BYRIETRIAZTIDAEDNHYET, FILKTRIREZRBEEAELTE LN
TERER PAM E22—/L #ERRLTERETRHIET. 7O S LANSFIET
XBLIICRYET,

PAM TERT2AEII TEDESYTY:

o PAM EZ2—/L EIZHBEV1—ILOEESHET. ThENEEDRI A EIC
WIHNTB7=HDEDTT,

o FPa2—/RXvo Eld. 1 DULED PAM EVa—)L DZEERLET,

PAM %3 F3 L7535
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o PAM WiSD #—E'X &l EYVa2—ILAY Y% PAM Y a2—J/LAFERLT
I ATRIY—ERTT . EBE. H—ERIF login ¥ su &, EET 27T
T—2avDEREFERLIET. BB —ERET other (ZD1th) &3 BEED
W—ILEIEETEHD FHETT,

o EXa—ID/INSX— EIE BEHED PAM EVa1—)L DEITORERICIEEINS
INSA—=HEIFLET,

s R EIXBEED PAM EVa—IORTHERE2IET EOTI BRI EDE
THo13HEIERD PAM BV 21— ILAERTLET, BRIV BDETH/-15
BT BREABICE T MFIAEETHRITIS] BMEEL/ZY., TEIRFICIRT
5] BEELIZYLET,

2.2 PAM DB 771 IV DRERK

PAM (3 2 FBFEEDHETHRETDHIENTEET:
T7AILR—ADERTE (/etc/pam. conf)

BY—E R T BHRES /etc/pam. conf RICIRELE T, CDHEFXY
TFUVREERAMDOEBRNS, openSUSE TIHFERALTWEEA,

FALYIRN)R—ZDERTE (/etc/pam. d/)

PAM DA AFRTZZENETNOHY—ER (FOYSL) ICRHLT, /ete/
pam.d/ TALIVNIRICBIZDEBRETI7MILE BELTHERALET . z&AE
sshd H—E R T B8 E L. /etc/pam.d/sshd 7ML TCEHRELZE T,

/etc/pam.d/ TALORN)RICHDT7A4IVIE, SREECERATS PAM EVa—I)L %
EEITBEDODEDTY . ZI77MILITEHRD THLEHRIN, TNLIETh TN
Y—EREEEFRTDIODEDTYT, T BITIIHRKRT 4 IHISEHRINET:
b7
w7

EX2—/N/VR
EX2—=N/INFX—F

TNENRETRDOLOIBRERERFEET:

iz

YP—EXDEHEEZEZRLTT, PAM EV21—ILIZRSyIBITUESh, £
ZEVI-IVDBRREINETNIADORETHERLET LA 1 2DE
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Ja—I)LTIENRRAT—=RDF v % . £D 1 DDEV21—IL TRIVRATLDT
JEATDF v FLTILICED 1 22— BEDREEFHHAA
ZYLEY, PAM TIETFEED 4 FBEDEY21—I)L MEELTWET:

auth

A—HDEUEEEEETEZEY1—ILTT REEIZ/ART—RD BWEH
HREIERALTWEDAIELET . 7L, IEH MO ERINEIDTFY
TREFEREE (&AL MICLDEREE) THEGBEEHYET,

account

ZOBBADEI1—IVIE BEXRTHY—ERIH LT —FIC—kB7%a 5F
AINHEIDNEINERERLET LEXITHRDUIN AT HO U TR 3
EATAVTERWEDICTBEMAREDHYET,

password

COBEDEY 21— )UK FREEIERTBIEHR (—H&ITIE/NNRT—R) 2%
BI3ODEDTY,

session

ZOBBEOEY1—IF. -y avBEBEREATAVWET, O
TAVD=ODRIAENTRbNZE TDRMEFZICEEIIN, 21—
BB DEE (A—IVTHIV M KR—LTALIRN) AT A FIRARE) %
BRELEY,

I

ZTIE PAM EVaA—ILDIRZPEBVWARELEFT . ThThD EVa—)LIC
ﬂlfc TEROLIRGEH ISV AR ETHIENTEET:

required

ZDITSTNBEINTWBRES2—)LId, SREEEHITDDICNT RTH
LARFNIERSRVWEDERKRLET, required 757 DEREIN/E
‘\/‘\:L—}bb{geﬂ&?_ét\ DIL:DIE%E&%TTXJ‘E /%1 -U-‘L-:(EET_Q‘_%)HU
ICBA—DI7S MR EINTVWEZLTDEY2—I)L% NEBLET,

requisite

CDISTNBREINTWBRES1—ILE SREAAHEITBEDICHTRII L
f&tihtzﬁ‘@%@h\%@%%ﬂﬁkbi‘g"oc_a_i’CL;t required 757 ELT

PAM %3 F3 L7535
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T CDISTHBRE SNTEIV1— IR TBE, 2—HFITHLTIE
ENEFICRENRTIN, ZOMDEY 12— ILIFRIBINARABYE T, K
L% &L, required 757 ERICT. ZOMDEY 2—ILH NIBIH
F9, requisite 7573 FRAIAIE L TR LDICHER BFESFKHED
FrvIREIFERINZET,

sufficient

ZDITSTNBEINTWBRES1—ILAINTEE, FNETIC
required 7SV DBEINZETS 21— )LD KL TWARWEY, BRTT
DT TVT—2aVZBBRCRIID Ay E—IH REAIS N, ZDMDE
Va1—UIFNEBINGLARYET, EV1—ILH KL EEIIHFICER
AR EIRELITA. TOFEEKED EV1—ILEROONEIEFT
MIBLET,

optional

ZDISTREEINTVWBREY 12—k LB AL KRR LSS
H, BICEENAEEIRELAKRYET, ZOT7S5713 BfICAYyE—
Dl RE (FEAEI—HITHLTA=ILD BB L TWE EERT AvE—
T AERTITBRE) LLFIAETORDANEBICHE S ZRWVWEDRE
ICERALEY,

include

ZDISTAEEINTVWBREY 1—ILIE /RS A—4ELTIEINE
T4 EZDBEAICEALTEITLET,

Fa—// X

PAM £EV1— I DREQBT7FAIINELERELIT . HRD PAM £V 2—)L A
BEEDTALIN)THS /lib/security (openSUSE® THHLTWS 64
EYR TSy 74— LDIBEIE /Lib64/security) T4LIN)RICHBIEE
& 77MIVBETEIRETHIEETEET,

Fa—N/NFX—F
AR—ZARXRYPYD—EFA T, PAM EV2—IICHEZZ/1X54A—9%FE L
9, 7& 2 debug (F/NYTEBIMET D)  nullok (/SRT—RIZAEIE
ELRWIEEEFA YD) REIHYET,

INBITINAT, /ete/security T4L 2 RMNJLLTFICIE PAM B2 2—I)LICHT 35

O—/NILREEIZ7AINEFEELTVET . INLIE FROED 12— ILICHTBIE
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HRENMEEIEETDEDTT (/c& XL pam_env. conf ¥ time. conf REAHY F
¥) o PAM EV2—ILEFMBTZT7 TV r—ar AAERRIC PAM O#EEE U
TE.INODRET7MIVAEFRABALTTZ ) T—avIiiER #REAMLET,

Fro. PAM BV 2—I)VDEREAY T TV A%EBEIRIE T 570, ThTh auth,
account, password, session DZFEV21—I)LD FBHEICKHLT.BEEDERE 771
WA ABINTVWET . INSEEREND 7T 5r—avdD PAM R ELZRFH
LTHEAHTEDT, common-*x N THDY/ O—/NJL7E PAM BREEY2—ILAD &
Hld. T ZNERD PAM BREI77MIVEEH T LR RMIEDIE A TE
E3

5.7 0—/N)Li PAM DR E 77/ )LIE, pam-config &I EN B Y —ILAF]
FALTAYTFYALET , ZOY—ILIFEREICTH LT HLWE Y 2a—ILAEBINL:
U BEDEVI-ILDHRELEZELZY, EVa1—I)L (FLEATVav) 28 E
DOHIBRLZYTBIEAHITITRD TENTEFET, INICLY,. PAM DR EIC
XU CFFETHEEETRICED FAIMRICHMZALNBIFIN HEICE>TEEL
TROBEINRLABYETS,

HHC: 64 EvbE 32 EYMDRBEAVRM-IITDOWT
64 EYMROARL—FT 4V T RT LEBFEVDIBEIE, 32 EvhD 77

D—2aviidLTH PAM OBEEAIRETEHIEETEET . 2D FHIF.
PAM EVa2—J)LICDWTEAD/NN—2arvama AV AR =)L LT XL,

2.3 sshd @ PAM &&%&

sshd IZXF LT, FEED&L D% PAM SR EAFIAT 25/ EEATHET:
2.1 sshd [B117D PAM 3RE (/etc/pam.d/sshd)

H#%PAN-1. 0 o
auth requisite pam_nologin.so @
auth include common-auth @

account requisite pam nologin.so @
account include common-account ©
password include common-password ©
session required pam loginuid.so @
session include common-session ©

@ ZDHRFETFAILD, PAM 1.0 DNN—2avEAITFOEDTHBEIEAEE LT
WET, CNIZBEMICEZE LOEDTIN MR N—=UavEaFvy T8
ICFIATAIENTEBREDTT,

PAM %3 F3 L7535
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22

® FJF /etc/nologin Z7AILHDEELTVWED EIDNEFvILET FIE
L7=3m&1E, root UADI—HIIAT1Y TELLARYET,

© TNETNhABEDEYV1I—IIIHTZHRETI7MIVESRLET: common-
auth, common-account, common-password, common-session , ZNEND
T7ICIE, ZORBRICH T IR EDRENZFNTVET,

0 FREETR>LTOERCHLT. OYM4 UID O7OREME RELE
ER

TNETNDO PAM EV2a— LI L TEBICEY 2—ILEBINT 2D TIEA<, 5%
EI7AIERYIAD FETITR>TWAIEICLY  BEENEEEAY THLL
HBETHLEIFMICEHRRD PAM SREAZFMBATERLIICRVET, KEFEIZ PAM
IR LTRAOHDDEERLRHoIIGEP. LW S r—ay MV AM—=ILEh
G Ea. 2TOT7 TN r—2avIilH 22 TDRE 771V ERFARELATNIERY
FHATLEIRIE. PAM DR EITFRD RET7IITEEIN. 2 TDER
IE&Y—EZAD PAM R EICBENIC REINET,

RADEYIAHIETE (common-auth) Tl&, 2 FEFED auth EVa—IILEMEUHL
TWZET: pam_env. so, pam_unix2.so 5¥L<I& ffl2.2Tauth £ a> DEEEDER
7E (common-auth)] (22 R—) HHFTALIEI,

A 22 auth 2>3>DEEEDIRE (common-auth)

auth required pam_env. so (1)
auth required pam_unix2.so (2]

©® pam env.so & /etc/security/pam_env. conf 77 ILEFHMHAI. ZDT7
MV EIN-REEHEZRZRELT T, INIL, pan_env TIXATIVD £
TERHBLTWNBIENDS, DISPLAY A IELVMEICTB=0HOICFERL
TWETY,

® pam unix2 [FA—HFOOTMY [FRE/NRT—R%, /etc/passwd & /etc/
shadow 771 JLCHEEELE T,

auth D2 TOUNEIL, sshd A’ OTA VDRI EIC B9 2158 A= FTENSH]
ICALIBINF T, F7, required DFHEIHTS D REINIZLTDEY 2—IUIE,
sshd BAEIIAYE—V% ZIFENBENICLEA’KIILARIThIERYERHA. VT
MNDEI1I—ILT LA B ETEREY 21— IVIEEThEThNEIN, &
RMIC sshd I L TERBA @BHINE T,

auth D2 TORELKIIT D&, ZDMD include RF—h XAV MY ALEE
INET, ZDFAIL F2.3Taccount E7avDEEEDERE (common-
account)| (23 R—) T Z&ITRYZET, common-account [Zi& 1T DD
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EYa—)L pan_unix2 ZIFAENMNTUWET, pam unix2 A1—HFAFETS
BEDIEREIRINTBE, sshd ICEKINEBRIL TRDEY 2—JL (password; i
2.4Tpassword 223> DBEEDERTE (common-password)] (23 R—)) IC
BELET,

A 2.3 account 220>3>2DEEEDIRE (common-account)

account required pam_unix2. so

P24 password 223> DEEEDIRE (common-password)

password requisite pam_pwcheck.so nullok cracklib
password required pam_unix2. so nullok use authtok

sshd @ PAM SRETHEKIC, BEE DR ETIE password EVa1—ILDHRTE
ICXF LT, common-password ZEXWUIAL £IICEELTVWET, FlIEITZS D
requisite & required ICSEREINTWBEY2a—ILIX. 7 Ur—avh 53;
FHREZ BT BEICUTRIILARITNIERYEHEA,

BENRAT—RGREDRBEREZERTTIRICIE. X1 ) T4FIvi%E %155
MHERBHYET, DL BRF Ty HEEIL pam_pwcheck EVa—/LAMRALTW
F9, pam unix2 EYa—)LId pam pwcheck ICEBEHWW/IZT—RHOSEHLLV/ IR
T—R ANDBITEENTT LIERIEAINTWS O, 2—HRAITIZ/NAZRT—
Ra ZEULRICERIIACYEYT ZENRVNEIITR>TUVWET, 2D LI R
IC&Y), pam pwcheck BNEETBZF v I5IHITS ZEDBRVWEIICLTWET F
7=. account > auth THAIBRIND/NRRAD—REZEETDLIRELT WBIFE
£, password DEZ1—ILAMFERAINET,

A 25 session 20>3>DEEEDIRE (common-session)

session required pam_Limits. so
session required pam_unix2. so
session optional pam_umask. so

BEDRATYTELT, session DFEFHEDET 21— ILEF (common-session 771 )L
RIZENMNTVBRED) A BUHIN, ZUIT21—HFITHTEEvavikEs
TWET . F9 pam limits EZVa—JLIE /etc/security/Llimits. conf Z77AJL
HRAIAAT, FEDIVRATLEROFEAZFIRLET, /2. I TEH pam_unix2
EJa—)EFIBLTWEY, X5IC pam_umask EZa— UL, 774 )L{ERBED
N—3y23y DVYARVERETDIENTEET, ZDEY21—ILICIE optional 7
STDNREINTVWELD, ZOEI21—ILD EITHNKRBLTERY Y avidhh
INT . ZFOFFHTINZT, B, session EVa— )L, 2—9HOTT7 IS
5 BICEI—EFUHINET,

PAM %3 F3 L7535
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2.4 PAM Y 2—JLDFEE
PAM B2 2—I)LDRAICIIRERREREDIHYFE T HET7AIVIE /

etc/security RICIEIELTWE T, ZDETIE, sshd DHITHEALTWS
pam env.conf & Llimits. conf ICDWTC SR ET7MILERBBLTUVET,

2.4.1 pam_env.conf

pam_env. conf (F1—HFITH L TREREL LARIBEAZRE TS DICFIATZED
T, pam_env BV a—I)LHA Y HINLBRIFEHAAFNET . CDT77MIILTIE R
BEHIITERDEARNT BB LET:
Z# [DEFAULT=/Z] [OVERRIDE=/Z]

RETIREERHOLEIAIBELE T,
[DEFAULT=<{&>]

BEENRELIZWEIED # #I8ELZET,
[OVERRIDE=<{&>]

BEICEREINTWB(EA LEXTE/-HODERET. pan_env AEVWEDLET
REEITEVET,

pam env AEDEIIFRATEIENTEDZDH D &L T, DISPLAY ZTH DB E
HEBALET, COZEHIL )V E— MOV AV TR IZBRICER LRI RS
£ DT, 2.6 pam_env.conf] (24 R—) TEREALTWET,

# 2.6 pam_env.conf

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM_RHOST}
DISPLAY DEFAULT=${REMOTEHOST} :0.@ OVERRIDE=${DISPLAY}

RHDITTIE REMOTEHOST EWLWDEHDIEAERELTWEYT, TDIEIL pam_env
DZDMDEEEETIRWMGHEIC, BEEMBEELT localhost AEEINDLD
ISR TWET, DISPLAY ZE#Cldk REMOTEHOST DfEAFIFALT BB ETELDIC
o TWET, LI /etc/security/pam env.conf DAV (HEEE) % B
ALTEXN,
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2.4.2 pam_mount.conf

pam_mount (X, FRDT7MILH—NTL2I1—HD K—LT1LIN)ZRFELTL
BIHRRBETHETZEOT. ATMVUE AICRROI—FDR—LT (LIS
DaEIIVNL. O T7IMUBRICYOV N ZRIRLET . CDLOIBAEEEDIE
T 21—HIIFITEER—LT1LIN) ZRETDDIC, /home TALIK)2k%
IOVN LEKTECIOOICRYET  Z20RDY. A1 L TWBI—HFDR—A
FTALONIEIFDYOVRINET,

pam_mount 24>~ A~—JL§B&, /etc/security T4LYZMNJRIC

pam mount.conf. xml EWSBMR T7 (I DABHEINT T, ThETNDOERICTT
%ERBAIE, man 5 pam mount.conf TRERINDBTZATIR—IEBHHLEX
LY,

ZDHBEICIT T BEAMAREEEIL. YaST TITRITENTEZXT, 77—
NEBMTBICIE, YaST &S [Ru,T—2oH—EX] > [Windows KX1>X>
W= > [BEEE R RE] ERIRLTLEIVELIE B 951478 D
REL (BB19F Samba, 1) I77LVR) EHHmAHLLEIN,

2.4.3 limits.conf

Limits. conf [FA—HFRTIN—TII/ LTI AT LFHIRE RETDHDT7A
JLTT, pam_Llimits EVa—ILD FAAAHEITRVWET , ZDT7AIL Tl /N —
RYIwhEMIENBEBZIEIED TIRWMEE, VIR Iy XN D —BRY %A
BAEHFTEETNTNHRE LET. XNEEFT T avIcOWT EELLIE Jete/
security/Limits, conf RMIOXAVN (FEEE) HBFAH I,

2.5 pam-config 2 L7z PAM D&%
7E

pam-config V—JLIE, PAM D/ O—/N)LERETZ7A )L (/etc/pam. d/common—*-
pc) DR EATIETDIEN. WKODDBIRLIT TV —a VR EXIRIEFTD

ZEDTEDY—ITY, WIELTWBEI21—ILD—EIZTDWTIL, pan-config
--list-modules AYVRAEETTEERN THIENTEXT, PAM DERET7
A EEE T BERICIE, pam-config ATV REFIALT, PAM DR EICH LWL E
Ja—)LEBMLIEY ABERHIBRAEITR>7ZYLTLEIW, PAM @ 7 O0—/3)b
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26

BRETFANEEBELTELIETARDOT ) r—oavil M2 ELFEE
TREETDIVENMERYET,

pam-config DIV FIVEARELTIE, FEBOLOIR LD HYET:

1 Unix R91IVDREEFHRICEBIEMTS pam-config Z#FIHT2I&T,
BODERETDIEDTEDY YT IVR BET7AIVEER T HIENTEET,
B{KMICIE pam-config —-create AY Y RAEFIBALT. 7 LA UNIX 3R
DR EAVER T DIENTEEY, BHIREI7MILAFEELTVWT, pam-
config TEEINTWRWEDT Ho/BE Ik /Ny IT v T 774 ILH *. pam-
config-backup &L TREIN/zHE REN LEIINET,

2 HUWEREE A EEBINTS HLWEREE A% (/=& 2L LDAP) % PAM £
Ta—JLIBIMLEWES L. pam-config ——add --ldap DEIICLTEITL
F9, LDAP (X2 TD common—-%-pc PAM 3B E 77/ I)LIC L TEMINET,

3 FRAMAIRT YT EBMICTS FHLLERAAENREBYICEELTVS
CEEMEERT AITIE, PAM BBED BIEICFLTT Ny EEEBMICT B A
EABHYET, pam-config --add --ldap-debug &E4T793&. LDAP &
D PAM BIEICT L TT /Ny T BBEDN BRI EINE T T/ T H B I, /
var/log/messages ICHH DINZET,

4 BREEMEBTS HTLL PAM DR EARMEHICRBIEZHIIC. BINT 200
BOHZATay e TEFNTWBI AR THIENTEEY, pan-
config ——query ——F=z2—/L DEIICETTE . F8EL- PAM V21—
WIS 2REEEA T avn —BENRRIINET,

5 FIRyTHWBEERAMICTE £ TORENTT LichEld, +oRMEREE R
T50. RBMIRENDS TNy ITFHTavaERYBKREZE T, pam-config
--delete —-ldap-debug DLIICEITTSE. LDAP FREEICH T BT /3w 1
BEAEERICTBIENTEFT, LDAP UADES1—ILTTF N\ IR 58
LTV EE LRV RTEMICTBIENTEET,

pam-config AY Y RNICDWTEELWERE FIBABER AT aviloWTid,
pam-config(8) THREREIND YA IR—JEBFHEI,

2.6 FEXTD PAM B 7E

PAM DR ET77MIVEFRETHERLEZYEELZYLELWESIZ. CNSD J7
AV LT pam-config ZEPELL TWBIEAE BERTIMNELIHYET,

tF¥a)F4H4K



pam-config --create AY > REFIAL T, AEARVVIRRE HS PAM DFRE T 71
IVEVERR T D&, common—% A common—*-pc |IXd T B Ry o) oA VER
INFT, pam-config i common-*-pc DERXET7 I DH%EIEE §2LHHT
HBH. INLDI VR YD) U %HIBRT &, pam-config (& common—*-pc
774N DHERIETBEMATHY., LD T7AIVES YRy IY VLT
XN RDEVEDTHSB/-8, pam-config HEEICEMIELTEIENTEET,

2.7 IL7251EH

pam-doc /N —T %AV AN—)L I BIET, /usr/share/doc/packages/pam
TALIMNAIC FEREOLDIBFRABRIENEREINET (WTNEERETY):

README

LEDOFALINIDETICIE. ZNEFND PAM TV 2—)LEIFD modules
HTFALYIRN)DFEELTWT, ZOHICIE README 771U ABRINT
WEd,

The Linux-PAM System Administrators' Guide
COXEITIE.DATLEEED PAM IIDWTH>THREZLTOIEAN
EFENTWET, /EZIE PAM DERETZ7MIVDENS, X2 T4 FhY
DEREBRLRE BOLVWEENIEENET,

The Linux-PAM Module Writers' Manual

COXEIF . EEEOHEIINODIEYINEENTWT FLEATFREIC
WL PAM EDVa—I)LDEZHRENREINTVET,

The Linux-PAM Application Developers' Guide

CDOXEICIE, PAM ATV AFRTZT7 ) r—2av OREEICTTS
2TORBHIEENTVET,

The PAM Manual Pages

—&E% PAM OIEHRP. 2TOIAVR—RV MOKEBES RIS v=a
TIWR=IQRENZFEFNTVET,

PAM %3 F3 L7535
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NIS D

UNIX S RTFLEHBED)Y—RELTRYNTI =V LICZHERETHE, RyhT—
JATETOA—HETIN—TDHNF—BIETIRENELT EZFT, Rvb
D=1 —HISH L TEBHTHEIREIED T, ERRICHER LTWBIIUNE
NTHEZNMIEDLS T, A—HFICH L TIER CREARM $20H 1 EEM T, 2
DEH AL NIS X NFS DY —EREFIATS CETRRTDHIENTE
F9, NFS IZRYNT—I ETI7AI I AT L HETE/-HODED T, IELIC
DWWl EB18FNFS T 771/ EE (1) 77V R) TEHEBALTWET,

NIS (Network Information Service) (T —9RXR—ZAD LS —E R T, Rvb
J—J#2HBT /etc/passwd, /etc/shadow, /etc/group DEIT7AILICT VAT
DHREAIRMLFET, NIS IZZNIUA DR (/etc/hosts ¥ /etc/services D
LIRTFAINDOHEERET AR ICEFERATEEITN . AETIE ThoHDit
HATODVWTUIERLTWEEAF, NIS I YP EMIENZIZEEHVET
NIERYRT—2 I T2 T1TO—_R—T] (Wb BEEEE) & LTHEE 357
HTY,

3.1 NIS H—/3DE&E

NIS DIERERY NI —VRBRATERATBICIE. BE—DH—/N (VII—) HOHET
DIZATVMIFLTH—ER%E #9250, ELUE NIS DRL—TH—/\%H
BLT . YRY——\H50 [BEREPHIETISATUMIIBRBTEIHELHY
XY,

« B—D NIS H—N\aRy"NT—JRICHEETZICIE, 3.1.11H TNIS TR —
H—/RDFRE] (30 R—Y) DFE%=EELFT,

NIS DfEF



¢ NIS DY RY—Y—N\HSRAL—TH—NIITF—Y5/HTEIUNENHD
BE & F9 31118 INIS TRY—H—/"DE&E ] (30 R—V) DF
JECYRY—H—/\ &IIE EIFTHS, 3.1.218 INIS AL—TH—/ D&
El 35R=Y)DFIET AL—TH—N\%EH TRy MNAIILE EIFET,

3.1.1 NIS R RY—H—/ D E

NIS TRY—H—N\EHFEVNDRYNTI—IKNTILE EIFBICIE, FEEOFIEE =
i AVE B

1 FFEYaST D NIS H—NBEEV 21— DIV AMN—ILFHTHEIHNEID
BHEEALET, YaST A 28IL T [VI,ADLT 7] > [V, FEFE] 552IRL
F9, VINIITERBEY2—-I%ZEFH LS, yast2-nis-server /\wr—
ERBLAVAM=ILINTOWRITNIEI VAL ETRWET,

2 [YaST] > [FuvpO—2ot—ER] > [NIS #+—/V] BEEILET,

3 BFEVOXRYNT—IART 1 BEIFD NIS H—/\%5EETBIHE. £/2lE NIS
AL—=TH—=NITH L TH—ERERETEIRY—H—/NELTHEE $515
BlE. INIS VRE—Y—/ES 2 R,—I L TRETS] =RIRLET, TDE
YaST Eb BNy —S%AV AR—)LLET,

vk

NIS H—/NYITRNDITTHERICA VA R—ILINTWBIEEE. (VS v.X
I—— /NGl TS] HEIRL. NIS T RY— H—/NDOIERREITAL
7,
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B 3.1 NIS #—/YDRE

X YasTz

Network Information Service (NIS) 4+—/SDEE

RO HRAE: NIS /2 MO TFHA AR —LEhTOET,
NIS 4 —/ A BES AT E A

AET BAERLTIES Y

® NIS TAZ—H—rS&ERT S (M)
NIS RL—F 4 —rS&HERT % ()
FELAEWT ey Py FERIETS (D)

~I7 (H) ®a (B) ik R) L ()]

4 FFIENIS DEANRA T avaRELITY:
4a FTIENIS DRXAVBZEANLET,

4b RICTNIS VATV RELTEFERTENE DD (—FITF LT, NIS
H—N\HPRETZOAT MV ET—IT IR EFATEHEID) &FIR
LEXT, NISOUZAT7VNELTEERTRHBEIE [CDFIMENIS 25
ATNTEDHB] ITFTvInE ANET,

4¢c NIS H—N\HBIRY—H—/NELTEEL. leD YT Ry D NIS AL —
T H—NICBERERBTEGEE. [Fo7777%4% NIS AL—TH—/\
DPEHETB] ICFTvIEANET,

(BEvyIHH]) & [Fo777% NIS RL—TH— /D77 73]
ICF v I B ANTIBEICDOAHERE HDIEETY, CNERIRT D,
AL—=TICR Ty TRAEDEEERESE LIF5ZENTEET,

4d Xy hNT7—IROI—Y (A—HILI—HFDIFH, NIS H—N\TEEX
NTWBI—HEESENZET) ITFL T, NIS H—/N EIZEHFINTWL
2EB98B8 ONAT—REEBETEDLIITTS (yppasswd AV VK %
FARALTITRVWETD) K. WRT—FOZEEEFHFTTE] ITFTvy
EANET  CNICTFIvIEANDE, [GECOS BEDZEEE4FT

NIS DfEF
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Bl e a1z DEFELHFTTE] BHEIRTEREIICRYET,
TGECOS] &l& ypchfn A< K #FIALTCEBIVIERRDIBREZET
EDMAED T EAIELET X7 T TIL] 1E. ypchsh OV RTEEED
VI AELE (fz&21E bash H'D sh &) TEBHEEDZEAIELET,
2T JUIZDWTIE, /ete/shells TEZEINTWS Y )LAROVWT LA
ICEBETBIENTEZET,

4e YaST TNIS DY —ERICEDEBTCIFATIA—ILDBREERETS
Wi, [Tr7 707 — /L THA—FEEC] BRIRLET,

B 32 VI—Y—/DRE

h w29—H =0ty Ty

NIS K414 (D)

example.com
T ZOHRRME NIS 95TV RTEDS (€)

W POFATH NIS AL— T —/ ST B (E)
| Ty IR (rpe.ypxfrd) (F)
HRO—FOEHE

‘ T KR FOEEEHTTD (P) ‘
GECOS } CEF A5 (G

T IR Pt —TH— B (F) |

FPAPIA—TELEDR—FRALSATUET

| zotnso—roLawE ©).. |

[~z | (2w | mee |

Af [AAN] 2L TYA7AT 2R T 2N B [Zotsp o o— s
RE] L TILRDRESE ITRVET,

(ZoDo O—/YILRE] I NIS Y —/DIFHRR & BT 1LY
M) (BEETIE /etc) ZBET S TEMNTEXBIEN. NRAT—ROHES
BRETDIENTELT, ZDRTE (& VAT LDERIET71IL (/ete/
passwd, /etc/shadow, /etc/group) HNEI—HF—HIR—REEKT B
HEIFBIRETAOVEDHBIEE T, £/, NIS TR I 2&/0
DA—HFID EVIVL—FIDEHEIITHRELEY, [OK] =T ETDE
HICRZEN TEEY,
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B 3.3 NIS H—/\[@litD=7L 0, ZEEE 71/ [FHT

X
NIS YRy —H—/OEMRE

YPBY—AF1LIIY M)
RRAO—FEMETE (S

Ba—FIDU) BIA—TID(G)
0 s [0 =

AT (H) Fptelb (C) [ oko) |

BIDEMET [Z27777%4% NIS RL—TH— /T3] %EIRLTW 15
3. ZZTRL— 7&b’CEFﬁ@“67J'\XI~0)7J'\XI~%7& ABALT LAA~] AL
FTBIRLTWAWGE, AL—TARETIEEmIEIRRTINFEA.

B TTF—IR—ABEDITATOATDBRIRIINET I TIE NS H—/Vvy
TRE DRIRIN, NIS H—1HS ISATF VM LT ERETRET—4
R—2ADEFEERELEY, BEIIBEEEOFIERIZINELIHYFEHA,
[AA] L TEDTLEIW,

BB COBEETRYYTELTRETZEDEEIRL, LAA] 2L TES
L,

NIS DfEF
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B34 NIS H—/\DvvTRE

X &
NIS #+—/RDTYyTRE

YasT2

w97 (M)

R auto.masts
ethers
o
hosts
netgr|

X| netwarks

%| passwd
printcap
protocols
e
services

X| shadow

~7 @) PELE) #ER®

8 RICNIS H—NADEWEDLEZHATERAMRELES . ENEN RS
VERYIETORANEEN WRE/HIBRTBIENTELY, BE.IITIE

SER
RERYNT—I %R ELEFT BEETIITED 2 DD BEEHNEREINTLE
ER
255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

RAIDIEETIE. NISH—BEHISDEHKEHFTLTVET, 2 2HD IEH
TlE. 2 TORAMDS Y =R L TEREEZEFETIEBLIIILT WET,
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B35 NIS V—/VICHTBYITIMFADRE
X YaST2

NIS #—/SOVWEhERAMDEE
Fuhz2s 4 |Fubo—s |

B0 (A) HE O Hikg @
LT (H) ®3 (B) ik (R) %7 (B

9 REIC[ZTT] 2WTE RELFFELTIRT TS IENTELY,

3.1.2 NIS RAL—TH—/ D& E

BHEVDRYNTI—IHT NIS IL—TY—/V 7% BRET DT, FEEDOFIEAEE
HELEY:

1 [YaS7] > [#fopT—2H%—ER] > [NIS #—/V] %REILE T,

2 [NISRL—TH—/\Na1Ip—ILL TRETS] B3BIRL. LAA] &#3LE
_a_o

(7] 5

NIS #—/RYTRIITHABRICAV RR—L I TWSIHER. VS X
L—TY—/EERTS] BBIRL. NIS AL—T H—/NDIERETR
WEY,

3 FFENIS AL—TH—NROEARNLEREETLEWVET:
3a FFIENIS KAV EAADLET,

NIS DfEF
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3b YREY—H—/NDRAMEFIZ IP PRLRZAALET,

3c IO —RNIIH/LTA—HDOATAVZTROEWEEIE, [COAX
MENIS 24T, TEHSB] ICFIVI% ANET,

3d YaST TNIS DY —ERICEDETI7FATIF—IL DR EZRAETS
W&, (77707 —I TH—PFEE] HBIRLET,

3e LA~] =2#LZEY,

4 RITNIS H—NADEWEHLEZHFATTERANEERELEFT . TNTNH R

YU B IET RAMNGEN TR&EHIFRTHIENTELY . ETDRYI
T—JIBERAYSICIE, TERDREEMALTIEIL:

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

EAODHEBETIE. NISH—1BEHILDEHFEEFAILTVWET, 2 26D IHB
Tl 2 TORAMSH—NIIR UL TEREZEEFETIELIICLT VWET,

5 RRERIC [T 7] 2WTE RELFFLTIRT TS IENTELY,

3.2NIS V547V hDERTE

J—9R7—>3V ETNIS #FAT2IC1E. FeDFIEAERELET:

1 [YaST] > [fopT—2#—EX] > INIS 2517 72F] %iREILET,
2 (NISZRATS] ZRIRLETS,

3 FFTIENIS RAMVZANLEY . CNIFBEENSRMININ ALY BN

DHCP TEXBLAZEE®D IP PRLRAEAALZFT, DHCP ICDWT 3L
B16Z DHCP (1) I77LVR) BHMLIEIN,
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B 3.6 NIS H—/SDRIX1ETRNLIDRE

X YasTz <2-

NIS 4S54T DBE

NIS ZEF LA (N)
® NISEEATE (U)

NIS #5472k
netconfig DNS > — (P)
BEDRYS—
NIS FX12 ()
example.com
NIS # — S DT KL (A)
192.168.1.113
TO—K¥v2k(0) R (D)
SBAND NIS A1/

W% B

x| TrATOF—LTHE—FERC(F) FPAFIA—IDESH (D)...
TRIOASI—F e ADTPATIF — L TEEDHR— IR TIET
autmounter 28 (M)
FEHRE (X)..

LT (H) ®3 () Hik R)

4 RICNISH—NEANLET EBHEANTEGEEIFFEBRIR—IATREY>T
IV, NIS H—=/RDT7RL AN bHISRWGEE, [#F] 2T ETRA
AVAD NIS Y—NERRTBIENTEET, ZhiE BEVDRYNT—ID
HFBRIKELE T BFEONIDBUEBTHEIEIC FRLTLEIW F2 15
E LAY —BIEELARWGEICO—hHIL XRyRT7—2II/ LT NIS H—/1\%
BWabtE2GEIk. [JO—~FF+I,] ZRBIRLTLIEIN,

5 A1V AM—IIIREICEDE T automounter 2T 22 TEFT, s
BIRTZEBMDYINITTHAVAN=ILTBIBEDHYET,

6 BEVDERAMITLT AMDKRAMDSE DY —/\EFRLTWSDHI% I
SEKRWGEEIE. [BFERT] %L T [YE—PFIMGETS] 0)
FvPENLTKEIW, T, [BALY—/V] 5RIRT D&, FEFER—
FALEY—DLDMEEZITEDLDICHRYFET, 55 LI man ypbind 75:?5
FTASTEI W,

7 RRIC[ZT7] #RIE RERABTZRELTYaST AV MA-LEVI—ICR

BIENTEFT . INTHFEVNDISATURNTNIS BFEHITENTEDLICTA
UEd,

NIS DfEF






T1LY M) —EX LDAP

Lightweight Directory Access Protocol (LDAP) i, 71 L2 N #EEDIERIC
TOEALEY, ZhoEBEBLZYTE/HODTANINETT, LDAP (& 21—
RITN—TOEBICFIATEZIEN VRATLREDOEEPLTRLAD EEALIC
FMATEET, AZTIL, OpenlLDAP OENMEICEEY 2EMEE. YaST %7 A
L7358 D LDAP T—89 DEEFEICDVWTIRANTWET,

XN —U%FBIEIRETIK. EEREREBENICEEL . RERMTS
CEDNBARDBHERYET WHBZBFERDLIATALIN Y —EXTI,
BHREDFDAL. FZAPITERLPTVWERTREFLETT,

BAICIEFROY—/NDTALIMNRICT—YEREL.TRTDIZA4T7 VK
ISR LT OFEEREI SN A7OMILNEFBLTERRT 2. EWVWOHFEREREIE T
L&D Fe. T—IDEEINTWBIEICLY . FARTT)r—ay HoiE
ATV EATEREIICARYET IS T—YDREEHRRIEDD ZET.E
BICHADBFEAEEALIENTEZET, LDAP DLHRA—TVTR#(L ShizT
ORIV ERETEIET HELDISATURT T)r—avhsd ThbDIER
ICT I EATEET,

AETFALINER FHAHCRADRED, ZONEIEALBN: F—
HR—2DIERIELTVET:

« BROISAT VIO TEBRYBRLITTHRAACIENTESDLIC TS
& B OEFLEITHEIZETHEBREINTVWET  FL. ETAH ThE
BIOWTEH EEBERZF OV EOI—HITH L TRIFHT ShTUZE
T BEDT —IN—ZATRHBIEWRKETTEBRITZLD T—9%FIFA
NBIENTERLDITRETINZT,

T4LIN)HY—E X LDAP
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s EEDT—HELTEELTWASIGE . BEOT—YICHTIEHIIIFEAE &
ELRWCEIIRYES  HICENAR T —Y TEEETROTWRIHE., LEX
XERITOEDRYS|IZREDIZEIX. T—IYD—BEMIIEEICRVET, &4
XHZ—EFEE—AOOENZELIWT, ZThEMAOOEIEN §545
RIGEIE. BENMRPTHATLELYTEIELNRBRVEIIITS . %
120 A2 o232 ELTHRW, BEEZEAEEERLATRIERYERA,
D)L —2a3FIT—IR—R TNV av OB G —BM Y R—N
BREDET. T—YD—EBMIC DWTETERABEEHIHYETH. LDAP D
FTALIN)TIIEHIE O —EMRINE—RICITANhLNZEDELTHRDN
F9, LDAP OF4LUKN) TlE JL—23F I T —IR—AD LI D —
EMOBEILFELT WRWEHTT,

LDAP D &HRFTALIRN)H—ERIFZDRET L EHAEFRPEAVEDED 1+
HAEBATWBDDITTIEHYFEA ITRTODT T VT—arvhod 7IEIAN
FREBREICRETIBIIIESNTVWET,

4.1 LDAP & NIS

Unix Y27 LDEEEIZREE. NIS (Network Information Service) %
LTRYRNT—VATORZRIBRET —YBHZEITR>TWEL, /etc T1L

I NJRIZHS group, hosts, mai L, netgroup, networks, passwd, printcap,
protocols, rpc, services DET7AIVICIIRET —INEENTWT, V547
YMIRLTRY M= HATRHEZITE>TVWEL. LD 77/1ILiIds v T
WIRTF AN TPAINTHD D FFICHEBR TR BEITDZIEATETW
FLAED, KEBEQRIETIIEENEHELTLEVN. HZEEZAIHRLLEITFS
ZEITHR2TWEL &7 NIS I& Unix T2y b 73— AICLORIGELTEST B
7% OS WRIETBLO RyRNT—VTOEFRBERY—IILELTIARAETITL
7o

NIS &3 &Y, LDAP H—ERIEHEFAR Unix Ry hT—2ICHIRIND L5742
ZEEHYFEHE A, Windows H—/\ (Windows 2000 LAFE) Tlk LDAP #F1L
IN)Y—ERELTHIATRIENTELT L, LRBOLOIAR 7TV r—2avE3E
Unix Y27 LATHIRNTBELIICR>TUVWET,

LDAP DZE A K IZ . EHEEBEDT —IBETHNIZEDIIBREDICTE EH
THIENTEDEDTY L EARETFRDLIBFEVNANEISNET:

« NISH—EZ2DKRE
o A—)LDIREEHIE (postfix, sendmail)

40 tEFaVT4HAR



« X—JLUS54F7 >k (Mozilla, Evolution, Outlook) @EFD7 KL ik
« BIND9 2—AHY—RDY -V EHEDEIE
s EFEETFERORYNTI—IHNTEHERINS Samba D1—4533

LDAP (& NIS ElEE2ARVIRRMICEALEEICAR>TWAH, EERICEST #
ZLDRARIERIZFNTEET  F/o. bOYPTERETINAIEE BERD
T—REEIE. BRRT—YEDEEETRVWPTTIMNRD HZIENYH. B
RELUBZICRVET,

4.2 LDAP OF<1LI M)W — &

LDAP H—N\HREDELIICEMET DI E EDEIICT—IERBETEDHNIC D
WC BRERDIEEBBICIE. Y—NETOTFT—YRFHEDIIN. D £
RT—IBEEEDIDIRAILEERICRBETEIDONEEBRBLTHEIE M
ERARTY, LDAP DHEE%EIE LITARIICIE. BEARMA LDAP FEEIC DWW T
EENTEKMELIHYET, ZDOETIE, LDAP DT 4LV MN)EEIC BETHE
ARREEDIEH, LDAP (LEHT 2 E AN HESRPAEITAR>TWET, BEIC
LDAP (CE8 ¢ 2 ERME A HIFH5THY. openSUSE ILH17% LDAP IRIEBDIEE
FHEIDODWTHVAWGEIE AEZIFARIELTHFWEEHA, ThTh 4.318
[YaST ZFFA L7z LDAP % —/ MDF&FE | (43 R—2) % 4.7I5 [LDAP H#—
INDFEFHERE] (61 R—) AHEFHHIEI,

LDAP 4LV MIEV) —IRDOEEITAR>TVET TALINIADTRTD I8
B (7Y EHVET) ITIE. OV —EERDBANEREINET, D
LORKEEE FrL o IE#E Y — (DIT; Directory Information Tree) &MY
FI. XL FEDEBICHTZY)—#EiE LOTLANME (BELAZWERRIC
SR L7ZYLARWED) &, #5/Z (DN; Distinguished Name) &MU FE Y, 8IS
BFED BEBICHLTE—DREL T ERTED %, #547#3.5/%4 (RDN; Relative
Distinguished Name) &EMFUE Y,

LDAP O 7 4L V) —ICHI1TBERIE. K4 1TLDAP F4L I DiE
B (41 R=Y) OPIETELEIL,

B 4.1 LDAP 7L IFDIEE

LEROHIIEZEDOLEEFICLIETALIN)EEEARLTWETIERIZ 3 B
FEDEBAISEBRINTVWT, 1 DDIEH%A 1 DOMETHRLTVWEY, LEXIE
Geeko Linux &WD REDMESICNT S, IELW ZF/E (DN) 1Z. ZOFITIE
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cn=Geeko Linux, ou=doc, dc=example, dc=com &EWHIEZIHITAVYET, ZhILRE
B8 D LALICXT I 2554 ou=doc, dc=example, dc=com (ZXF LT, #Ex435% 5l %
cn=Geeko Linux ZRIIEMLZEDIZRYET,

DIT RICRBETEZA TV NDIESIZ, XF—7 EMIENZEDICR>TRE
INFET X AT VTINDREEIL F T2 o, OS5 TREINE T, Ihid,
FDATITIMIFLTED LS RBEEZEY Y TRIFNITARSRVDDL, HLL
EEYYTRIEDTEDDONIERDDED T, ZDHHRAF—7IE, BHEDH
RICEETDIIRTDATITINISAPERICETZERE2AT WAIFNIE
BREBWIEILRYET, AF—ITUTWKDHRERARE®D (RFC 2252, 2256
EEHMEIWV) EHYFE T, F7/= LDAP D RFC TH, WO —RBYICERX
NBZAF—IHEZEINTUVET (RFC 4519 &) . TNUUAICE BRALFAIRIC
BEbLEIAF—TEEELTWS (Jz&AI1E Samba ¥ NIS DRELE) (FH. I
BORFXF—VAHER LAY DETHNIL EHDORAFT—VABEICHETIESH
HWTHERALEYTEIEETEET,

RANNELFERINZAT OV MNISRERBME] (42 R—) I1TIF,
core. schema & inetorgperson. schema TIREINTWBAT I VS5 RIZD
WC. ZOBMEEFEAB. ERBMHEEMBREMHED—ELNEINTVET,

&4l LEHAINSFTITOrOZIEEME

FTITIOMISR ok HEH WE
2R
3
dcObject domainComponent (K X example dc
1V DERIERS)
organizationalUnit organizationalUnit (& doc ou
B{r)
inetOrgPerson inetOrgPerson (1> h> Geeko snd
RYMPAVI—RY D @ Linux SO
ANEET—%) cn

F7c. #14.1Tschema.core BoDIKRIE] (42 R—) TlE AF—IHHD 1K
e ZDEHRANEINTVET,

A 4.1 schema.core '5D#H#

attributetype (2.5.4.11 NAME ( "ou’ ’'organizationalUnitName’) @
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DESC ’RFC2256: organizational unit this object belongs to’ @
SUP name ) ©

objectclass ( 2.5.6.5 NAME ’organizationalUnit’ @
DESC ’RFC2256: an organizational unit’ @
SUP top STRUCTURAL @
MUST ou @

MAY (userPassword $ searchGuide $ seeAlso $ businessCategory ©
$ x121Address $ registeredAddress $ destinationIndicator
$ preferredDeliveryMethod $ telexNumber
$ teletexTerminalldentifier $ telephoneNumber
$ internationaliSDNNumber $ facsimileTelephoneNumber
$ street $ postOfficeBox $ postalCode $ postalAddress
$ physicalDeliveryOfficeName
$ st $ L $ description) )

EBMDFELE organizationalUnitName EZFNICEEETZ ATV MNISR
organizationalUnit (&, CDHID EHVICEMELE T,

0 REMOERMEBMICNTZI=—2% 0ID (#7720, #EIF) (BUE) . %
LCEMDIEHTT,

® DESC ICIE. BMEICH I 2 ESRAEEBLET, R—RELTWS RFC DFE
ShhEREGERLET,

© SUWPICIF.CORMUNBIT B LADEMRZLIRLET,

0 ZIZh5organizationalUnit DATIINISAN BFVFET . BHEHEDOE
FERUT, OID EATVINISAD L% BBk LET,

0 ATIIINISRIITITHIHMESGAETBRLET,

O SUP top &35 e 2E. CDATVTIMNISRICIE LOBBENEELT
WRWZEAIBELET,

@ MUST O—EICIE. organizationalUnit EWHFEEAFRELABASICIETEL
BRITNIERSBRVWEMETARTEBRLET,

0 MAY D—EITIK.CDATITINISATOIRELETA $2EMATRTE
HRLUFET,

ZF—YDFEAFEICDOVT, bH WP T WERRRIE OpenlDAP O RFaxXyF—

23 (openldap2-doc) RICAHEINTWE T AV AM—)L1&. /usr/share/
doc/packages/openldap2/adminguide/guide. html (35E) Z#HFHHAHIEIW,

4.3 YaST ZFIA L7 LDAP H—/X D&k
e

T4LIN)HY—E X LDAP

43



LDAP #—/\%RE TSI YaST 2R LEY, LDAP #—/ D —fikE7a Ag
ELTIE, A—F 7 DY bDF—5% A — )L+ —/3/DNS #—/% /DHCP —
ROBEREDBYET,

B 42 YaSTLDAP #—/VRE

YasT2

B 4.3 YaSTLDAP #—/"—#rL 1) F—F~N—2X

dc=example,dc=com
or

ESTTTR——
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A—HTHIVNT—IERETB/<HOIC LDAP H—N\ERETBICIE T
yast2-ldap-server & openldap?2 DE /Ny A —INA VA= ILINTWBIESE
BLTLEIW, 2D, TREDFIE=EELZET:

1 YaST % root TEEL, [Rv,T—2HY—ERX] > [LDAP #—/V] %2IRLE
j—o j—%tgﬁﬁg'—j{*f_ F‘ﬁfﬁﬂ_?'éhij'o

2 F91E LDAP H—/D [—KRRE] %1772\ ET, B4.2TYaST LDAP H—/\
BIEL (44 R—Y) ETEEIL:

2a LDAP #E#H95LIIRELET,

2b LDAP #—/\% SLP TP F+VYRT2LIIHRET DI, [SLPF—F
NCEBR] \ITF v EANET,

2c [Tr1 707 —/LDRE] THEREREEITRVET,
2d [A~] ##LEY,

3 RICH—NOBEABIRLET: BRY—/, LT —2aVvilE ITDTA
H—H—IX, LTYA (RAL—T) $—DHASBRLET.

4 ISICEF)TAFTavERELEY ([TLSRZE]) .

BB, [TLS Z2F3/ICT 8] 2BIRL T, TLS ZAMICLT B L% <EED
LET LT RTYT 4 (47 R—=2) BEHAHIEIN,

B IRA7—ROESEICDOWT

TLS IC&BBESIEETRIE RYNT—I EIT/IRRAD—RER TR, Zh
SEEELTDIEICRYET , DA T avaaRIcLAanESIE, /N
AT—RHBESIEINTIOEEINTLEVET,

/= LETHNIEL LDAP over SSL EEFBAZE DR EATHRWVET,
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LB ZENTERLIICAH>TWES CNLUNIIE. [LDAP Z2— ¢ /—TD
RE] mBIRTBIET, LDAP OA—HETIN—TEBRETEIES 21— ILEEE)
IBHIEETEXT,

T4LIN)HY—E X LDAP
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4.6 LDAP 4LV NV —DEB IR

LDAP D7 1LY )V —EFDIEBE%BHICSIRT 5ICIE, YaST @ LDAP 75
Y AEFETLIONEFTY:

1 root TOYAVLET,
2 [YaST] > [Furo—2#—ER] > [LDAP Z750%] #ZIRLE T,

3 F91E LDAP H—/ D7 KL REEEZE DN, ZLTLDAP H—/XD /X277 —
R (H—REICREINTVET YR LT SiAAAHEEZIAHFD A&
Br§5E) ETNTNAADLET,

EBUMMIE RRT—REANETIC [EET77EX] 2L T4LIMIIC
NI 2mAPIAAT I ER T EITRIFELHYET,

[LDAP »1)—] DT R ED <V TD LDAP V) —DHRABNRTI
NEFT.ZFNTNOY) %I ZET BHBERM $52ENTEEY,

B 4.11 LDAP =1L o,V —DELR

A YaST2 o & &

LDAP 7504

dc=example,dc=com
B de=e le,dc=col

uid=tux,ou=peaple,dc=example,dc=com

it 7 |fE 1=
audio

employseNumber
employeeType
facsimileTelephoneNumber
gecos

gidNumber 100

givenName Tux —
homeDirectory /home/tux

homePhone

homePostalAddress

initials

internationaliSDNNumber

ipegPhoto

labeledURI

o
objectClass top,posixAccount

yo—K (R)

LT (H)
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4 FEDRBICOWTEHMZZROICIE, [LDAP YY—] O Ea—THBE%ZEA
T, [FE7—5] thEfeREET,

BREFEBICHTEINTORMEZDEARTINET,

B 4.12 BEE7—8DEME

5 REINTWBEEZETBICIE, ﬂ%@ﬂifz%/\rc (HE] = LET. T
DEFLWMEEAALT [FZF] 2 LET, HEICE>TIEIL—K DN D/
AT—RAHNEROONDIBEDHYET,

6 [AL3] #TE LDAP 750U %R T T2 ENTEET,

4.7 LDAP Y —/_DFEIERE

YaST Tl& OpenlLDAP DEIHRERET —¥X—2X (back-config) ZFIALT.
LDAP H— /DR EERELTWET, BIARERE/ NV I TV RICDWT, #LLIE
slapd-config(5) d~¥=a7I)LR— F7=IL openldap2 N\vr—I %AV A M—
IV BIETHEIE IS d, /usr/share/doc/packages/openldap2/guide/admin/
guide.html (T35 OpenlLDAP Y7 IUILT 2.4 EBEHAREBHmALEIN

F14L VM) —E X LDAP
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b b: B3\ OpenlLDAP BIEDF7 YT L—RICDWT

YaST Tl /etc/openldap/slapd. conf ([CEEE XN T L\% OpenlLDAP M
BREIT7AIIE, BIFPFTHARFRVWEIICAR>TWET, YRTFLTYSY
L—RODFEEIL, /etc/openldap/slapd. conf [CHBITDERET7AIVIE. /
etc/openldap/slapd. conf.YaSTsave &L CaAE—3INZF T,

BRENYIIVURICTIEALY IS8, SASL AEREREEETFAICARS &
EEBEOLET F=EZIETED ldapsearch AT VK % root TEITT &,
slapd DEREIT R TERIRIITDIENTEET:

ldapsearch -Y external -H ldapi:/// -b cn=config

4.7.1 —nROiEEEE1E

LDAP #—/N\&FRTHEL HERLITEE% 4.818 [LDAP F—9DFEET
DEIE] (62 R=I) IIHBNY—UIH>THER L= &1E. root T rcldap
start #21TL. LDAP $—/\&REILET, ¥ —/ & FIEETEIET I,
E#kIC rcldap stop #RTLET, /o, H—/DREAZRWVEDLESICIE,
rcldap status #E{TLFET,

4.8 LDAP T—9DF{EETOEE

OpenLDAP Tl LDAP OF ALY NRDT—945EBTEDIL, FFEDY—IL
AEBINTUVWET, KBTI ZRENBINPYIRR. MBEDEBELAITRILH O
4 FBEEDY—ILICDWTIBNALTWETY,

4.8.1 LDAP F4LIMN)ADT—HHA

LDAP H—/ DR EEITR>/cdh& (ThTh suffix, directory, rootdn,
rootpw, index ICI LT MEBRREATR>HE) (& LOI—RDEBMETAD
ZENTES LIV ET, OpenlDAP Tl ldapadd A¥ Y RTINEITRD
CEDNTEFT  F ARETHNIEAT VI 2—HFETEML TN (R
DRBRTE—IETERLEY) . LDAP (V7L LDIF %=X (LDAP F—43%
BaI4—<YN) DT7AILT WEBETHRWET, LDIF 77IIES Y TILIRTFR
RI7AIVT EED BOBMHELEDN ZFLIRTHIENTEET, K4.1TLDAP
FTALYIN)DREIE] (41 R—=2) ILHBBID LS L IA—REER $HHD

LDIF Z771J)Li&, #l4.2TLDIF 774JL] (63 R—) DEHIBF TR LET,

tF¥a)F4H4K



EE: LDIF 774\ DTy aA—F1vT

LDAP (& UTF-8 (Unicode) TEIMELTWE T, /. HZLSA4EIE ELL
IVO—RINTWARIFNIERYERAELLIVO—RK IShTWRWEE
ERF LSRRI TEAHIRRTEMN ELLIL iconv AYVYRTAAT?

A% UTF-8 IC T O—RLTLEXW

A 42 LDIF 771/

# The Organization

dn: dc=example, dc=com
objectClass: dcObject
objectClass: organization
o: Example dc: example

# The organizational unit development (devel)
dn: ou=devel, dc=example, dc=com

objectClass: organizationalUnit

ou: devel

# The organizational unit documentation (doc)
dn: ou=doc, dc=example, dc=com

objectClass: organizationalUnit

ou: doc

# The organizational unit internal IT (it)
dn: ou=it,dc=example, dc=com

objectClass: organizationalUnit

ou: it

dif EVCHIRARFTI7MIIVERELZHE, FEED AXVRTH—NITELE
9

ldapadd -x -D EZZEZ®D DN -W -f file. ldif

X [ EZDIHFE. SASL LB =2 H|WIL T BERETY . £/, -D (FBREZIY
He1—HAEETEZEDTYT, I slapd. conf TERELAL. ELWEERE
®D DN AZ#AHDLFET, LEZDHEITIE cn=Administrator, dc=example, dc=com &
WD DN L2 TWET /o, -WIFOTYRSMY RIC (BSIEINLWET)
RAT—READLABVEIICTRED T, INEIEETHERTRIC/IIRT—
ROV TIDRRERINDIDICRYES, -f 77 2aviliE 771 L& %5IBEL
F9, ldapadd 23179 BEDEEMIL. Bl4.3Texample.ldif ZFIALIFGED
Idapadd] (63 R—2) H#HFHLIEI,

A 4.3 exampleldif &FfFL/EHZED Idapadd

ldapadd -x -D cn=Administrator, dc=example, dc=com -W -f example. ldif

T4LIN)HY—E X LDAP
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Enter LDAP password:

adding new entry “dc=example, dc=com”

adding new entry “ou=devel, dc=example, dc=com”
adding new entry “ou=doc, dc=examp le, dc=com”
adding new entry “ou=it, dc=example, dc=com”

ZREANDI—HT—4IE,. Bl4D LDIF 774 ELTHRETRIEN TEXXT 1
EZIE Bl4.4TTux EIFD LDIF T—41 (64 R—) Tld, Tux EWLWDEFTLW
LDAP IEH% :BINLTWET,

44 Tux/@/+D LDIF =—5

#t coworker Tux

dn: cn=Tux Linux, ou=devel, dc=example, dc=com
objectClass: inetOrgPerson

cn: Tux Linux

givenName: Tux

sn: Linux
mail: tux@example.com
uid: tux

telephoneNumber: +49 1234 567-8

LDIF 274 ILICIFEEDBDA TV N EDHBIENTEE T, F/, H—/NIC
HEEHDTLIN)DIERE—FETEMNTSIEETEEIL, AlITRLTWS
EBYERIEBMNTAIEETEET AL EROT—9 ICEAEMLHBEDD
HBEIK. TNOIEFEFEHTEMTEIEABEIDLET,

4.8.2 LDAP 1LY M) HDT—HEIE

ldapmodify EWHIY—IL CREINTWBT—YDEIE 2TRHITENTEET,
RUEEBEAEEELTBETS LDIF 77(LAEE LT, Fhd%E LDAP H—/N
ICEETRIHEDNHYET 2E2IE Tux &V REBSDEEFS%. +49 1234
567-8 Hh 5 +49 1234 567-10 ICEE$5IIE, LDIF 771V % Bl4.5TBIEFH
@D LDIF 774 tux.Idif] (64 R—) DEIITEBELET,

P45 (KIEFAD LDIF 771/ tux/dif

#t coworker Tux

dn: cn=Tux Linux, ou=devel, dc=example, dc=com
changetype: modify

replace: telephoneNumber

telephoneNumber: +49 1234 567-10

LDAP F4L VN ADIEBEA 771 ILHSIBIET SICIE, FEedadv K 2 AL
E3r
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ldapmodify -x -D cn=Administrator, dc=example, dc=com -W -f tux. ldif

LEDOFHELUANICE, ldapmodify ATV RIC WL TCEE 2B ABEEIEETS
HEEHYET:

1 ldapmodify AV RETEDLIICAAL, NRAT—REANDLZET:

ldapmodify -x -D cn=Administrator, dc=example, dc=com -W
Enter LDAP password:

2 MURENRFISER LA D, FROLIICEEATZANLEY:

dn: cn=Tux Linux, ou=devel, dc=example, dc=com
changetype: modify

replace: telephoneNumber

te lephoneNumber: +49 1234 567-10

ldapmodify A¥ Y REZDIGEICDWT, 5 LLIX Ldapmodify D~ =27 )L R—
TEBTHALIEIN,

4.8.3 LDAP T1L Y7 M) DIRFREBRAIAH

OpenLDAP Tl ldapsearch Av > RZFIHT5Z& T, LDAP T4L VKA
HBT—HERFBTDIIENTIEDEN TNOD T—IH%ERRTDIENTEE
T, RbUEEABEVEDE AR TEDOESY TY:

ldapsearch -x -b dc=example, dc=com ”(objectClass=%)"

-b AT AVIIMRBER—R (RFREFRART DV —) ZI8E $5HDDEDTT,
LEEDHITIE dec=example, dc=com % IEELTWET, &AL LDAP F4L 27+
DADEFEDY TV —HNERR §5LORGEIE. TDY)—% -b TIRELE
T, x (S HERE =B MICTBRETYT . £/, (objectClass=%) [T 1L IR
RICEENDITARTD TV I N emHFALTHDI/BETT . COARVNIE
LWFAL IR V) —%ER L72RICERL. IRTOIEBNELEHRINTWL
T =D ELIGETEINEID AR T DRICEMFEHATEEY, Ldapsearch
DFEAAEICDWNT, ZELLIE Ldapsearch(1) DY ZaFIILR—JAEBFEHLX
LY,

4.8.4 LDAP 71L Y M) ADT—HHIRR

AEARIERIZ ldapdelete THIRRTHIENTEFT, ATV ROEIF DO
VREIFIFEAETT 722 1E Tux Linux QIBEEYIRTAICIE, Fi2oa<w U
= AALET:

T4LIN)HY—E X LDAP

65



66

ldapdelete -x -D cn=Administrator, dc=example, dc=com -W cn=Tux ¥
Linux, ou=devel, dc=example, dc=com

4.9 XS5 IEH

BEMRERTEARE (lcEAIL SASL DR EPERDAL—T T —9 %
B 5L ) r—rav & LDAP $— /N2 E) IDOWTE AETIET AL
TWET, INOLDFEMICDOWT, 5ELLIE TOpenlLDAP 2.4 Administrator's
Guide] (66 R—) F7iE TOpenlLDAP 2.3 BIEEHAK] (66 R—)
ICEMNNTWS OpenlDAP 2.4 Administrator's Guide % H5EH <123\,

OpenlLDAP 7OY /7 h®D Web H 4~ Tld, FEE2D LI ITkkABHLERIT, £
HEBEITORFIAVIDHBINTVWET:

OpenLDAP Fag-O-Matic

OpenlLDAP DAY ZAR—ILREREERAEREIDVWT. LKLKHB &
BIPFDLIENEZBINTUWET, http://www. openldap. org/faq/data/
cache/1.html (3R5E) AHFmH<LLEI,

Quick Start Guide

LDAP H—R%EELHTAVAN—ILTBED, FIRZE-> T EFRAD 58
INTWET, http://www. openldap. org/doc/admin24/quickstart. html
FlE AV AN—=ILIED AT LT /usr/share/doc/packages/openldap2/
guide/admin/guide. html 774 )L EHFHmALIZIV (WFNERFETY)

OpenLDAP 2.4 Administrator's Guide

LDAP DFEEICDVWTC. EEATRTOERIENNAFMRBN T, 7
7 2FEHCES{EREICEE R LTWETY, http://www. openldap. org/
doc/admin24/ £/l AV AM—ILIE DL A7 AT /usr/share/doc/
packages/openldap2/guide/admin/guide. html ZHFHALZIV (WTFhE
HKFETY) .

OpenlLDAP 2.3 EEEHANK
DLNR=U3VDHWERTIT A, LDAP OEBEICAITAXETT,

http://www5f. biglobe.ne. jp/ inachi/openldap/admin23/index-ja. html
EHEHMHIEEIWN (HERETY),

tF¥a)F4H4K


http://www.openldap.org/faq/data/cache/1.html
http://www.openldap.org/faq/data/cache/1.html
http://www.openldap.org/doc/admin24/quickstart.html
http://www.openldap.org/doc/admin24/
http://www.openldap.org/doc/admin24/
http://www5f.biglobe.ne.jp/~inachi/openldap/admin23/index-ja.html

Understanding LDAP

LDAP IZBITBEARMGEZ A ZR[NLTWS, —KEITDIFEIRTT:
http://www. redbooks. ibm. com/redbooks/pdfs/sg244986. pdf.

LDAP ICEE93E5EEHYET:

* LDAP System Administration by Gerald Carter (ISBN 1-56592-491-6)

(3258)

« Understanding and Deploying LDAP Directory Services by Howes,
Smith, and Good (ISBN 0-672-32316-8)

o LDAP -RRE-EF- 70053220 - (Gerald Carter, TUHAS) (ISBN-13
978-4274065507)

« AP9LDAP/OpenLDAP - F1L o/ Y #—E X B EBFHTF (F—I—Fv
;) (ISBN-13 978-4798018003)

LDAP ICE89 3B XA 77 RELTIE, BEY % RFC (Request For
Comments) T3 2251 Hh5 2256 HEHYET,

T4LIN)HY—E X LDAP
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Active Directory ~AD ¥ its

Active Directory* (LLF AD) (& LDAP & Kerberos "2 E&=R—IZLJY—2®
H—ER. A—HT7AHIUN (UTFT VI REEEE T 228D, Microsoft
Windows TERINEH—ERXTY, MS Windows D3y ~T7—2oTld, AD &
TNoD ATV IMIATIRBERBETDEN. TNOADT I ERFHIRPRY
O—D WHIREERBLE T, openSUSE® Tld. BEED AD RXLIZ&mL.
Linux ¥~ & Windows BRIRZRETRIEN TEDLIICA>TVET,

5.1 Linux & AD BiBD#&

BE7ZD Active Directory XL IZBINEE 7z Linux 7547V M TlE, 5RELT
WARWEE SR LT, FEROLDIBRERADEREEZFIFATESLOIRYET:

SMB ZFIFLAHEB 771V HBETAILI~DSR
Nautilus (GNOME 7741 JL~¥x—<¥), Dolphin, Konqueror (KDE 771/l
Yx—Iv) TlE. SMB ZRIALTHBIVY—RIZTIERTEHIEN TEX
ER

SMB #FIRAL771IL 745 DHEE
Nautilus (GNOME 774 JL<¥%x—<¥), Dolphin, Konqueror (KDE 771 )L

Y x—I¥) Tld, SMB 2B T Windows IC77 1 ILEBATRHITE B TE
E3 8

Active Directory ~D ¥t
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Windows H—/ N EICHBI—HTFT—IADT I A0

Nautilus & Konqueror 2FI|f95Z&T. 2—HIEB S BB D Windows
A—HYF—HIITIERATEIENTESIED. Windows H—/NEICLHD T7
AIVOTANI R ELRRELIY AR HIFRLAY T HIEETETT, 21—
RITNRRI—REZMEEHANTEIHEIFIHIVEEA,

75485

I—Hd Linux T2 Y EICRH LT SO DEHT AD H—\DFIFETEA
WIBATHE. QM ETR>TO—HILT—FIIT IV ERATESEDICRYFE
ER

Windows D/SXA7—RZHE

Linux IC8 1335 AD [S DA TlE, Active Directory RICIREFEIHTWL
% IRAT—RR) O —DEFIEBED B> TVET TARATLAIR—T v
VY= T NRRAT—REBE XY EZ—IUP ANDOZFHIHEEEEIELT

WBIEHN, passwd AV RT Windows D/SAT—R%& ZEEFBIEETEE
ER

Kerberos [{IGDT7 SV —avickd oIV A4o 4y
GNOME, KDE DWTNDTFTRIMYTEE, SHDT ) r—avh
Kerberos ICT L TWET, ZhIZLY, Web H—%7Ox> FIL—T
I7 7V —2aviEafRTRI5ATE TNETNTIRRAT—READT
D WEHRRYET,

INHDEEICRE T 2RAMIBROBEIL. FTERDETHALTVETY,

5.2 Linux IC&173 AD Wb ®‘ER
51EH

Linux 2547 b &BE1E®D Windows T®D Active Directory RXM IS &
I ZHOVRATLAVR—R VN2 IEMESE IR ENHYET,
5.1TActive Directory FREERF—<] (71 R—) Tl . EoEEEER A A
FREALTWET, TEEDETIE. AD Y —REIFAT U RDEIMEICDWT, E A
NV NDER TEMETRUIBICDOWTERIALTWET,

70 tEF¥aYT4HAR



B 5.1 Active Directory 585X F—~

TALINIF—EREDRIETZITIZ. VATV MET—NE DKELTED 2
2O7AMNINENBATIRENHYFT:

LDAP

LDAP [ZF/4L VN EREBET-HOICKRBIELIN/ZZ7ONIILTT,
Windows @ AD RXA AV NA—5TIX, I5AT7 VDT 4LIRN) ERD
RHITFEL T, LDAP 07 ORIV AEFERLTWEY, LDAP IZDWT EELWL
B, LDAP OA—TY—RAERETHS OpenlDAP IZDWT, F#LL
& BAE FrL I, YV —EX LDAP (39 R—) HBFHMLIEEIN,

Kerberos

Kerberos (& — R/ X—F (& DR TEBRAT—ERATYT . £TD
Kerberos 7547 M DU 54T D Kerberos sREEERASFET S
AR TWT, ZHITE 2T Kerberos DYV T LA 7+ (SSO) %
B LTWET, Windows ICH Kerberos REMNFELTWST=8H, I
Lo T Linux 2547 VMBS INTEBRLDICR>TVWET,

TROIVZATYRIAVR—FVNTIE. THOVMERIET—F YR WVET:

Winbind
Active Directory DV A7V MEREZFIA T 5ICH> T REEERME
% H&HZDH winbind T—E> T, ZNik Samba 7OV T/ M SIRHX
NTWBEDT, AD H—/REDBEEZLTRYRWET,

NSS (Mame Service Switch)
NSS I—FUER— LY —ERDERERHBELET . 21— T IL—TIC
WEB F—ALY—ERIL, nss_winbind AMRELET. 2D EVa2—ILIE,
winbind F—EV & BIEREL TREZITRVET,

PAM (Pluggable Authentication Modules)

AD 32— BEREEIK. pam winbind EVa— LAY TRVET FE.
AD 1—HIZx T3 Linux 7547 Y MIDR—L4 F4L I M) DERRIE,

Active Directory ~D ¥t
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pam_mkhomedir A4TAWET, I5IC, pam winbind [E winbind & BE#E&E
BT >T RBZITRVWET, — B4 PAM DIFIRICDWTIE, E2E
PAM ZFFL7ERGF (17 R—2) B HmMLIEEIN,

PAM IC IS L= ) r—oay, ez iEn T4 )L—F > % GNOME/KDE D
TFTARAT LAY XZ—T % TlE, Windows H—/NIIIRH BEREE AT D DIZ PAM ¥
NSS LA YvEiERAEPLPYEY LET, £/, Kerberos SREEICHIIGLAET ) r—3
V(F2EZUETFAINRR—Tv Web TS0 EFA—IIFAT U NRE) T
&, 2—H D Kerberos F7yMMIT7IERATDDIC Kerberos DEREEFvvia &
fEAL. SSO ELTEMETBLDICA>TVET,

5.2.1 RX4~D8m

RAAYADBSINCH o TUE Y —NEISAT U NDBEDBEICIIE TR % R
TEREIDHYFET, V547V MATIE BEED Windows RXA>avha—5 A
1292 LDAP B LT Kerberos SSO IRIBICEBIMNTSICH/->T. FaeDEEA
EHETIUVELIHYET, KAMUADSIEZEIZ. 2T YaST DRALY AV /R—
Dy TEVa—ILEFIBLTITRWE Y . CNIEA VY AM—ILRICERE §52ED8T
XBIEMNAVAN=IBEHRDY AT LTETRICENTEET, EFEMICIETER
DEEETROVELIHYET:

1 LDAP & KDC (8Bt 9—) DR —ER%EIZH#T S Windows KX1> O
vhO—ZS%FERTHIE,

2 BIMTDISAT VROV THIVEID . TALORN) Y —ERRNIC ERT 32T
to

3 USATVMIR T BHMEADF v NEFRIF 4y MTGT) 2EX48 L. Kerberos
DOFREEERF v 1aRIRETEIEIF1T Y MEZD TGT ZFIAL T,
LDAP e A 12T 2T AL NI —N\AE DY —EREBEETAI
HD FrybERELET,

4 NSS & PAM OB EAFAEBL. IVSATVIMDBRA( I O—SIIR LT R
SEEITIROEIICTBIE,

9547 NDFEEIFE, winbind T—EVHAEEIIN. TV T ATV MIX R §5
#ED Kerberos Fry b =BG LET, D%, winbindd IEZDII VD Firy
BB THYKRIIDED. FIryvbeBHUKEITET . /2. &HD 7HUVMRY
O—%HEBT 57, winbindd IZRXA>aYbO—3 I LT EHMICEWE
bEZEITRVET,

tF¥a)F4H4K



B5.2.2 RXfo~ApAJM4vEA—DHR—LA
a1 %74,

GNOME % KDE @AY M43 x—Y+ (GDM ¥ KDM) Tld, AD RXf>~ADO
TAY BT BOITHEEILRNNTRDODNTWEY, A—HRITIXZOT I VA
MUz RXANIOT AV TBIEDTEBIEN, ZTORXAV EEFERBRDEEE
INTWBBDORAMNIOTAVTEIELTEXT,

I—4EREEIE 5.218 MLinux ICH135 AD WisDE=ERBIE

] (70 R—=Y) TRINTVWREBY, LD PAM EVa1—ILANET B L
IO TWET, 2D DB Active Directory ¥ NT RXA > (I3t B EREHEEE
BT S pam winbind EXa— LTI, A— OO 1 VEICRKE THAEEMED
$% Windows T5—IZDWT, 2TDEDICT IS TEZ LA EHo>TWE
I A7 AVEICHEE Lz Windows TS—DIS5—I—RIIR T E2TFANMIE
BIh, ThZThx g d74% (GDM, KDM, 3>V —Jb, SSH) THRRLET:

NRAT— ROBMHRIINIIZE

NAT—=ROEMEBRITINTOWTC. EELATNIERSAVWEERRLE
To YVRATALIFFLWARARD—REANTELIIRTIED FTLLWIZRT—R
DN NRZAT—=RRYD—ITEELTWED (FEAIE/RRAT—RDETE R,
B TR0 BIICEBRERICEELTLALD) 2HEEL. R —ILEE
LTWARWEEITIEAYE—VARRLET /SAT—REENKBLZIZE
&, ZOEBEANMRRIINTHLWIRT—REBEANTELIIIELET,

THY Y MHEMEINTW S

THIYIDEMIEINTOWT, VAT ABBEICERENELHET T5—
AvtE—IDNRRINFET,

ThovMIOyv Y () ShTwWkgse
THOYIDOYY (FE8E) SNTWT Y RATLABEEICERENSLD (89T
F—RAytE—IUPRRTIINET,

INAT—REERTI2RENDHDHE

1ROV TEETA AT BRI BREET B E A
RELTNDEDEE Ay E—INRRINT, ZOBEE X £—IH, /52
T—ROAMBRAINS 3 BRICEEINET, /SXT—ROIRA G0

IN=PER S INCUESH
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RERT—YVRT—2aVThHo2I%BA

A—HREEDT—IAT—avhbDEHRDHEIRINTWNT, FD
J—9 27 —>3 VI openSUSE DIV UM EFNTWRWGE, TDT—2
ATF—=2avhbIiEaTM VY TERVWED XAy E—IBRRRINET,

REROTA VBT TH LGS

A—YHIEEORBEFEICDAOTAVTEDIIIIEREINTLWT, D BFHE
MOy 14vLEHELTVWBIGEEIK, ZORB®FICIZI—IZ0s/1 TR
WEDAYE—IHRRINET,

T7ho Y N OBMHMRAUINIGE

EEEATIE.BEOI—YTHIVMINLTARHREASRETEIEN T

EFTAREREN MINZBICI—YDA 0TIV LEHETEHE, 21— Al

THYYROBEREESATIN TWT. OTM VY TELRVWE DAY E—Y HRERI
nxy,

SREEARRIN L35 E. pam winbind (X F4y NEFRIF4 vk (TGT) % Active
Directory @ Kerberos H—/\HDSEG L. I—H DEREIF vy a1 RIRELZE
. ZD%. TCT OEHIEZRTEHINICITAbLNEOH, 2—HRIT BIEET
BONEBRHYFE A

openSUSE TlE, AD 2—HICLTA—AILDR—LTFT (LI N) AR § 51
BEAEATWET, YaST ZFIFH LT 5.31& lLinux 7547 Y MIXt LT Active
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6.3 Kerberos (CW 21— H50D 4
&

BAEMICIZI—YE Kerberos EDBEIK. OTAVEIC—ERITRETE LD
T . O M VNBITIEF Iy NFrIF oy hOBRENESENET, F/A. 077D
MEFICIE—HD Kerberos Fy MIBEMICHIEINE T, ChilLWUfttd
A—HHNZDI—HFIIRYTETEZEHLLTVWEY, BB, FryvhOBFHBE
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EZEOMLHEMMCLY ., I —FOOTM Yy aryh FoYNFRIFIyMIREIN
TERRKOBWHR (ZLHAMEIL 10 BERETY) LUBREHRLESEEICIE.
ETFPohWARIEILARYET, LHALADS, 2—HIEFHLWF oy NFaTF4y
K& kinit DE{TTREBTES/H. /NAT—REBANTEHIETOBINDER
17709 T Kerberos I THER Y —ERICT IV ERATEDLIIIRYET,
Kerberos THEERDIBICEEBLAF Iy N E—8RRTDICIE, klist #R1TL
9,

TECICIE Kerberos SREEAFERTZ7 7N —2av DB, WODVERBN LT
WET. 2hSDT7 )5 —a vk, krbb-apps-clients /8w —S &4V A R—
JU1%. /usr/Llib/mit/bin £/l /usr/Llib/mit/sbin ICERBINE T, IhbidL
FhE AR UNIX/Linux —E 2 &R#ET2I1TH, BINT Kerberos I2&3
BEHR FRAIHEBE MM B> TWVWET:

* telnet, telnetd
* rlogin

* rsh, rcp, rshd
« ftp, ftpd

* ksu

INSDT T r—avERIATBICHIoTIE, Kerberos D EEICFIAED IE
LUMEERELTVWSED N RT—REANTEIREIFHYFEEA. T, ssh &
Kerberos {IGFETAV/RMILLTWBIZGEE. —ADT—Y RAT—avTER
LIeITRTOF Iy b eth FDT—ORFT—av|lenE §52ENTEET, ssh
%*U%b’d’@@? JRATF—=avIicATM4Y §5&, ssh lZ3FryhDES{EIHh

CEOAFLWRRICEDETRE LT BMICT—ORT—2avBTFry
t\%:u: TBEITIE FrybRICTD—IRT—2avBEEDER (IP 7RLR)

EFNB0 ~+9TT, XDM, GDM, KDM TEZNEF N Kerberos (Xt
FC\L’CV@:"?‘O Kerberos v k7— 777')’7 2avICDWT ELLIE http://
web. mit. edu/kerberos IC#H B Kerberos V5 UNIX User's Guide EHFmH< T2
\,\

6.4 Kerberos D4 AM—JL&EH

Kerberos DIRFIFEHD IV R—R U IMDSEHRINTWET, EBlHFtE 99—
(KDC) 19 RTD Kerberos BET —9 %R T HHRT—IR—AT, T
D IZATVME RN T—VIRATODEREEZIE L<EMEIES728. 2D KDC I

Kerberos ZF B LRy NT—V5RE
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TELTWET, KDC &754T7 VM. BFEVDRIEICEDE T RETINEN
HYET:

—HREV 7

FFIIRYNT—I DR EEHESRL, 6.4.118 TKerberos DRy hT—o1%
] (90 R—=V) [TEMNTWBR/NNEDOEHEH L TWBIEAFRER
LET.F7%. Kerberos DREEITAIIICHI-> T, BB ERIRLE
9,5 L<IF 6.4.278 [Kerberos DL (realm) FEiR| (91 =) &
BEFAHLIEIN, I5IC, KDC ELTEEIERY I U FRELTEREL, M
Batxal)Tq /REETRVWET, IE5ICDWT, % LLKIF 6.4.318 TKDC
N—RIITTDFRE] (92 R—) HBFmAH<IEIV, HRIC.RYNT—2
ATEREORVWRFZREREEZEAEL. IXTOFIYMICZELWIMLZR
HOTIMEEINBEICLET IESICDOWVTIL 6.4.418 BEZIRIEA DL
El (93 R—=) HBFHHAHLTIEIN,

ERRE

F91E KDC &M T7V bDEREEITHRWET 55 L<IE 6.4.518 [KDC
DFRE] (94 R—2) & 6.4.61H [Kerberos V7147 D&

El (97 R=2) ZBEHmALIEIW, /e, Kerberos H—E I LTY
E—MDOSDOEBEEMICL. KDC OEEILTWBY I I LTYIBM AT
JEREREICLFET FHLUIL 6.4.7IE [E—IDSD Kerberos EEE DR
El (102 R=2) ZHHmMAIEIV, REBIC.BFEVCOBEBROEZT—ER
IKRLT TV EERLET, 5L<IL 6.4.818 Kerberos H—E 2R
TV ILDERK] (104 R—) HHFHLIEIN,

Kerberos EREED B ML

BFEVDORYNT—IRICHDFLI T —E X% Kerberos [IGICTHZE A
TEFY, PAM 2FEBET27)r—2avilit LT Kerberos @ /X270 —
RFTv/ieesRET 5ICIE, 6.4.9I8 TPAM D Kerberos XD ERN
£1 (105 R—) DF|E%EITHR>T XV, F7, SSH *» LDAP (I LT
Kerberos MEREF AR E T BICIE. 6.4.101 SSH ICX$ 2 Kerberos EREE
DEEE] (106 R—2) ¥ 6.4.1115 TLDAP & Kerberos] (107 R—Y)
DFEZ=ITHR>T KXW,

6.4.1 Kerberos O3y 7—o i

Kerberos S £IMBEIE D /0HICIE, Kerberos #FBIT2RENTELD B
HEBZLTWRIThIERYFEHEA:
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o BEVDRYNT—IHIZ DNS H—IHEEL. V4TV e —1D HEIC
%HU%%@/%T%%)&?‘;EDTL\%);K DNS DEREICDWT, FELLIE 515
BAXR—LZRTAL (T VTT7LVR) HBFTAHTIEI,

o BEVDRYRNT—IRICY(M LY —/INHEFEELTWDBZE, Kerberos D {T#H
MABIE LSEIMEIEBICIE. Kerberos DF Ty MIZEN NI L RV THIE
LLRITNIX RSV =0, BRIOREIZ N ERZRBETT, NTP DEREHEICD

WC L BVTENTP R LIEFFZIR (1) 77L Y R) ZBima<TE
-5\/\0

- BicfH 49— (KDC) % Kerberos IBEDHLERELTHETSIE, I
IZIE Kerberos D7 —9R—ZADPRFINE T, COIIVICTTD X2 Ta
EESEEHMEAREDEL, —UDHEEZIFRWVELIIC TREEDTY,

o V547> MBIT Kerberos SR A2 LDICERET D&,

TEDETIE, Kerberos DIEEAEBERT BIHI->TRIMREDED%E Hi AT
BAEDBIERLTWET , RYRNT—V DB ECERBRIEICEDE T, FEEDES
EIEEITREELEDTY,

B 6.1 Kerberos DR, T—2fEE

EVh: Y TRYMV—T1 VT DRRE

6.1 TKerberos DRy rT7—I#1E] (91 R—2) DLDRERN TR
IBRIE, 2 D20 HTRYb (192.168.1.0/24 &£ 192.168.2.0/24) DFE
TI—TFT10 7% BELTLIEIW, YaST TOIL—F AV T REHEICDOWN

TRELE I TIb—F 1> 7 (REEHIE) ORE] (B13&E RvAT—2D
gf# T)I77LVR) HFHmHTIEIN,

6.4.2 Kerberos M8 (realm) =EiR

Kerberos IC&BEREDEBHED &%, 581 (realm) EFFUE T, TN AR IS

SOTHRNTBEDT, 7=& 2 EXAMPLE, COM D& H% R A EBIBAEN HBIF

H, B(Z ACCOUNTING D &LH7% LHIICT BIHFEEHYE T, Kerberos (T AXFE

INCFHX BT BEHMAT $HB7-8, example. com & EXAMPLE. COM (5!l 4 (D48

BEEKITZIEIRYVET . AXNFENXFZDEESEZFERALTE HFEVEHA
Y — RIS IZ B R LA FEAFEALEY,
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92

DNS DR XA 4 (F£7=I3 ACCOUNTING. EXAMPLE. COM D& H 7% HTRA(Y) &
FARATEZOERVWEZTY, FEBIlRLTWSESY, Kerberos DISAT VT
DNS #%FE L. KDC ®»ZDfthd Kerberos Y—EREFERTD LHICHKFETS

EREABMIETEIENTETY, INEITARIICIE, FBED £F#i% DNS DY
TRAAVELTERET DL ELNTLELD,

728, DNS O & risaE S E 2%V, Kerberos IXEBEEAEDZIENTE

Ft A, 7z&ZIE EXAMPLE, COM & WD 4RI A 3H B &9 5 &, DEVELOPMENT *°

ACCOUNTING & >H7: TBIGEE | A FD TFIC/ER L. Fh 5% EXAMPLE, COM (243
TV RIVDEIRIIBMESETEZEIITEF A ZORDY. Ihb%E 3 185

DERI DR EL, A —FITHR L TR AL/ 2R 2R EL. —HDEEHD

A—HPH—N\EMAOI— P —NEFRANICEMEIEZIEN TEET,

B, FTEROHRBPTIILESLET 1 DOBEAREITIEDERELE
T, COEDHEYDERS T, EXAMPLE, COM &L S4B A2 ET2 £ D& L TERER
LEY,

6.4.3 KDC /\—RY TP DRE

Kerberos A9 27-DICKRMCARBLARFNIEASRW S, BE RtV
4#— (KDC EBELET) ELTEMET BV TY DY VI Kerberos D1—
H ENRRAT—RRE FTRTOBERICETET —IR—REREFLET,

KDC l3EFa )T CHRIEEZERPOTI . HELEHMDNENITBATETLE
> &, Kerberos TIRELTWBTRTDIA—HYTHIVRET—IBEEAIET
XT LEWVWET, Kerberos DTF—IR—=RUITIEZATETCLEZIE,. ZDOT—%
R=ZIBHIPNTWBEZEDT) VN INBETZIEETETLEVET, 20
oD . DIV TDEFA) T /I TEBRITEELRETIMNEN HYUFET:

1 TN\ VIIMEBMIKBEZRDIEDTEDZAT. LEAIERONILKD
B DOABLNABIEDTERW BIESN Y —NELQEICREL TS
(A

2 KDC &R Ry NID—0 7 T r—2avid—tIEEI RV TEIN, Zhid
Y= DSATVNDEAEEHET &AL KDC TlE NFS EHTD 77
AW RTFLDAVR—KP, DHCP IC&BRYRNT—IRED BISHREHITR
IRETEHYFHE A

3 ﬂ“tataid\llﬂw/x-?mﬁﬁlz’c/rth WELTRW AV ZN—=)LEHD /3y
g—I—BERBLT AERNYT—VIEIRTTZ VAV AM=ILLT X
W, 2T inetd, portmap, cups DIEFH, X R—RADH—/\F% §RTEH
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HEF, SSH H—NIIDOWTE EBENREF I TAVRIELTAVAMN=IL
IRXTIEHYEHA,

4 X H—NEEEIE. VST AN BATAVERBELTERYERE A, ChEE
EMREFI)TA)RIICRYDD7=0TT, Kerberos AIT BEDEEA
H—IJxA RAEHEELTWEY,

5 /etc/nsswitch. conf 7/ J)LRIC, 21— FIL—TOSRBENO—HIL T7
AIWFEFERDEIITERELTLEEIV, BEFEMICIE, passwd & group [ETEED
SOITRYFT:
passwd: files
group: files

/etc 4L K)HIZH B passwd, group, shadow DR 77 )L % REL. 1758
N+ THBED (INSIENIS #58R92 IBETY) 23 RTHIBRLTLEX
(AW

6 /etc/shadow 77 ILAEKREL., root ZRSTRTOT AV MaEMLLTL
IV EFEBIZIE NNRT—R A« F/-3 | O 1 XFRICEIBRZFT,

6.4.4 RZIRIRADERE

Kerberos BNIELKEMETDEINCT B/, RYMNT—IRDEH—/NIDWT,
VAT LA ESEORZRERCTAPTETCWSIEEBRELTEIL, Ch
I& Kerberos TEREEIEHRD) FLA BT DIC. EERIBETY , HEEHI XY
NJ—20 L% 5 Kerberos DFREEEHRZRBIETd&. TN FIALTEDI—
YEBETDIENTETLEDHTT, Kerberos Tld TR T=HICEE
DR EBATOVET ZDHEIDIED 1 DHBY(L RYV T T , INEFoy
FRICEZIAATHELIET. FIYNeRET5 H—\DIRERLUNEITERETF
rybaEZ TR IGE. CNEBRTEIET VI LIEBEVWTWET,

F7-. Kerberos TIEH M LRIV TDHBRICH > T. —EEDRBERFET
WET, LALANS, OVEL—YDRAIETDIERMEEHMIFTEDICA+9R
EVIZIR>TWE T IHBEICL>TE 1 BET 30 DD LORIGEIZX HYUFE
T DEIREBHANS, RYNT—IRICEET 2T R TDRRNTIE FFEDRZI
RIERICEDEABPERELTEIV,

INEERRTEOICKRE[EALAFTEE. WL 1 BEDH—/NT NTP B H—
Ne AVAMN=IVTBIETT  E. BRYDII U TIEISA4T7VME—RT NTP
T—EVEEEIEEZMN ELE T B 1 B2 E ntpdate ZENFIE 2D (TBS
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DHEFDEDISAT VRO EELTWARWMESIC RONET) 2R ELET,
KDC ZhBEICOWTH, ACRKZRERICTLTC B4R ETHI2HRENHYZE
T NTP FT—EVAEZDOYYVTEHEIEZDIE X2 T4V RIERYIDED
THD=HD, cron ZFIALT T H 10 RREOCRIPEZEZETEIDHNLNTLLD,
NTP 2547V MDEREICDWT, LK IB YaST 2B L NTP 547V
NDERTE] (B1T7TENTP ZFFLERFZFTH, 1) 77LYR) ICEDNTVWET,

F BOAEELT.ERHD NTP H—N\E2ABLTZEIIIN—RIIZT7 D BRE
BEASZREL.ZIHS NTP F—EVICLBELRAASRETEIHEN HYET,

F7. Kerberos ICILTHYMLRYY TDLLBEDOE. BRI DR KRELFAE 75
FHEEHYET, ZDIE (clock skew (BFZIFRZE) EMUET) I krbb. conf 774
IWHSRETEHIEN TEFTLEEL TBETDREDRARE] (102 R—V) %
BFEALIEI,

6.4.5 KDC D& E

CDETIE, KDC DAV AR—ILEWERE. BLUOBEBET) /LD R
FEICDWTIRARTWE T, COFEITERDOFIEI SBHRINTVET:

1 RPM DAY AP—JV KDC &ELTEMEIEZ T UICHLTIE, FE2DVY 7R
ITFINF—2% AV ZAR—)LLET: krbb, krbb-server, krbb-client

2 BETFPMIVOBEE /etc/krb5. conf & /var/Llib/kerberos/krb5kdc/
kdc. conf DR IT7MILIC LT BEVDRIEICEDE AR EZTLAVET,
INSDT7MIVICIE KDC L TOITRTOBEHRIASENTUVET,

3 Kerberos F—#R—2ADIEK Kerberos (T RTHOT) /LIt d 55
AIERE . FREEDBRICHER IR TOBBRERFLETFLLIE 6.45.118
[F—HR—ZADERE] (95 R—) & BFmMLTIEI,

4 ACL 77MIVDIRE: EHEDEIM KDC LtIiZ#H2 Kerberos DF—4~—
AL VNE—IMDSOBEETEIEN TEXEYT, T —IR—RUI[LTARERT I
ADNEWLDICT B8, Kerberos TE7IVERENEH) ANAFRALET . BIE
EZEDF) IV HUTE BRI E— NP I EREHFRT L TT—9R—
AHEEEBTED LOICLAIFNIERYER A, Kerberos D ACL 7711, /
var/lib/kerberos/krb5kdc/kadmb. acl (ICHYET, £ L<I% 6.4.71H [VE—
A SD Kerberos BEIEDERE] (102 R—2) & BFHAHALLEIN,

5 Kerberos ¥—#H~R—ADMRE: EEEDBEIM Kerberos L1793 5ITIL D
KEE 1T ANUEDBEBE TV ONIVARTE TDIUELrHYET, )R
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JUIE KDC %&EEd 218 mLairnid anﬁ/\,o HLIX 645215 17
Do RILDIER] (96 R—) B AL

6 Kerberos ¥—EVDiBE) KDC OV INIIT7HAVARN—ILLTRHERLRERTE
%587 L7=5, Kerberos DT —EVAEEIL, F8ENIC Kerberos D —E X

ERMLEFTFFLLIE 6.4.5.315 TKDC D#LEN] (96 R—Y) ZHFMH <
TN,

7 B2BEEOTIVONRVDER REBEICBEDEEO TV /ILEBINT 0
%b\%‘)id’o BELLIE 6.4.5.2H TV LDERK] (96 R—) &8
L.37'*<7°\__‘5\,\

6.4.5.1 T—HR—ADRE

ROVEZEIL, Kerberos BN YV R UICET AT R TDIBRARF T2 7—4
R—2EFERTBIETT T —IR—RITIIYRAY—F—EHE(EFNhB, T—IR—
ABIRET DD BT —TREANDN\YITYTE) O#EE FELEFT. VR
H—F—[Z/RRAT—RH SR INDED T, stash 77MILEMIENBIBFRICIRE
LET.2hicdY, KDC DREBEFIC /SRAT—REA ALK TERETESLDIC
BOoTWET RB, NRAT—REEECPEARLREES VY LAHWTEWTH X
FHEFATS RE BEUIREDEFZRELTIEIVL,

Kerberos & —#4~_—2X (/var/lib/kerberos/krb5kdc/principal) &5 —
TIRENYI T TS BI5EIE, stash T71IL (/var/llb/kerberos/
krb5kdc/. k5. EXAMPLE, COM (C YW EF) 1Z/\v o7y LTI RYFEHA. ETITR
We T—TEFRAIND LRI TT—IR—RERFTEHIEIB>TLEVET,
ZDI, IRAT—RIELZLBIBARICIE—RERLTE N ELLUITZDOD R
27 FETRELTUWEIV, ZNIENRRT—RIIDWTEALHIDHETHRE R
Tl THEDRWE, TNYEDbNY LIGEICETTEAKAR>TLED 8
TY,

stash 77V ET—INR—REEMTBICIE, FEEDFIICETLET:
kdb5 util create -r EXAMPLE.COM -s

TBE, FEDLDICHANTAabNET:

Initializing database ' /var/lib/kerberos/krbbkdc/principal’ for realm ’EXAMPLE.COM’,
master key name ' K/M@EXAMPLE. COM’

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: @

Re-enter KDC database master key to verify: @

Kerberos ZF B LRy NT—V5RE



96

0 TRY—NIAT—KREAHLZEFT,
® /NATJ—KREBAHLET.

RETADICIE,. FEEDd—Eav Y REANLET:
kadmin. local

kadmin> Llistprincs

T—HIR—2RRNIIE. Kerberos KAERHIICERT2EHD T/ 0LD F1E
LTWET:

K/M@EXAMPLE. COM
kadmin/admin@EXAMPLE. COM
kadmin/changepw@EXAMPLE. COM
krbtgt/EXAMPLE, COM@EXAMPLE. COM

6.4.5.2 TV IVDER

RICEDBEICKNT 2 Kerberos D7) %)% 2 DIERRLET, 1 DIk B4
DEXHE.£5 1 DI Kerberos BAEDEBEEAITRILHDED T, T
0714 %% geeko EARELET, TEEDFIETERLET:

kadmin. local

kadmin> ank geeko

TEDLIBHADRTINZT:

geeko@EXAMPLE. COM' s Password: @
Verifying password: @

O geeko ICHLTERETE/IAT—REANLET,
0 geeko ICHLTERETE/NNRT—RZ2EANLET,

JRIC kadmin 7OV 7 RS ank geeko/admin & A AL, geeko/admin EWLNHE
BIDFY VI NIVEERLET, I—HRIC adnin EWDERENMTELTVET
M. ik O—/4 EEENRDEDTT , ZOO—ILIiE Kerberos DF—49R—E
BEOBRICERLES . I—HICXZThZho BRICEDET.EROO—IL 5%
ELET . O—ILIFEULIG ZRITTN . BRBTAVVMIRYET,

6.4.5.3 KDC D&

KDC 7—E>v& kadmin T—EVAEEILET . T —EVAFHTRE;T S (ZId.
FNEFN rckrbbkde start LU rckadmind start EAALET BV RT
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LD EEL/=EZIZ KDC & kadmind ZEEIIH /=W 5E X, insserv krb5kde
HLY insserv kadmind EANTE M ELLIE YaST DS VLRIV I T 49 %fE
RALET,

6.4.6 Kerberos 7547 MNDERTE

DNS % NTP & DAV 75D E>TWT. hD KDC DERESEEDSZTTLT W
NUE EOPKITAT UMV BIDREEITROIZENTEEY, YaST ZF AL
T Kerberos 7547V MR ET 2N ELLIETEICRY 2 DOFEFETENE

THIENTEZET,

6.4.6.1 YaST #FfIA L7 Kerberos 75147 NDE&E

Kerberos 7547 N L TEIMEIEBICHT-> T BEETILTDRESR FEE
TEHEITDLYE, YaST ICZDEEETRDOERIFIHNERTY, Kerberos 75
AT VME BEVNDOII VU EAVAN—IVTBREICERTET S TENTEBIEN 1V
ARN—ILBEHDIIVTHERETDZIENTEET, EANICIE TEROFIETITA
WXd:

1 root TAYAVL, [Ru,rT—2%—EX] > [Kerberos 251 7>,] %R
LEF Y (B16.21YaST: Kerberos 7547V MDEREE] (98 R—2)) ,

2 [Kerberos #@&H 73] %:EIRLET,

3 DNS R—2M Kerberos 7547V "NaiRET I, FERDFIETITAWE
9

3a DNS R—ZXDEED Kerberos 7547V hNaRELEFT,

3Ed: DNS Y R—bDfEF

DNS H—/\h" Kerberos FEDT—4 %R HE L TLARWZE L.
[(E7THFIC DNS DERET—SEKETE] DA Tav% &R
FHRIEFTEEHA.

3b F4vEEDBREY OpenSSH ~D ¥, BFZIFIHIPHLR PAM 32 E
BREE TRIGEE. [HFMRE] ZRLIT,

4 EED Kerberos 7547V MNeRET BICIE, FEEDFIBETITRVWET:
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4a TYTRBFEVDORBICEDE T, [BLZEDIX71], [BEEDRELE],
[KDC #—/YFRLX] TN ETNRELET,

4b F4 v NEEDRREY OpenSSH AD 3t BRFZIRIHICHE5R PAM 3 E
BRE% TRIGEE. [HFMRE] 2RLET,

B 62 YaST:Kerberos 254 7> DEZAZE

Kerberos 7547 DR TE

Kerberos (AL (T)
® Kerberos EEHT3 (U)
%) TS DNS D SREF—FEMETS (5)
EARM% Kerberos ORE
BEED KA1 (D) Bise 4Rl (M)
example.com EXAMPLE.COM
KDC 4 —FKL2A (K)

kdc.example.com

BHRERE (V)

I (H) FvEI (C)

(FARE] FAT7ATTFry NEBDA 3% 5RE TS (K6.3YaST:
Kerberos 7547V MDEERIRE] (99 R—)) ITIE, FEEOWThh %
RELEY:

TV FEDS17814] & [BEEDERHEELZ1T751A4] ICDWT H
S/ BAUTHRELEY BFNThBRFORICEAZRIISICI A mEA
A2 ETNENRE B/ DEUTOREICRYET,

© BELHBIBTREIETEDLIICTS (FryPethDRANTERTS 55)
I (& FEEZ750] 28 RLEY,

s FEVFEDFIYNERETEDLDICTRICG. [REFEZS] B IRLE
ED

o BFELD OpenSSH IZFF LT, Kerberos ZREEANDX G EITRbOELWGE

I BEETZFvIRYI RN E AN T, ChickY ., 75147 ME SSH
H—/NIxF L. Kerberos 7oy h&EFIBT2EIICRYET,
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» Kerberos HIL\HIE‘\—DL\—C¢#/E0)1 'H'Tj]"j/ I‘@%E’.%B%%L/t_\:\i’%ﬁ‘i\
[(RNhz2— /D] DIEAEBELE T, CDEIF. FcEAIE AT LEEE (root)
T OJAVIRIKBWGEREICFIALET,

. '9/1’19(’9/7t?:ﬁ\,\@d'\xl\ﬂ#?ﬂt@%ﬁf\nfr"héﬁ#ﬂ%’é: ZET D ITIE,
(2O0vodDXL] DIEEZRELET,

o NTP H—NZF ALY AT LRRIDORBZTRWWEEIE. INTP DR
E] R ELET, DRI %G E, I8 [YaST #FIFH LA NTP 3547
VINDERTE] (BB17ZENTP &F7/F L /=FZ)/a457, 1)o7 R) TEREALTW
3 YaSTNTP SAT7 VNI AT O DARRIINET FRENT T I5E, YaST
L TONEREEEITR>/-14. Kerberos 7547V M FBETES £HIC
RRYFT,

B 6.3 YaST:Kerberos 254 7> FDEELFRTE

Kerberos #5447 FOREMERE

PAM B | BB PAM BRE | PAM H—E 2
Firo b OmtE
BEDS{7514 (D)
1d
BiEDBEATARESSAIFTA(F)
1d
EEREZSS (W) RIBFIREZS (P)
TRIOY—ER ¥ [ TRIOY—EAERA

OpenSSH #54F bk B® Kerberos #i—h (S)
%) FEB A — AR ()

B1.2—% D (U)
]

2092 DEL 1)
300 NTP DHEE (N)...

1—HF—SDRE Q) -

~T (H) Fl (C)

(B#EZ a1/ PAM RE] & [PAM #—EX] DHTTODEREREICOWVWT EEL
KBARDRF2XT—>3 (6.5 [T5L5HE]I (110 =) ILBR%
NEHNINTWETY) & man 5 krbb, conf DY =TI R— (krbb-doc /3w —
VICEFEFNTVWETY) & BFH<EI

6.4.6.2 Kerberos 7547 NDFEIRRE

Kerberos #F{EETHRETBICH->TId. 2TEEDAHETHRETHIE I T
F9, 1 D2I& /etc/krb5. conf 77/ILAT BEEDRELSMITZAEEDIT D
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I< DNS ICLBENRAREREETHD HETT, DNS DFREDIHEIL. Kerberos
77)r—3VH DNS LO—RAEFIE LT, KDC Y—ERDGRERFELE

T EEDHRED HEIE. krbb. conf RIC KDC H—/RDERANEE IBELET
(KDC DY —NENEE|TAR>/Y BB AEDNEDLoY L HRIIE. BER
FNBEICAVED),

DNS R—XDFREDIFIN KLY FERHRRLHEATHY, FREICOH I B FEHKREL
BLIEDNTEFT, LHLAHLS, F88 (realm) BDEHELD DNS KX1Y H\
LLIEHTRAMVE—BLTWBRELRHYE T, 7=, DNS TD Kerberos 5XE
. X1 ) T EATETORELNHYET, HEED DNS H—EREKRELLL
SRIBE (R—LY—N\OY—ERELESHTLE>/LY, DNS LI—RAEEELTL
Fo7VY) . Kerberos DAV IS AR IF v IBINTLEVWET  LEL.CD
EORIGETE REDT—REEE LTEY—ERADNELETEREITOHEERHIC
RYFT . F BEDHRETH. krbb5. conf FIIC IP PRL A TIHARLKRANE TR
E LEGEICIE P& B EENRE T 2L HYFET,

EE D& E

Kerberos & €T B7=DDME—DEIE. /etc/krbb. conf ZiFETHIE

T ZDIT7MINIBEETI YV AM=ILINDED T, HLAREREHHEHN
TWET REETAIICHIATUEL. IhDE BN TITTHELTLIEIW, e,
krb5. conf (FER DI avHhSEBHRIN TV T TRETNOEDZRNIEKIF
T ELSNTWEY (B [this]),

Kerberos 7547V NDEREATERIICIE, FERDLIRtEIT3v% krbb. conf
IBINLES (ZZ T, kde. example. com (& KDC MRAMZELET):
[libdefaults]

default realm = EXAMPLE. COM

[realms]
EXAMPLE. COM = {
kdc = kdc. example. com
admin_server = kdc. example. com

}

default realm MITTIE. Kerberos 7 r—>ay TOBREDMEEAZRELE
T AEHDEEERELLWGEIL, [realms] /¥ avyATEMLET,

CDI7AINTIE. T TV =23V QI TRANGEBEHEED LI HIGDITS
DMIDWTEREELET . /& ALY E—PDERRAMI BRET2LOB54,
Kerberos DSA7S)IZZFDHRAMIE DB A FRTREINEH>THMNE
Np2=HTT . INODEREIL [domain realms] 23y TITRWET:
[domain realm]

: .eiample.com = EXAMPLE. COM
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www, foobar. com = EXAMPLE. COM

LEEDERETIL, example. com @D DNS RXA 1 &L TId EXAMPLE. COM
Kerberos f8ii%=FIH 92 RERICARYET, 7. www, foobar, com &LV HAERD
RAME, EXAMPLE, COM DFEIICT T2 AV /N—THZEDEHIMIEDEBRICA
UEd,

DNS R—2MDEE

DNS R—2 M Kerberos 2 E TlE. DNS ® SRV LOA—RA$EHIFERTS
ICARYFE T ZELIE http://www, ietf.org ICdHD (RFC2052) A DNS RR for
specifying the location of services (R58) AHFHA<LIZIWN, BARFERICDOW
TlE, http://wwwbd. biglobe. ne. jp/ " stssk/rfc/rfc3597). html RmEDSEE
BEBFHEHEIN,

Kerberos (ICEWTIL, SRV LO—KRDEZIRIEIC _service. proto.realm &L
WK TR LET, I T realm DEDICIE Kerberos DFEEAAVE T, F
7. DNS BB XMV BT AN FE NI FZEXFILEHAD . CDEREH E
ALK B8 AXFENXFERXFIT S Kerberos DRI D EHE A DN E
AXINg CEISCERELTLEIW, /2, _service ICIEH—E R & (KDC »/8&
T—RHY—ERREIBETRRICIE BR2ER1ZFER LET) KMAVET . I5
IC _proto l& udp ¥4I tecp DWTFIHATETD, 2TOY—ERDEADTAO
FLISRIELTWB DT TR AW EICE FEL TSI,

SRV LOA—RDT—48Rd BEIRGLDEEVTA ME R—ESERAME B

SERINTVET BEIRLIE ERORANDHHLWT A EEIRT D KR,

ENEBENICRRIZONZIHELEY (BWMERFESWVEEIRMZ TRLE
T) cFVIAMEIRRCBEIRGOERDY —/NIHL T, H2EOETDE
ZTIRIODETY REZLEELABWGEIE, 0 ZHBELET,

IRBF R Tl MIT Kerberos (3 —E XA HE T 2ICTEED BRI ZRFELET:
_kerberos
ZDEHNE KDC T—EV DB IRICFHALET REsLUFrvh
FITY =) F2EZETERDOLIICRYET:
_kerberos. _udp. EXAMPLE, COM, IN SRV 0 0 88 kdc.example. com.
_kerberos. _tcp. EXAMPLE, COM. IN SRV 0 0 88 kdc.example.com.
_kerberos-adm
COERNZVE—NEBY —ERDIGMERIBRICHIALEY, EXIE TR
DEIITRYET:
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_kerberos-adm. _tcp. EXAMPLE, COM. IN SRV 0 0 749 kdc. example. com
kadmind (& UDP (T L TWARWES, udp DL O—RIFEZRELEFHA,

BEEDHRET7AIVCTIK. 54TV M LTHEEDHR AN example. com D
DNS RXAYVRICEELARWEAS TEH, EXAMPLE. COM DB ICH BT EEMOED
HEDHYET, CNIE TXT LOA—RTHRETDEDT, _kerberos. hostname D
SO RTHELETF T LEAETRDOLIICHRYET:

kerberos. www, foobar.com. IN TXT "EXAMPLE.COM”

BrEt DERZE DERE

FFZERZE 3 F Iy eZ T ANDER RAMID Y RT LEZIEF Ty bDYA L
ARV TEDET. ENLEFDALZHFR TEDONEERETHETY BT I

REELT3I00# (59) 28 E LET . NI Fry MBI NIRR & —
DEZEDET, 59 BMDOXLZHFAL. 5 BRIDEDHD 5 FRDEDITR

IFANBERIC RYZEY,

NTP ZF AL TELTORRAMDFZIRZT > TWSIRA. CDEE 1 9 2K
RENIBRETDIELTEETRRIFREDMEIE /etc/krbb. conf ITTEED
FOICERELET:
[libdefaults]

clockskew = 60

6.4.7 YE—MHDSD Kerberos EE DR E

Kerberos D57 —4R—Z IR LT, KDC OAVY—ILICEET7IERXT 3L
DHETTY NIV EBILIZVEIRLIZYTESZLSIZTBITIE, /var/Lib/
kerberos/krb5kdc/kadmb. acl 771 L &#fwSEL T Kerberos B H—/\%&FE
LET, ACL (ZVEREIEYZAR) 771V TlE, ¥ERAZRET DI ETIEMEAR S
ETRITENTEET £ L<IE man 8 kadmind TRERINBZT =TI R—
EBFHAHLEIN,

CITIEESBRICHLTHEREZEBINL. T —9R—RAEEEBTIXELOICTS £
DELEY, FERDITAET7AIVIEILET:

geeko/admin *

ZZTgeeko B BEDI—HEICBEIMAT LIV REERMIESIC
I&. kadmind = BEFHITEILENHYVET,
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INT kadmin V—I)LEYE—IDEITTSHIE T, Kerberos DEEBIEE%E 17
BRAZENTERLDICRYEL FTIXEEEO—ILDIODFryiha BEL.
FOFryhAEFIBLT kadmin H—/NICEH LTS

kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE. COM:

kadmin: getprivs

current privileges: GET ADD MODIFY DELETE

kadmin:

getprivs AV YV RAEFIATAIET. FORETHE >T WAIERATERTZZEN
TEET, LEEDHITIE. 2 TOMERZRF>TWS Z&ZRLTUWET,

ZZTIk=E AL, geeko DTV EBETSDE LET:

kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE. COM:

kadmin: getprinc geeko

Principal: geeko@EXAMPLE, COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE. COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify principal -maxlife "8 hours” geeko
Principal "geeko@EXAMPLE.COM” modified

kadmin: getprinc joe

Principal: geeko@EXAMPLE, COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (geeko/admin@EXAMPLE. COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Kerberos ZFB LRy NT—U5EE

103



Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin:

LEEOHITIE. FrybDBERHARD R KER 8 BFEICERELTWET, kadmin
ARV REFIBEEERA T avD—EICDWT, ##LLIE krbb5-doc 73y —
SHAETELIEIV, F/2lE, http://web. mit. edu/kerberos/www/krb5-1.8/
krb5-1.8.3/doc/krbb-admin, html#Kadmin%200ptions % man8 kadmin M~
ZaTIR=VICH BRI HYET,

6.4.8 Kerberos —E X))V DYERR

CZETOETIE. A—YDRAEBHRDAEEYIR>TEF L, Kerberos B
B Y—ERATIE. P—ERETNEEDISAT7 Y M L TCEREI AT
Bt HYFT . ZDO. Y —EZRBIDTY o)Ll DWTH, IRLEE DA
BIZ#H % Kerberos T—9R—ZICEFLTEIRIFTHIERYFERA EZIE
Idap.example.com T LDAP H—E 2 &R L TWBIHE. H—EZX TR
JLELT Ldap/ Ldap. examp le. com@EXAMPLE. COM A &4k L. 27547 M L
TEREECTEBLOICTBIRELHYET,

H—ERXTY VI NIIVDREIE, V—EX/FX ,FE0REE DEIIERLET,
ZZTT hostname |ZIE. TRARD TLIBEFRAM VB &R LET,

Y—ERRRFELTHATRRLEDII TELEDESYTY:

Y—ERBERF Y—ER

host Telnet, RSH, SSH

nfs NFSv4 (Kerberos SFIGDED)
HTTP HTTP (Kerberos X I&DEHD)
imap IMAP

pop POP3

ldap LDAP

104 tEFxa)F4H4R


http://web.mit.edu/kerberos/www/krb5-1.8/krb5-1.8.3/doc/krb5-admin.html#Kadmin%20Options
http://web.mit.edu/kerberos/www/krb5-1.8/krb5-1.8.3/doc/krb5-admin.html#Kadmin%20Options

H—E 2T EaA—F TV IVITBITWET A, KX<ERZEFR A
HYUET, - TV DRIF/SRAT—RTREINTWNT, 2—H1 KDC
DOFIryRFAForyhaZtlbE, FrybhzE5ETDHHIC /XAT—KD
ANDPBEITBRYEY O LSBHHAMI T —ERT 2L ITIEFEBICHE
BEDICHR>TLEWN. ZDFETHho/cETDE EZIESSH T—EVAFIES
HTWBIEE. SEEICEI/NNRT—ROATDPREII B>TLEWET,

H—ERXTY VNI TIE DO F vy heBSbT2DICNELRBIIEESE A
KDC ho>—ERITRYETEDEL, keytab & HENZO—HILT71ILICIRE
LET, SSHTF—EVDLIRHY—ERT HhiE, COREEFTHAATHERL, &
ETHNIEHFLWFryh=BEMIC BISLE Y, keytab 771ILIZ. BEETIL /
etc/krbb. keytab ICEEEINTWLWET,

jupiter.example. com IS L TRANDH—ERT) 2% BT BICIE.
kadmin £v¥avHTREOIYYRZANDLET:

kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.

Password for geeko/admin@EXAMPLE. COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example. com@EXAMPLE. COM;

defaulting to no policy

Principal "host/jupiter.example. com@EXAMPLE. COM” created.

HFLWTU LI L TRRT—RERET B DYIC -randkey 757 %R E
L. kadmin (Z LTSV LRBEERTDLIIEERLTVWET  ZhiEZDTY)
VORI ITRLT 02— REEEILIZVWERDHEBIEICEVET, DOF
YU, ZHUIe oI/ T B —NTHIVNEWITEICRYET,

BEZIEAIRYE L. O—AILOD keytab 7711 /etc/krbb. keytab RICREL
FTZDT7AIER—X— 21— DB LTVBRELD THBIH, FRDD
YYREERTTBICE kadmin YL % root TRELATNIE RYFEHA:
kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type Triple

DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5. keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type DES

cbc mode with CRC-32 added to keytab WRFILE:/etc/krbb5. keytab.
kadmin:

FEEDMIEAET L=, Eh?‘t\_ kdestroy A< K% FIAL. kinit TEUS
T-BEBFIyRNERELTES

6.4.9 PAM @ Kerberos 3D B XL
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openSUSE® T pam_krb5 &LV PAM £V 21— LA AHINTWT. IhE
FIFAd22&T Kerberos DO AV EIRRT—REHF % TRITENTEDLIIC
BoTWET, ZDEYa2—)LIE. AVY—ILTO OJ 1% su, KDM 2ED TS
TAANRBRATAVTT)r—>3y (A—FHRNRRAT—REREL SRR FROT7 S
D —2a il LTHIEAD Kerberos F4 v haRG I 7-W5E) THETSZ
EMNTEZEY, Kerberos [T 5L PAM %Z5&E T BICIE, FEEDOY VK%
ABLET:

pam-config --add --krbb

LEOITURIZEEED PAM BRET77A1 LI LT pam_krb5 £V a—)L%BHN
L. ELWEFR THUOHINDEIICEETDEDTY, pam krbd OFEAAEICD
WTLYHNWREAITAD IZIE, /etc/krb5. conf 77/ IV EIREL. BEED 7

TV —2avk pan ITBIILTLEXW, L& man 5 pam_krb5 THR Ihd
a7 IR—=IEBFHRMLIEIN,

pam krbb €Y a—)bid, A —HERAED—EE LT Kerberos F47 v b4 FER S &
IRFYRNT—=IH—ERIF LT HFIKET SNTWShiFTlEhYEzRFA N
F2<KBRDBET, FeDOETH LS SRIBLTVWET,

6.4.10 SSH IZ3x9 % Kerberos EREEDERE

OpenSSH (&7’ ORJ)L/X—=Ta> 1 & 2 OEAT Kerberos FREEICXT LT LY
F9.,/3—T3> 1 Tld, Kerberos F7y bR ET5DICEHKATONIIL Ay
T—UAFBELET,/N—V3Y 2 Tl Kerberos #BEFIBTDEO7R A AIC
IER>TELT ., ZDRHYIZ GSSAPI (General Security Services API; SR
Fa)F4H—ER APl 2FBETELIIA>TVWET, ZNid Kerberos EHD
TATSIVTAVI—=TIAREWNIDIFTIEAL, Kerberos ¥ SPKM D&%
NRBR AT LAREDEII R R AT LOHEMERBRRT S0 OLHE
HTY, 72 L. EH®D GSSAPI TlE Kerberos ICDHF L TWET,

sshd T Kerberos sREEAFI AT SICIE. /etc/ssh/sshd_config 77 IV &fmE
LCTFERDATvavaskELxd:

t ORI NR—T3y 1 EITORE

#

# KerberosAuthentication yes
# KerberosTicketCleanup yes

F7AMINAR=U3 Y 2 AITORE - TENREIBLEZFMALTIREIV

GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

REAZHELD, resshd restart EAALTSSH F—EVABRZEILET,
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ZOM3J)L/N—3> 2 T Kerberos SR AFI T 25813, 7517 Ml T
Iﬁﬁt:ﬁ&wm@f:&)@aﬁi%ﬁ@o'«ttsu\o;ﬁmt_cat/z-r/,\éﬁko) BE
74 THS /etc/ssh/ssh_config 77 M)V % RET B HENHBIFH,. 12—
LANILTE 7/ ssh/config 7ML EREL TRIBT D AEDHYET . LWThD
T7AIEE . TRD 774U GSSAPIAuthentication yes WA TV ava B
sELET,

N T Kerberos SR AFIA L THEBGEITROIIENTEELOICARYELE,
klist AV RZFBTEHIET. BIAFIYMNEE TETWAHEIN AR
TE, SSH H—/N\ITEKIHIENTEEY, SSH 7O D/N—T3> 1 %fF
FALEWESIE. AT YRSAUT -1 EWIATYavaigEE LTIV,

eV BINER

/usr/share/doc/packages/openssh/README. kerberos 774 LTI,
OpenSSH & Kerberos DERICDWTELYEELWERBAD 2HNTUVET,

6.4.11 LDAP & Kerberos

Kerberos 29 2154, I—FDER (21— ID, VIV—7, K—L F14L 7Y

N)7AE) Ry R — OP\]Luﬁﬂ*ﬁ?étdi LDAP 2FH$2DH BE—DHET
9, LDAP 2R AT BICH =2 TE ATy ADOBEEPZ DD WEHISFHET S
e BERESIEANZALERETIVELSHYET, 1 DORREKELT,
LDAP DBEZDEDIINLTE Kerberos #FHT2 AiEDHYET,

OpenLDAP T‘i%<o)nlu\uE§—:]"E% SASL %XEE—C% L/—C\/\ij_o SASL &1&
Simple Authentication Session Layer OBE T, > T IR SR T RE A 1R LT

5 EDTY, SASL IFEARMICIIFREICHER T L %R INARYNT—0 T
OMILTED, SASL DERE(L cyrus-sasl EMIENDZEDT, %< D B AH
EICTRHISLAREICAR>TWET, A48, Kerberos MEREEIE GSSAPI (General
Security Services API) 2B TITAWE T BEE Tld GSSAPI @ SASL 75714
VNIAVAM=ILENT WLz, LDAP #F BT BERICIE YaST A5 cyrus-
sasl-gssapi /Ny —I% AV A=)V LTI,

Kerberos IZF LT OpenlDAP H—/"~AD#E{GEBFMICT SITIE, Ldap/
ldap. example. com EWDYEZFRD T L EER L. ThE keytab RICEN
LEY,

EEE TlE, LDAP H#—/\slapd (E ldap D1—HFE LV IL—FT EfEL.
keytab 774JLIE root TOHFHAALIENTERLIITR>TVWET %
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D7, LDAP BIDRE% ZELT root TEIMETBLIIC RET DN

£ L<I& keytab 771V % ldap ZIL—F D oFmHMAL TENTESDLDIC
RETIMNENHYET,BEIL /etc/sysconfig/openldap 771 ILNT
OPENLDAP_KRB5 _KEYTAB MZEICK L. keytab 771D HZFrEIEEL. H

D OPENLDAP_CHOWN_DIRS MZEHUIK LT yes #5&EL7=HE. OpenLDAP
DEERY TN (Jete/init.d/ldap) HBEEIMICEELXT.ChHD B
EIEHOENLCDEREFTADIO FICERETROLBIEIHYE A, T/,
OPENLDAP_KRB5 KEYTAB ICfAIH35E LA WG A I, /etc/krbb. keytab LATFICH
BEEED keytab BMFERAIN, FEODLDICHEREZFIEETRELRITNIERY
FHA

slapd % root THEENT BICIL, /etc/sysconfig/openldap 771V &fRELE
+,%Zh 2N OPENLDAP USER & OPENLDAP GROUP (& (T3t L T, 4FEEICOAV N (#)
=% ANTIAAVITIMLTLEEL,

7 )L—7 LDAP ICX LT keytab 771 )L DFRAHAIH DN TEBLIIITBICIE. T
EROLOICETLET:

chgrp ldap /etc/krbb5. keytab

chmod 640 /etc/krbb5. keytab

£)—D2D (ELTHEZLKHKBECHBHEBHND) HiEE LT, OpenlDAP (ZxFL
THBD keytab 771 IV EARE TR HENHYET, TN EITRIICIE kadmin
% #2EIL. Idap/Idap.example.com 7))L EBIMLIE, FiED L%
ORVR%E AALEY:

ktadd -k /etc/openldap/ldap. keytab ldap/ldap. example. com@EXAMPLE. COM

ZTDE. FERDEIICRITLET:
chown ldap. ldap /etc/openldap/ldap. keytab
chmod 600 /etc/openldap/ldap. keytab

IS BB keytab 771V AFEATSELDIC OpenlLDAP 1A ET 5 ICIE.
/etc/sysconfig/openldap RICHDTEED EHAELERLET:

OPENLDAP_KRB5_KEYTAB="/etc/openldap/ldap. keytab”

11T rcldap restart OOYVRAEZEITL, LDAP H—N\Z2BEHITNIETT T
ER

6.4.11.1 LDAP %FlI A L7= Kerberos EREED

ZZETODFIET. Idapsearch D&Y —ILT Kerberos 585 % FIATE3&L
TRV FEL,
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ldapsearch -b ou=people, dc=example, dc=com ’ (uid=geeko)’

SASL/GSSAPI authentication started

SASL SSF: 56
SASL installing layers
[...]

#f geeko, people, example.com

dn: uid=geeko, ou=people, dc=example, dc=com
uid: geeko

cn: Olaf Kirch

[...]

LEDEBY., |dapsearch ZFREENYSE GSSAPI SBREED AV E—IDNKRER IhZE
T RDAYE—JIIERARBRAY =TI, tF2 V77D EFH (BEL
T SSF) 7 56 TH3 EERLTVET (56 IEEEDHF T, DES DIESED
EYvhETHZ 720, LFEAINZET) . Thid GSSAPI DERFEAIE LKEMELT
WT., LDAP EiCOT — Y RELHBFRIFOLOICHESIELEZFIALTWSI %
~LTWET,

Kerberos CIXEREEIT N ARICEMELE T, chid2— B HH LDAP H—/\I(C
ﬂl./—CDb DIET%?LH'—C’-J~< LDAP -U-_/\:E)j- -U-Lk_ﬁ L—Cu:u nET%M‘%b\ %5;
EHERLTVWET IS, CNITHREE S RELTVWAARIER LDAP H—/N\Tl3k
{CIELUW LDAP H—/NICR L GRIEL TWB I E % TEER T D 1=DIL BT A
T9,

6.4.11.2 Kerberos 888E& LDAP 7/t R il

CZETOEET. E1—HITRH LT LDAP 2—HLO—RRWICHZ OJ(voT
IWOBMABETEDLICTRIENTEET /&AL joe IIXHT S LDAP
MDIEBR M. uid=joe, ou=people, dc=example, dc=com (CHDETHE, /etc/
openldap/slapd. conf ®F7 Ut AFEIT TFEDLIIC EBARLET:

#éf@%@%?i<ﬁﬁ*ﬁ6twh VERRERETY
access to dn.base="" by * read
t B1—FICHLT. BEOOTA VY I EERTESLIICT HHRE
access to dn="x%, ou=people, dc=example, dc=com” attrs=loginShell
by self write
P EA—FHPLETCOEDEFEH2ADDLDICT BERE
access to *
by users read

2 DHDEXTIL, & nn..\u EEEADI—HISH LT BB HD LDAP IHERIC %%
loginShell NDEZAHERZMELTVWET, 3 DHDEXTIE, £TDER:E
BHL— *ﬂJ‘JL’C LDAP DBRSERIE L ~DFAAAERZHRELTVE
ED
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CZCETDFRETIE 1 2RF, RAEALPTVERBISHTZEZFLRITTWEY, £
&, LDAP H—/\H¥ Kerberos | 1—1 joe@EXAMPLE. COM &LDAP M3 5!

4% uid=joe, ou=people, dc=example, dc=com ZEDLHICLTHEUDITEH. TT,
ZDEIYYHTIE, saslExpr EWDTALITA4TAFBLTHRELET, L&A

DFHITIL, slapd. conf IS LT TFEED {TABIMLET:

authz-regexp

uid=(.*), cn=GSSAPI, cn=auth
uid=$1, ou=people, dc=example, dc=com

EERNEDLIICEMETZ2DNHDICIE £ SASL A1—H %R .&a‘élﬁ'}\
OpenLDAP (& SASL ITIREIN/=&AT (7e& A joe) & SASL DERTE (ZIT
I& GSSAPI) MBI B AN T5IEEH>THMELIHYET, ZODWU'C“LJ:\ 7=
EzE uid=joe, cn=GSSAPI, cn=auth D LHICHYET,

authz-regexp N EINTWBIGEIE. RID/NSA—4 ELTERKREAFEH
$BHIET, SASL DIFEBASERINT DN #F vy LET, ERKR|BH TV F
L7=3% & (3. &Rild authz-regexp D 2 DHOD/NSA—YTEEZBLZONET . Z
DIB, $1 DEDIE. ((*) DERKIBT vy FLAXFEINIEZSHRASNET,

ISICEMARIBAFEISEETEEFT  LVEMATALINIEBET Hok
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PolKit Z# A L7 #&RE2
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—IZIFBRNEHAAEINTVWT,. AT VR SAVY—ILHDSRIBTEEICIE. 2D
BREAEFALTIEELET, b, FIAARELRR) Y —D—EIL, pkaction I
YVRTEREBTELY,

MERD—ERREZR (pkaction)

AE /NS A—FHEIEELRWT pkaction A¥ >V RE £795&. FIETRER

2TOR)Y—AFRKRLET, --show-overrides A7 avaieEdTsE B
EEEITERD 2TORYI—%RRTBIENTEET HFEDRIEBICHT
BHEMRA IR TTD BEEMEICRLAWEAE, —reset-defaults MF F
ToavEBFELCEIW, L L man 1 polkit-action ZH5EHALIEILY,

BELER)Y— (FRDOFITIE org. freedesktop. loginl. reboot) (ZxFL
T HERIERERERITSICIE, FED LIS pkaction AYV REFIFAL
E3CM

pkaction -v ——action-id org. freedesktop. loginl. reboot
org. freedesktop. loginl. reboot:

description: Reboot the system

message: Authentication is required to allow rebooting the system
vendor: The systemd Project

vendor url: http://www. freedesktop. org/wiki/Software/systemd

icon:

implicit any: auth_admin_keep

implicit inactive: auth admin keep
implicit active: yes

auth admin keep EWOF—T7—RIE, A —HFITHLT /RRATIL—XDAH%
KD, EWHIEKRTY,

¥ E2: openSUSE IC$135 pkaction DR

pkaction I NI& IRETDEEEMEICHLTDH ENELET,
openSUSE ICHBIT2BIEBE—ERRLIEY. EtLiY §22&id
TEFHA. INSERRELEZWGEIE, 9.2.218 [BIEDIERDE
ol (132 R—=Y) BFHHLIEEL,

BARERERD—BRR TOvy /EYEL

polkit-auth

BEDI—HIIT T B RHNRERE —ERRT 5ICIE, FEeDIATY U/ REE
TLET:

polkit-auth ——explicit-detail --user USER
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LERTIT USER 5RO AI—H ZICEEHR I TLEIWN, ——user T av%s
BEETICEITITRE. AVYRE 2T LAI—YICT T EERIBERER L
F9.2EL<E man 1 polkit-auth ZHFEH I,

9.2.1 RE77MILDER

BEIFAIVERETDIETOMERERIE. EROTI Y (EXERED F—
LARDAVE1—4) ICHLTREILRY Y —2BAET3LORIBEICENTT, BE
T71IVDIRETIE BBEOWEREARNEROM AL R ITDHIEN TEXE
ER

9.2.1.1 ERODEREFEATZ-DDREI7MIEIE

openSUSE TIXBIEDMERRRE%= 2 FBERELTWEd . ThTh
/etc/polkit-default-privs. standard & /etc/polkit-default-
privs. restrictive EWD 774V TT, 3£ L<IE 9.1.318 TBXEDHE
FR1 (127 R—=2) HBFAHLIEI,

ERZEEHMBICERZRLTERLEWEARIE. /ete/polkit-default-

privs. local 774V AZHIA <23V, CZTHRELMERIZ BDEERET7IL
TREINLLHEDOLYE BIEBEL GERAINSIIICAR>TVWEYT £/ ¥ER%
EFET DL, RVO—T770ILIATEBINMLT, FEEOER TR A LTI
SHER D3 FIF> SHEEDE v 320 —BFEILIDE > 320 EffpDE v 320
TzEZ I FEEOLIITRYET:

org. freedesktop.policykit. modify-defaults auth admin keep always

H AT RER £ TOHERFB R F 2 —ERFISICIL, polkit-action IV RER
TFLTKESW F, By 3y 8S5A—4I01E TROEEBRETEIENTE
F9:

yes

HEREMNSLET,

no

ERES ZBWEIICLET,

PolKit Z# A L7 #&RE2
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auth self

ERNMVELREZBICBZFBHD (FTHELEA—HD) /XRT—RZ2 AN
TBEIKRDET,

auth _self keep session

HERNDEREX £y avNT—ERATESES O (FUHLE 1—H D)
R2T—REANTBEIRDET, REFBIE Y2 RUEITH U THERA A
5LEY.

auth _self keep always

ERIMVELREE, —ERLTESBED (FUOHLAI—HYD) /1XRAT7—K%
ANTBLIKRDFT, SRR Ty avEEe. SRIERINS YTy
I LT HERAEMSLET,

auth admin
ERANEAREX EIC root D/SRAT—REANTELIKDET,

auth _admin_keep session

MRS NEREE By ayRT—ERL T root D RRAT—REANTELD
KOFT, B EIF Y avREICH L THERAM S LET,

auth _admin keep always
ERNNREAREEX —ET root D /NAT—REANTELIKRDEFT, 32
iglIEyYave ks SBRIERIND Y avICH LT H#ERAFSLE
ERS

/etc/polkit-default-privs. local 77MILEREL]: HElI. TEERNT &R

I 5781 set polkit default privs #ETLTEI,

9.2.1.2 AR HER RT3/ O DRETIF7 (I8
1E

BAREYLMERRIL /etc/PolicyKit/PolicyKit.conf 77/ CERELE T, 2D
E 771U PolKit @ DTD ICfito7 XML OFRICA>TWET, openSUSE
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IKRBINTWB 7SI, BUICBERAYY EIL—IER <config> 1 BF
NTWTIREETRIHB AL configd ¥/ NI LET,

match

BEPe1—HAEIELE T, match (CIE 2 FEEED B (user, action) ZIE%E
TEEIA . VWITND 1 DDAEIRELET, natch ZEANFTIEET L. B
MEEAEDEDZIENTEET T/, BHIEICIK POSIX OILIRIERKIR
ERRTRIENTEET,

user=USER

1 DFRBEROATAVZEBELET T ERDOERZIEET S%E
(& ) BB TREI> TS,

action=policy

A F TR —%IBELEY FMAATRELAR) O —H#AFO—E% X~
FBICIE, polkit-action AV RAEMFEA LEd,

return

PolKit 2NREN T ZIGEEIEELE T, 1 DOBHIELITEIEETRIEN T
X, result=valve DA THEELET . MED—E(L 9.2.1.118 IFEEEDIER
BEATRZHRODRET7AIEIE] (129 R—V) HHHAHLILEIN,

define _admin_auth

BEIE root D/XRT—RANDNBERLEBICOVWT. BOBEED (FFUH
L7ica—HD) RRAT—RANTHERESZZIEDTER1I—HP JIL—7
HIEELFE T, user=USER E7=IZ group=GROUP D BHEIEAZRETBIENT
XFEITHA . VWITID 1 DOAEIBELET., EROBHEAIBET 2HEIE.
Ml BETEYT>T LIV, A5, T T POSIX DILRERKIBAFIET
328E TEFHA M TLRILVTCHERALALGEXETORYD—IIFLT &
BAINZETH, <matchd> ATHEATIE BEDOR)D—IIRHLTOAHERIN
3 N

A 9.1 /etc/PolicyKit/PolicyKit.conf 771 /L DAY

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE pkconfig PUBLIC "-//freedesktop//DTD PolicyKit Configuration 1.0//EN”
"http://hal. freedesktop. org/releases/PolicyKit/1.0/config. dtd”>@
<config version="0.1">@
<match action="org. freedesktop. packagekit. system-update”’>®

PolKit Z# A L7 #&RE2
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<match user="tux”>
<return result="yes”/>
</match>
</match>
<match action="org. freedesktop.policykit.*">@
<match user="tux|wilber”>
<return result="no”/>
</match>
</match>
<define admin auth group="administrators”/>®
<{/config)

0 BEIFAMILDRAD 3 TE XML DAYYTY, IN5DTIETYFL—hk
T7AILRICED N TVWBEDTHY ., CNSIEIRELBRWVWTLLIZIN,

0 XMLDII—PERIIHBDERTY /. B version EUBEDERT,
BERTIE0.1 2BELEY, INLET VT L—RI77/ILRICENNTL

E 38

© I1— tux (LT, FEEEEL T PackageKit ICL D/ r—Y B A
IHRETT,

© I1— tux &wilber ICHLT. £TD PolKit BER) S — @ DHERER
BYDIRETY,

6 JJL— administrators ICBTBETDAV/NN—|IR LT, root M/
T—RAADREBEEGSE. BOBED/XRAT—RTRILTEELIICTS
BRETY,ZDERE L match SFREDEFE N CHD7=H. £ETDR)>—IT X
LTERINZEY,

9.2.2 AR DHERDIE T

openSUSE THE DB EEIREINTWC, 7TV r—aviRft DB EE
 FEXTBIINR>TVETFFLE 9.1.318 BEEDIER ] (127 R—)
EBFHAEIN,

PolKit DYV —JIUIE I Z 74 AN RBREDTH>THEAY VY RZA Y —ILTH>TEH,
WINEIRETOBEEMEICH L TEMET 2LDIC7>TWB 728, openSUSE T
I&. /etc/polkit-default-privs.* TEHBEINTWBMHERIC VYT 576D
ARV RSAY—)b, set polkit default privs AABINTWET, =7~0L.
set polkit default privs IC&B) vy, RBTOEEEIC)EYNTZET
DHBETH B EITERLTLIEI,

FHF 9.1 openSUSE DEEEMENDET
1 913 /etc/polkit-default-privs. local RIC, B DEE@BAEZENTL
BWIEAEEFELET,
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EE: BAORY—BE

/etc/polkit-default-privs. local ICEREINT= RYS—IE. RDFE
JECEEEMED EICREINET,

2 2TORY—%RFETDRBEEEICERELHE, openSUSE DEEEE% &
A9 3ICiE FEEOLIICEITLET:

rm -f /var/lib/PolicyKit-public/* &% set polkit default privs

9.3 A—A)ltFa)F1RY—%FIH
L7-EHERIDRE

PolKit TIE— i1 —H ¢ BEBEDRII =X 3 LTRWET, [EEE] $kai
ARV—=TFT AV TV AT LATENTNERNICEZRINTWA AT A, . O—h
WA=V T 1 EMENDEEATIE, BEEEZZA #EDELIIRET DN %
B8ETD IENTEET,

EEETlE. SUSE A5 Al root D/IRRTL—XEERLFTHN. EBES IL—
TDO AVIN—THEINEIDEEHICLIZWSEESIE. O—HILA—YV)F15FD L
IR ETHIED TEXET,

9.3.1 F4L I/ RM)EEICDWT

PolKit (&, FEDTALIZMIRICFELTWT, . pkla EWIHRERFDHD 774
WaTmHRABET:

« /etc/polkit-1/localauthority O—AHJL:&ER

« /var/lib/polkit-1/localauthority H—K/X—F4&D/vr—IH
ERDOTALIMICIE. ZNETNRHEORERI LIS T TALINI DN EENET:
10-vendor. d

OS DELETNMERT DT LUK

PolKit Z# A L7 #&RE2
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20-org.d

OS ZELE T2 R VCEGAENERTET LN
30-site.d

VAT LEREY BEEBLHMFILENMERTET LI
50-local.d

A—ALTERTST1LINY
90-mandatory. d

OS ZEE I HEALRENERTETALIKN)

9.3.2 #il

%n%ﬂ@ pkla 77’1')|/£Ji :F /ﬁEO)ﬁ—CDELj—%)-I jif\_‘i *Eﬁ@um\
SEANEENET . TNTIDF—T—RDOEKRICDWT FELLIE http://

WWW., freedesktop. org/software/polkit/docs/0.105/polkit.8.html (R5E) %
BHMAES

TEEDHITIE, NetworkManager DO—HILEREEEREHI A RLTWET:

A 92 NetworkManager TDO—/L5E5E58E (/var/lib/polkit-1/
localauthority/10-vendor.d/org.freedesktop.NetworkManager.enable-
disable-network.pkla)

[org. freedesktop. NetworkManager. enable-disable-network]

Identity=unix-group:* @

Action=org. freedesktop. NetworkManager. enable-disable-network @

ResultAny=auth admin ©

ResultInactive=auth admin @
ResultActive=yes @

o ét@l -lj-‘\-ﬁbtﬂlb\DIE%ﬂtF_JlJT\l\ij_

® NetworkManager TRYRT—VZBMICLIWEMICLIZY T BIHBEICF]
RT3 772avREBELTVWET

© ZETDIFATVMINTIBRDERRETCT I TREEEZEI—YD
FREE A RHTWET,

(4) A— jJ)l/j/‘/ )l/J:—C %@H#ﬁf,.fﬂ@t’/‘/ﬂ/k FH?%H%%’SE:L\EET“
T, CCCTHEBEBEI—YORMEROTVET,
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e O— 7‘J)b:l/‘/ I LT . ZORETEN R EY Y avIOERTAREEREREET
o ST OEEICH T RERARIELTWET,
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Linux Ic8 3370 EHYR
;

POSIX ACL (V& RHIE) ZAN) (&, Z7AIWNY AT LDESR (FT71IL° T4L9
R)ARE) ICRETBHERD/IN—Ivoa VAR T2-OICFIA $52ENTES
HEDTY, ACLAFIABTDE  MED/IR—Ivoav iVt JYFREHDEREIDT
ENTEZEY,

POSIX ACL &N FEBIZIERRD POSIX ((Portable Operating System
Interface) NDIZHEE LT EHLNTWEHEDTYT, ACL ZHELTLS POSIX
1003.1e & POSIX 1003.2c M RS 7 MEXEIFEMRDIEHICLYEYHEINTL
I ACL (UNIX BICBT 22D YAFATHRAINTLSEED) RIhS0
RSTMEEICSTESNTWT, 771V AT LD ACL (KETOEC k&3 FH)
REDH. NG 2 DOREIR ST HELNTWET,

10.1 XD I77MIVIR—Iyay

WERDT7AIVIN—2v a3V ICEATBEFMARIERIE. GNU coreutils D info
Iwir— W File permissions /—RICEELS EDNTWET (info coreutils
"File permissions” TRRIBIENTEET) ., TNSEISITHRLIZEDEL
T. TN EN setuid, setgid, sticky DEZEYIABRINTVET,

10.1.1 setuid Ewb

BEORATICBWTC. ZVERAHFAILBEDHIRAELSLTLEVET, Z0D
7=, Linux TIEBFEDEEATEIIICHI-> T IREDI—FE TIL—T45—
BMICEE CIZRENAEINTWET &AL passwd 7OV S LTI, &

Linux ICB1F3 77 AFIEHI R
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& /etc/passwd (ICT7 7RG B7-, root DIERD BBICARVET , ZThiL. &
DI7AINUEIVK OO DEERIBR, 7E 2 E A —FDHR—LT1LIRN)DIE
B, 21—/ JI—TDID REVPHYET, TDH BEDI—HFIIHLT
I& passwd 77MILD BENHFATINBIEEHYFHA ELELTDI—HIC
WL TEZAA%Z FFAILTLEIE BHREBRICEZMADIENTEITLEW,
FEBICBRTHB/HDTT, COBBERRRTDIODHED 1 DO setuid D
EHHATT, setuid (set user ID; 1—H ID DFRTE) EVMI VAT AIIFLT
BELEI—Y ID TORTEITHRDLED -ODRFHKLTI7MILVEBMT, &K
passwd YV RIE FEDLIBBIHEICR>TVWET:

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

LEDRTRDIE s B, setuid EVMDEREINTWS EITY, setuid EvhD
BREINTWBIENS, passwd AV Y RERTITZL2TCOI—HIX, FDIATURK
% root ELTETLEY,

10.1.2 setgid Ev b

setuid EVMII—HICH L CGERAINZEDTTA, FIL—TICR L TERKRD
ZEDTEET TN setgid EVP T, ZOEYI BREINALTOTSALIE. E
DIA—YHSEEINIIHZETHO>TE. ZTDI7MIL DT IIL—T 1D TEMEIE
THDELTHRDONET, ZD7®D, setgid EVID BREINIZTALIVNIATH
LLZ7ZAIPHTTFALIRN)BERTEE, TDTALIMNIIREINTIL—T
ICBT2EDELTERINE T, 7= 2L TERDEOIRTALINIBHDEREL
x9:

drwxrws—-—— 2 tux archive 48 Nov 19 17:12 backup

TI—TIR—=Zy2 3V OFIC s BEMNTVT, TIITE>T setgid Ev b h'E&
EINTVWBIEERDLTWET  FAL. IDTALVMNID FrEE L, archive 7
W—TIETD A—HIE. ZDFALINIITIERTEHBIENTEES DY
W—TICBLT WAWI—HIZ BEETETIL—TIC [Ty T ] ShET. 2D T4
LIMICEZAENI-2TDI7AIVIL, archive ZIL—THEMITIL—TID &
pYFd =&z 1E archive DT IV —FID 2D /\wo 7y TATS LD H o1
E5E.2DTOYZ LI root DIERBELTIDTALIMNIIITIERATESRLD
ICIRYET,

10.1.3 sticky Ev b

sticky E'vA 13, RITRIRER T OV S LT (LI MICRELLGE. ThThE
RBEMEALET . COEYRETOTSALICT LT RETEE. ZDT7AILIF/N—
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R4 2o DS BEFAAZNDIEARLAY, RAM HICRFINDLHICARY

FT.IDOEMIE. SERO>TUIN—RTARID +aICEmRIELTLES I ED
L FEAEFEDNBIELHYFEHA, CDEYRETALINICRHLTEET S

EA—FBETEEVWD 774/ % HIFRTERWEIITRYF T BBEIFIA /tmp
/var/tmp DT 4L INJTT:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp

10.2 ACL OFI R

ek, Linux YRATFATIRENEFNOIZ7AIN ATV TIMINLT 3 BED /31—
Iy avty b ERELTOVEL . B EYMIEGRAAH (1), EX5AH (W), 2T
(X) DEN—ZIvavhEEL. ThE 3BEDYIT. 771IVDFREE. JIL—
T ZOMOI—HICHLTERETNERELTWEL, THICINAT set userid
(setuid), set group id (setgid) , sticky DEZEYIDBFEELTVWEL. ZDLD
BOVTIRAEHEAMEIEBEDOFERFE TE+oREHEATLID . LYEMLY
FUAPEERT TNV —23vD H5E. VAT LAEBEIZOLOIRI VT IVEA
EHAEIELMED 2D, BZLDOEEFEFALRIThIERYFEATLE,

ACL (ZTERD/N—Zv2aviidd2IhkE LTERTRIENTEFT  F,
ACL IZFrEEUADERDI—H 2 BRDTIN—TTHOTEREETRI &
ENTEXT, 77 EREIHY) AMME Linux A—RIVICEHIN TWBHEET, 1]
B B Tld ReiserFS, Ext2, Ext3, Ext4, JFS, XFS ICxf L TWE T, ACL A5 A
TRIET. TINT—a v fITEBRT IV ERFAETIVEEBE LIYTRIE
B BRI F)AEFATERLIICRYET,

ACL DF =i, Windows %—/\% Linux —/N\TEIX# I WL EI(IC B
ICRVEST  —\AIDRITED. BRI /T7—IXT7—37 T Windows
HERATEIENEEINE TN, CDLIRIBETE Linux VAT Al Samba
FMAALT, Windows 7547 MI$ 2774V /EIRIY—E D 1#E%1T
WET, Samba £ ACL ICHRIGLTWB 8, 7V RAFFRI % Windows DTS
TA4ANA—FAVH—TA ADBERE (7272L Windows NT F7zld Zh LARE®D
N=aV THBEULEINHYET) L. TN%E Linux —/NMAIIIRTE $52ENTE
F9,%F7- Samba A1 —hD—EFTHS winbindd ZFIFHTSE. Windows KXA
VNZDIHFEL, Linux =N EIZEFBFEELT WAWI—HFITHLTE. 7IER
HAERETDIENTEET,

10.3 E#&H

Linux ICB1F3 77 AFIEHI R
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A—YI5X

BEOI7AINIR—Iy2 a3V Tl I7MIVV AT LARTNN—IyoavE BE
THEIC, A —HE IFEED IS5 ICKLLTHRVWET  ZNEENEN R
BEEITN—T ZOMHBDOI—HTY £, TNEThDOI—F IS RITHL
T 3FBEOEYNTT IV ERFAAERETSD TENTEET  TNTNFHAIA
& (r), EZAH (w), E1T (x) TY,

ACL

2TCOEEDI7FMNIVVATLES R (T7M4ILETALYMN)) ITRHLT, 22—
ETIN—TIRT BT ERHFATA2BETEZEDTT,

F 748 ACL

TI74IVN ACLIEZTALIZMICHLTOAEETDEDTT  INbid, D
TALIMN)RIALHDESR (71T 1LIN)) BMERRIN - BRICERTE
INACL DB EEEZRELET,

ACLIEH

EFNEND ACL IZIF ACLIHEEDEY I EFELTVWEY, ACLIERICIE. %
DIATEA—YE B IN—F ZLTT IV ERFT VI EFNES, B
BORBBICL TR A—HFF BT N—THRERICRDBELHYET,

10.4 ACL DS

F£10.1TACLIEBE#M4 71 (141 R—=V) ICIE. ACLIEHELTHEELYS 6 &
FHO Y1 THARINTWET . FNFhiZ 2 —FE1—F DT I —FITRHLT
HFAERETBEDTY T AEZE DERIX, 771U T1LINIDFRIEE
ISR 2R ELES . AAE2/N—7 QDEBIX. 771V EFRETZY
W= ICH L CERETRHFA LIS A4S, A—/X—2—HTHNIL chown ¥
chgrp AV RTAAEEY MBIV —THERBTEIENTIFETH. CDIHET
NOSOERIZ.FHLW FREECRBEI N —TICH T/ EELTRIRINGLDIC
BRYFET F FFEZ2— OIEBIZ.HEERICEMAI—FICHLTEET
DHFADIEAIBLET  ISICAEEI/N—7 DIEETIK., AKICEERICEDL N
TN —TICR LT 7O ERAHF AR TE 26D LET AL IER1—TE
BETIWN—TDEBEILDH TNTHh A—HFIZT IV —TRICEH I HYET,
REICZ0f DERICIE. ZOMDI—FICNTET7 IR A#RELET.
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e, vXZ OBEBIF BRI —YPERETIN—T BTV —FICR/HLUTEFA
DFEIRENMTBIEDNTEZZEDT. HFAIDEED H>b6,. EhEEHELTENE
RAVIBIERELET F8R/1— *7““??5% TIW—T FRBTIN—FII/H LT
ELEFFANTYRIELTEEETSIHE. TOHATEMREDELTH LN
T, WICTRIELTULAEFEELTVWAW IBEP. EEOEBRICLANEELT
WARWEB X, ZNSIEEWREDE Y, FFrIEBRYEINE Y L. B
FICHIRHFAEEICEMIARYET, £10.2[77E2R/—=Ivy>3VDTR
21 (141 =) TIE B BEIHEEAEHRBLTWET,

ACLICIX 2 TS EXRDENIHYET: B/ ACLICIX, FREBEFRBVIL—T,
BLUOZEDOMDA—HITHITZEELZIFIHNEEFNTVWT, INBIFT7MILPT 1L
IJMICHLTERET D REEDT7 I/ ERAHFTEY D THAERALCEDTY, #dk
ACL (ZZIHBHERL: DT Y AVIEEBEHI S TN TULARITNIEARS WD,
21—V E JIN—TORBEOEHASUHBE’HZIEDTY,

#70.1 ACLBHS7

S TE*AMCORR
FrEE user::rwx
BR1—Y user:name: rwx
eI —7 group: : rwx
N group:name: rwx
<RY mask : : rwx
ZDM other: :rwx

F102 FOtER/N—Iw32DVIY

HEOER THXANTOERR i)

FH1—Y user:geeko: r-x r-x

<Y mask: :rw- rw-
BERDEFH: r--

Linux ICB1F3 77 AFIEHI R
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10 4 1 ACLDIEBE&ET7MIVE—R/IN—3Y
vEwyh

10.1 T8/ ACL: /8—3wsavPyh& ACL HEDLE] (142 R—) &
10.21#E3R ACL: /8S—3viavEyvhE ACLIEEDLLE I (142 R—V) T

F. ZhEhim/ ACL &HiaR ACL ICRE T 25 BRZBIRLTWE Y BICIE 3 DD
TOvorHYET, ERIDT OV TIE ACL DA TEBA%, RO TOvI T
ACL D%, ARITIER IS T DREXD T7AI/IN—Iyay (EZIE Is-1 TK
RCEBZED) ZRLTWET WIS NDIHZEEE, AFFE 2> X (owner class) D
IR—3Ivavid ACL DFiE#E (owner) DIEBICHTIEEZIIH., R DIS
X (other class) D/IXN—3vavi [FDM (other)] @ ACLIEBRIZHTIXEY
F9.7<72L. ZN—T05X (group class) DIN—Ivavid, 2 DDHFET R
MO TWBIEITERL TSI

B 10.1 8B/)ACL:/V—Iwa32EvhE ACL IBHDH

owner

owWwner user: ! rw— - CIaSS

. group
owning group group: :r—— - class

other other: :—— - E other
class

&/NACL (RRVEL) TR I N—T IS ADNRN—Iy aVidfEITIN—T D
ACLIEBICHLEY (B8 M10.1 &/ ACL: N—Iv>3vEvh&E ACLIR
BDLE (142 R—)) , i3k ACL (R RIHY) TlX, TI—TIS5ADI8—
IyvavEYRAVEBIC WIGLEY (B8R ®10.2T#55R ACL: /A—3vi3vEY
he ACLIEEH DB (142 R—Y)),

B 102 #HHKACL: /N—Iv>32EYRE ACL THE DILE

awner
owner user: (rw— o » class

named user
owning group
group
mask mask: : rw - class
other
other other::——-— -
class
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ZDEI AT FICEY, 7TV r—2a A ACLICHIELTWBHDE DD IC
AR B REEATAIIENTEDLIIR>TVWET, DFY, EkDT7
AIVIR—IyaVTIIRENRFREE, ACL TlE THIN WA 21745 T
T X 77AINIR—=2y2avIl WIBERIE ACLAIICBEENICRMINET
L. #EEREERTY,

10.4.2 ACL DB EIh=T1L I

getfacl & setfacl DAV R SAVY—ILAFIETBIET, ACLICTIERT
BIENTEDLIIC BO>TVWET NSOV ROFERAEICDWT R TR
BALEY,

FALOR) HER T BE0IC. £91% umask OV RE FIALT. 774 REDEER
HERTBRICNRIINBRET7AI IR—Iva VAR ELET, umask 027
DEIICETTEE MBEBICHLTUIBEETTRTO &EED/I—Iva> (0)
HE BTV —TIIRLTUE ESAAT IR LT ERIETE/—3vy>aY (2)
Z, RRICEOMBDI—HFITF L TUIITRTDON—IvIavaER (7) $2EEK
[ICYFET, DFY umask TlE. ¥ RI LT OFF ICERETR/8—IvoavEyhs 1
ELTIBETS CETHREAITHRVETFFLLIE umask DY =27 )L R—T%H
FALTEIN,

mkdir mydir 23179 5&, umask TERELEBEED 771/ —IvIaVERTE
Tmydir TALYVMIEERRLET AR EIE. Is —dl mydir EETLT.IARTD
IN—IyIaVhELL REINHNEIDNEER LTIV, ELLEREIND
ECTFERDEIE HAIIKRYET:

drwxr-x--- ... tux project3 ... mydir

ZZh S getfacl mydir &E1T §5&, ACL DHIHARREAESRTZHIENTEE
T FEEDLDICH I INBIETTY:

# file: mydir

#t owner: tux

# group: project3

user::rwx

group::r-x

other::———

HADIE RAD 3 TIETALIRN)DERIEFIBEE. ELTRRBEZIL—T B
RIAINTVWETRD 3 17ICIE 3 FEFED ACLIEARRIN. TNETN A
BBV —T ZTOMDEEERDOLTWET, ZDOLIIHR/INACL D HE
I%. getfacl TRIRTEBIERE s TRARCIBZEHICEIIHYEEA,

BHIND 1 —Y geeko &4 )L—F mascots I LT mA AAEEXAM FLTE
TOERERTETDLD ACLABIETS ICIE. FEBDLIICETLET:
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setfacl -m user:geeko:rwx, group:mascots:rwx mydir

-m A7 avid, setfacl ICHLT BIFD ACL ZBIESELDIEETDET
AV TS XEIICIHEE HRD ACLIEE (EHOEBEIHZHEIEHY
YTRYET) ABANT W BRETELEAT 7 LN BEEELT
WEd, LEEE%ZETTS & ACLITTEDOLIICARYET:

# file: mydir

#t owner: tux

#f group: project3

user::rwx

user:geeko: rwx

group::r-x

group:mascots: rwx

mask: : rwx

other::——-

a—1 geeko &4 )L—7 mascots I LCERELALIBRICMA. Y RAVEBELE
BRINTWET  YRAVEBIX IRTONRN—IvavIilH L THRELHDEICT
21O BEIMICIERIN 9, setfacl TiE. -n ZFIB LT BARIIICEREL
BWRY BERBICEDETEEMNICYAVEBRARELTY, YRVIERIL,
MADHBT IV EZRFADRKEERRTZEDTY . INICIE IELI—HEiE
ZIN—T FLTREIIN—TII/TZT7IRAHFTN YTUIFVET. DO <
227 BEEIE ls-dl mydir ARV RTTIN—TIVSRELTERRTS ZENTEE

ER

drwxrwx-———+ ... tux project3 ... mydir

HAODZHDINUZ + BEDENINTWETH. Chik TDIEBIC #dk ACL ' F
ET5HZEERLTVWET,

ls AXVYROBAICEDE TRAVIBRICESAATIEA NEFhTWEIES
RLTWET RRIIZDIIBHFAEYIMBREINT WEIEE FAIE/IL—T
(ZZTlE project3 ZIL—2) I, mydir TALIRNIADEZIAHERDHBIE
HERT EDTLE LOLADS, ZCTIRAAB IV —TINT 377 AL,
BT —TICRULTEREINT ACL DEINEERYET, ZOHITIE, r-x
(LU R10.2T7UER/IR—IyyavDIRY] (141 R—=D) &2B5HEH» L
IW) ERYFT, ZORFITRINTWSESY, ACL DIEBICK LT [AISH DB
ETROTE, 77—y aV AlIIIZEE D BN EIC FRBLTLEEN,

TAVEHEDEIE L setfacl £7=1% chmod TTAWE T, /=& 21 chmod g-w
mydir DLHICEITTEE, Is -dl mydir IFTFEDLIBHEAICHRYET:

drwxr-x-——+ ... tux project3 ... mydir
getfacl mydir TIETFEDIDIBHEAIC RVET:
# file: mydir
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# owner: tux
#f group: project3
user::irwx

user:geeko: rwx # effective: r-x
group::r-x
group:mascots:rwx # effective: r-x
mask::r-x

other::——-

chmod AV VY RAERTTEE TIL—TISADT IR FFAI D SEZAAHDIER

PAINET, s AYVROHEAIF TRIVEY MNP EETELNEIDEERTS
IIE+ D RAEAT. REDOESY nydir ODFFEZ I —FIC0TEEXAH A

BRI DEIICR>TWET, getfacl TEIDREEERTEHIEN TEXET 2D
HATIK. TTRDT7 I AFFAIREEERIGERAINSG 772X FAICOWT E
ERHBEFICAXA VD RBINTWEY , CNIEY AV IBEDOWAICLZEDT

T TR T AR TICIE. chmod gtw mydir DLHIZETLET,

10.4.3 774V b ACL B'BEINE=T1L 70
)

TALIMICH LTI T 740N ACL ZERE T HIENTEE Y, CNITFIK A&
D ACL T EDTALINIRIALHDER (F7AINPHTTALIKN) 12E) %
ER T BIR A INDRET IV ERAFAZRETHEDTT,

10.4.3.1 77#JV b ACL DR

TALIN)DTI7HILN ACL D771 TFTALIRITEINS s ELT
IZ. FE2D 2 D2DEDHLHYET:

« YTTFALINIGBRTALINI DT 72N ACLZ BEDT 74V ACLE
BEDACLELTEIEHELY,

o J7AILIE. TI74INACLEZEBEED ACL ELTBIEHEET,

T7AIND RT LRSI DEREVERT BT RTDY AT LI—ILTIL, mode
EWINRSA—HEFRL FHLERTZEDIC L TERETZT7I/RAHFT 515
ELEFT HTALIRMICTI74IUN ACL BB EINTWARWE AL, mode /85
A=A TEINE 7OEIHFAHS unask DEEZELB|W =& HTL EFR LT
BRIGRENMTLDONET HTALIMNIIT 74N ACL B EIE 55,
F74)UN ACL IZ mode /RS X—HTEIN /- REABETRELTT . ZDIFA.
umask DEEEEIT EEHINFT,
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10.4.3.2 F7#J)L b ACL D& R HI

TED 3 2DFIT . TALIRNIPEDT 74V ACL IS B E R F% SRBAL

E3
1.8BEZDT4LIM) mydir IS LT T 740 ACL BN BICIE, FEED LD
ICEITLET:

setfacl -d -m group:mascots:r-x mydir

setfacl @ -d A7 avid, setfacl IS LT FEBDBE (-nAT>3v) %
T74IM ACLIC WL TERTBLIEET 24 T2avTY,

TEDIVYRHAZEHGZHH LI

getfacl mydir

# file: mydir

# owner: tux

# group: project3
user::irwx
user:geeko:rwx
group::r-x
group:mascots: rwx
mask: : rwx
other::——-
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::-—-

getfacl [(ZBEED ACL ET 74 ACL DA% RRLET . T 74/~ ACL
|& default TIRED {TTRINTUVET, HEMiIC setfacl YV K%E F74)L b
ACL @ mascots 7 IL—FITHLTERIT LIBETH, setfacl (XBEIMICE
HOACLAIIC BFETZEHAT 74N ACLELTIE—LET . AB. T 74
VN ACL IZ 772 2SR LCENBICI DD H B LS A TIREL, FL
KTFAIWIRTFLDESR (7M1 TALIN)2E) BVER LIZBRICIELHT
MADBRONET  ABFHLMERLAEERIZ. BN BI2HTLIN DT
74JLh ACL DAH%EB|EETE T,

2. RDOFITIE, mkdir A RAEFIALT mydir LLTFICHYTTFA4L 2 M) AVERL L.
T 74U ACL %5 | EfEC A ERLTWET,

mkdir mydir/mysubdir

getfacl mydir/mysubdir
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# file: mydir/mysubdir
#f owner: tux

# group: project3
user::rwx

group::r-x
group:mascots:r-x
mask::r-x

other::———
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::-—-

HEDBY.FILERINAYTTF4LIR) mysubdir ICIEET/4LIMNID
FI4I)LM ACL AN ZDEFEAINTWET, DFY, mysubdir @ ACL IE
mydir DT 74)LN ACL ZBNBFICRMIBAEDEEZFET . ZDTALIRN)D
FI7A4)VN ACL IX BED ACL ERILICAR>TWET,

LI5S touch AWV RAEFIATSRE. mydir TALOZMN)RICT7AIVEVERRT
BIEN TEET, /=& A1 touch mydir/myfile DEIICEITTRE. s -1
mydir/myfile (ETFEDLIBRRICARYET:

-rw-r—-————+ ... tux project3 ... mydir/myfile

F7-. getfacl mydir/myfile DHEAIE F2DEBYTT:

# file: mydir/myfile
it owner: tux

# group: project3
user::rw-

group::r-x # effective:r—
group:mascots:r-x #f effective:r—-
mask::r--
other::——-

touch ATV RIF FTLL 77V EERR S B ICdp7=>T mode DEXEE% 0666 |
BELFT, INhiL umask T 74U N ACL THIBRZITARDARWRY, T
DA—HISRAH L THAZEDT I EREHFATIERICAYET GELE
10.4.3.131 [774)L0 ACL %R | (145 R—2) & BFALEIV)
BRICIX, mode DEREMBICEEFNT WARWFIERHFAILEEET S ACLIEEED
SEYBRHINET,TIL—TIS5X AD ACLIEBNSHIBRINEZEEHY FH
AD.FDORDYICTRAVIEED mode TOREMBATRITBLHDITBEIN
TWEY,
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COEIBEMEAICEY, ACLIZT ) r—>ay (f&zEaV R (13) &D £

ARG ERBLTWET, LEXIEHIRINALT IV ERFT TI71IV % 1ER
LT EDSENLERTAREREDELTIY—ITDLIRIEN TEFXY, DF
Y mask DE#AIF, ELHRI—HE JIL—THRBIIBUTERITTESRIERE
REETBHHATY,

10.4.4 ACL Fxv /7 I) XL

FxyIT7IINT) X LlE, ACL THREINIIZ7MILIRATLDERICHLT, 7
AR T TNV r—avh 7o ALESELIZEZIIPOHINE T, AL
IL—ILELT, ACL DIEBIEFESE, 51—, FREV IV —T£kIE 887
W=7, ZOMDIEFECTRIRINE T F/. 7V ERAEZTORNIEBIC Ho88 4 T
FREHICNLTUBINET A8, 77 EAHF A’ ERINT EMFT32EEH
YEtA,

HEEEOTARAINERD T IV —TICFABL. ZhoD 7 I —TI1C5%4T5 £
BTV VCAFADH o158 I IVERATHEAMIRYET, CDHFEIT BRELT
JEAHFENIIN LT &Y TRERAS VY LATHEBELET . ChIX COEB’ R
WEIC T77 A% 95 ] ONMCERGEME LET ARICBDERT7IER
FAEECTIN—TEEIFEELAWVGEIX. SV LTRERINZEBENIZR
B T702RIET] 2#R4E IEFT,

10.5 7V r—2avicsiid ACL Y
F—hk

ACLIZ.FTLWZ TN r—oav |l LT ETCEERMART I/ EREFI 4% £
KIDDIFERATIEDTIMRDI7MIL/R—IvoavDEZFHE ACL I,
BULWAETHAEGDOESIEDN TR T EXMLT7(IILATUR (cp, my, Ls 72
&) Tl& ACL IZHIELTWBIED, Samba ¥ Konqueror 72 ETER IHLTWE
ER

BRRHS, ZLDITAIPT7AITEZ—I%IIE ACL ADMIGARHEINT
WEFH A, emacs RETT7MILAIE—F32E. INHDT771ILD ACL I kb
NET . ITA9RETI7AIVEEBIETDIGFGEIE. 771D ACL ¥ REFINZ15
BEREBINAWGEDHYEITN. ChIETT49DMERTZ NI T7yvTFi%
ICEDTRFVET , TT 19D TRDI7AILICH LTE R m2EXAUIBEIE

148 tFal714H4R



ACLIZTTOFFREBEINTT . TTA49DEHIN I7MILEFLWT7AILIC
REL.HEISHWIZAILEFLWIZ7AIILED BTERMZEEETARILI M
HADIGZEIE. TT1498IT ACL ICHIELT WaRWRY, ACL DIERITKHNFE
T, F e star T—HANERE, ACL A RFTEDIN\wIT7vTT7T)r—ravig
BRERTREELTVEE A,

10.6 IS5 1EH

ACL IZDWTELIZEELWERRIL, getfacl(1), acl(5), setfacl(1) &~ =a
TIL R=UEBHFHIEI,
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N—F12avETPMIVDES
it

ZLDA—HIFELPDIIVRICHBOIERERERF LTV T ThLIFE=EIC
FAMSNBIRETRHAVEDTY, BAZBREBEPRYNTI—ITHEEEITRD €
NANAVELA—FT AV TR IETNIETBIEE . ZN5DT—HII T 5 KN ER
BREDICLATNIERYEREA.BFEVDIRATAICRYNT—7 RHRPYIEHN
ICT AT RERIRBEDIRE. 7710 /IR—F42av 240 BES I nEE 4
VEST, SYTMNTRONMTTDN—RT AR, USB XEYD L5 L—/NT )L X
FATIZ WTNEMERPBHDBRUEDHEEDTHS 1O, MBDIERE R
ITB2I77MINV AT LZRESIELTHELZE%=HE® LT,

T—YDRELAESIETITRIGE. FRRDIIBFELHYET:
IN—=RTARIDIN—FT 423V %EFILTEHE

AVAN=ILEE. BLVAVAN=ILEDI AT LS YaST 2FIFHTHIET,
ESIEN—T12aV A ERTBIENTEFT F LU 111TB /R
N—ILEE DB S/ N\—FT 14> 3V ERK] (153 R—) & 11.1.218 [R7H
DY AT AT BESIE/S—FT1>avDIEK ] (154 R—V) HHF5M<
IV, COFEIIAFTON—RTFARIE N L—=INT AT ATICTH LT
t ERIZIENTEET, IELICEATREEMIL 11.1.418 [ L—/"T )L A
FATDRBDESIE] (155 R—V) 2B HMLIEIL,

AVTFELTESIE 771V EER T D5 &
BEVWDN—RFTARI0) L—INTIVLATATRHIC, YaST 2#FBLTES

{774V EERTBIENTEFT B T7IIVEEMRLEHEE, thD
T7AINRTAINY HFDRICREFE THIEN TEXEBEIITRYFT LT

N—F42avET774 IV DS
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11.1.31E 1AV FFHELTDREBSI7MILDIERK ] (155 R—) B FHH<
FEEW,

R—LT4LIN)ZBSET2HE

openSUSE Tl BBt IN/cR—LTALINIZERTEIEN TEET,
A—HYPRVRFALICATAV TR BB INcAR—LTALIN) BNTOURE
N ABEI—YHISEETEALIICARYET FELIX 11.218 lESEIh
TeR—LT1LINDFER] (156 R—) ABFHAHALLEIN,

B—D ASCI TF AN 771 %5 S1L T2 5%

M BEROMBEDT —9%5EL ASCI THFRNI7AIDDEE T EETD
BA. Kgpg ¥ Vi TT19%MATEIET. TNSERERIC/ART—RT R#E
THIENTEETFELE 11.318 Tvi ZERALAE— ASCIl TF AN T774
IWDBESIE] (157 R—) EHMLIEIN,

B BSEAT1POREEEAICOWT

AETERLTWERHEEIF WINEREMNRIERELNMEELAVWEITE
BLTLEIW EAETBFEVDURTLEHENSHC LD BRI HY
FtHA, T BESEXTATEELLIIVNGTRE BYIRTIERAEERE
DA—HT HNEX AEDT—HICHHIITIERATEIENTEERICH
FELTKEIW, L ESIEINXATATIEAVE1—95 K L5
BYEBHICH O BEILWBOT YR YICHAIMSNDITAISR
ETLIENTEET,

= &
11.1 YaST Z2F AL =B 771IL>
AT LDERTE
YaST #FIHTBHIET AV ARN—ILERPA VAN =ILEDI R T LD, BEWL
DY AT LRICHBNN—=T 423V T7MIV Y AT LD—EEESIL $§52&H
TEFT UL AVAN—IERDI AT LTIN—FT14avhE BEETIDIE,
IN=TFT 423V DY A REBEREERAMHIIEITRBH, ISICEHLWFIE
EITROBEIHYET, ZOLIBIBEIE. BED =T avRICESET7
AIWBEER LMD T7AI P TFAIV AT LD — 8% 23 E3 [FHONEFT
T NN—FT42ave ks BT N—F12aV A7 IMNRICERD/S—
T42avERETE BEHLIHYFET . AE. YaST I TR R DIELD/\—F 4

152 tEFxa)F4H4R



DAVEREDRETIX, BETIIESIEN\—FT12av DR EETRVEREA.C
DEAIRIBEIE, IR—T42aVBESATOTDSFEETEHEELTEIW,
= —
11.1.1 41 AM=IVEROBES{bL/N\—F 13y
B8E: SRA7—RFABICDOWT
ESE/NN—FT A aVIERETB/NRT—RIF,. ENBEIEDEVNLIITER

LTKEIVNNRRT— RN TLEDE BBILINT—FIIT7IERT
IR RBIENMNETETAITEDTEIRAYIT,

YaST COREERIF/N—FT 1 avVREYA(TAT TR BESE/\—F1>3av %
BRETOIDICHELRA T avERHELTOET  HLWE S/ —F12avEi
BT 3ICIE, FiEDOFIETITRWET:

1 [RXFA4] > W—Fr2328RE ] 2FRL.REERIT/N—T12aVRE
TATOTERTIEEY,

2 N—RFARVEBIRLT [EW] &L, TS5A<)"\—F42a3y FI3HhR
N—F4avaBERLET,

3 RICNN=F42aV DY A RXERETDIMN /IN—T42avIlEIY Y TETARIED
H%EZRELET,

4 ISICTFAIVVRATLEFRD/IN—FT42aVIBRETBIVIVNRAV MR
E LFET,

5 [F/WTRDEEH] DFTvIRYIRTF v I ANET,

B BMOYIMNITFEHICOWT

[(FNTXDBEEE] IITF v ANDE BINIDYINIITT A4V R

=L BEDRYTTYTIAVRIDBRRINDIGELHYET, BBES
B/R—F 42 avEELSIEIE DI BT INRvr—V% 2T A
VAR =L LTLIEEWY,

6 LAAN] ZHL NR—T12avDIESEICERTZ AT —RZAALET /A
AT—RIEEEICRIINBVWIEIERLT LIV e, ANIRZEHHSCT
O RRAT—RIE 2 EAALTLEEW,

N—F42avET774 IV DS
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7 (7] =L TAEZR T SEIT /S \—T 23y BMERINET,

/etc/fstab ATCTHRESILN—T12avEBEYIVN $5LIIRELTWSIGE
I BB ARL—FT AV T RATLDS IRAT—RE8RFET, WL\2/AT
DYVMDERINTNIE, ZONR—F42aviE TRTOIA—HFHSFATEELIICA
UEd,

EFHRFDORESEN\—T123avDI IV M TRV EIICTBITIE, /SRT—R
FOVTINTEAEAAET, Enter ZIFEILT Lo TLEIW, DA ETIL B

BIEEINLTFAIV AT LI IV N SNBWRET ARL—FTAV TV RAT A

DEFIFEITIONET, COGEIBESIEIN/NRA—FT12aVRADT—HICIET
VLA TEFEHA,

EEMLIBRFICR UV MDD BB B/ S —T12avE BBV LIcWG
Bl BFEVDIFAINTR—IvERVTHS, TWROD/NN—F13Y 58IRLT
FWTLKEIVW FAKRICIINRN AT —REZSRONFETD T, ELLWIRT—REA
NTBEXIVIDTRDODNET,

BEC/IR—F A3V DBEETBIIIUVICV AT LEAVAN—=ILLEIELT W
BGEIFAVAN=IVEICEED/NN—T 1 avaESILT5IEE TEET,
ZOBEIF. 11.1.21E E2THOIRAT LI TEREEL/A—F1>a v D

] (154 R—=) ILHBFIRICHE > THEEZITR>TKEIW B, ZOEXEAE
TRIE HRDN—=FT42aVRILHBIZETDT—IDBIEINDZEITEELT
{FEXW,

11.1.2 ETFHOVRFALICH T BES{E/S—
F4av DYERR

BE RITPOIRTARNTIESEREICOVT

E2IHRDVRTATERSILNN—FT 1 aVaERTBIENTEETH, B
FDON—FT42aV | L THEBIb AR ET DL TD/A—FT1¥avVRHIC H
32TDT—YEHIEINDIEIN BEEDO/NA—T42avIlHeT2HAXE
BVPEEBRNVEERYET,

EIFHOIRTLDS YaST AvbO—ILEVd—5BEL, [ XF74] > [/V—
TroaBE] BRIRLET Ry TPy T AV E—IDRTIINFETOT, [tL]
BIUCHRISERE T, [BREZ// N —F7 123 F] DRRINIS. EBSE
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T2 N—T42aVaERLT FE] =#LFET, BYDOFIRE 11.1.11E T4V
AR—ILBFDEE S/ N\ —FT 123V EmK] (153 R—2) & ALTY,

11.1.3 AV FFHELTOBES 771V OER

N=FT42aVEFRTIZRDYIC BB I7MILC 74T 5 RETD 2&DT
XBEEIL 77V EERTEAEEHYET . CDOLIRIAVTF BOI7/ILE,
YaST OBEE BT NN—T 123V EYATOATDS RETEET RELTR
ITNE, [BEEZ71/L] > [BEEZ71/LDEN] %8 IRL.BES 771 D7)/
AEYAREBELEF T HLLAVTHFRDI7M I % ERRTB581E. L—7
LN DIEK] HBIRLET, HEIFTA—TIYNDEREETFIIL AT LDFE
BIIDWTC IREARNERE TOFEZITANDIHIEETINLIHE XTIV IRAY
FiEELE T, BB, [T XDIESE] DF VIR Y AFTvI B A>T
WBZEERESRLTLIEXN,

LAN] %240 BESEICEAT2/NRA7—RZ2AALT [T 7] #8LEY,

ES b/ N\—FT 1 aV EERTESIE 771G N—RFT1RID IN—F42 3>

BREDODERAITROFENMEN, EVDFRLAHYET, CNIFFBESIET71ILD
W= R IFINAREMENDEMAEFIALT ITYMLTWEEHT, il
SO TREBD/NN—T12avEFIERAL BMEETHIENTEELIITR>TVET,

11.1.4 VA—IRT IV AT4T DRBDEFE

YaST TIE L—NTILAT 4T (AMFFD/N—RFT 1R I% USB XEY #2E) %
N—=RTFARIERARICYVIEWET  H52A0VTHRODBES{L 771 /L VES
fb/R—=F14>avid, LD EBYDFIETHERLFETSZ ZENTEFT 2L,
DAOA—INTIVATATILBE, Y AT LDENMERIC RYMITSNDEDTHB 8,
SATLABEROTIYMIERELDWVWT XN,

YaST T A—NTIAT4TICF L THESEEITR>E, KDE ¥ GNOME @ 7
2N T TR B/ A—T 123V = BEIMICEREL. T/ \M1 ADERIN L &%
ICNRAT—RESRZ IOV T eRRLET, £/, KDE > GNOME T FAT #
KD L—NTIAT AT 5FE T TDE NN RAT—REAALII—Y (DFYTRY
My TEFABALTWEI—H) NTFNARADMEEERY, I71ILDFHEHEEET
BRIZENTEDRIDITRYET, FAT LA D771 S AT LDIFEE. root
SAABIEREZEBLTC. TNNARLEICHS T7MIIV aGmHAEITIDIIIEEL
TLIEEW,

N—F42avET774 IV DS
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1.2 BESEINAR—LT(LINID
5/

BHORERTIEADNSKR—LTALIN)RDT—Y % RETD/H, YaST D
A—HEBEVa1—IEFBELTR—LTALIN)DESEETRD ZENTEE
T REEILR—LTALIMNIE FLERT B ERGFD 21— OmAICH
LT ETBIENTEF T BEEFEDI—FICTHLTHR—L4L T4LIRN) DEESIEP
ESILDERERETDICIE. WREARDZI—HFD AT AV /IRRAT—REH>TH

HBEADHYETHLIL B TBESIER—LTALIN)DER | (B10ZE YaST

ERIFLETZ—ETE 1 A9—KNT7v ) EHmAHIEIN,

ESbAR—LT/LORIE 11.1.318 (OVFTFHELTORESI771ILDIE

Bl (155 R—) THBALTWRAVTFFRO 77/ IILELTERINE T . Zh
ThiES{t F—L71L2M) 1 DI LT, /home LATFIC FEED 2 DD 774
IWDMERR SN ET:

Z—1&. ing
TALIN)HRFIDAA—=TT71MI,
Z—1% . key

ERDAA=ITF7AIVICH BT, A—FDATAVR/IART—R TRES
ns771,

R—LT 1LY N EREBSIELIZIGEIE. A=A 01V L& XIS b 2
BRINF T, REBMIICIE pam_mount ETEIEND PAM DES 1—ILAY, ThiaSE
BLETBSIbR—LTALIMN)UANICOTA(Y OUEBAKRELRDIGEIE. T
no% /ete/pam.d/ AD BRET7MIVTIEETIVENHYFTT FELL E2E
PAM ZFEFL7EZGE (17 R—) 8LV pam mount DY =aF7ILR—JEHTH
(/e AN

g5 X157 1DOFHIR

A—HDOHR—LTALIN)DEESEIE. AU AT LR BT 2M01—Y
DODEEREZEIITIASAVWCEISERLTKEIVW D I—FITH LT
HRAIRELWSEIE. Y AT LAEYEMICHEITRETIIHYFEHE A,
Fro X 1) FHEBRREAISITHRIELEWG AL, swap (RTY ) /13—
Faave /tmp, /var/tmp ICDWTCEREBSEATAIIENTEET, I
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SDNR—=T423VPTALI MK BDT—4%0IB T BRI FIEY
=B I77MIHEELTVWT ZORIITMEOT—IDEENS AJEEMNE
DHB1-HTTY, swap, /tmp, /var/tmp DEESILFiE ITIE YaST /3—F+«
VAVEREEYV1—IEFMBELTITAVWET LU 11118 T4V R k—
IWEEDRE S/ S—T 423 ERK] (1563 R—2) /213 11.1.318 1aYv
TTELTDORESI77AILDIERK] (155 R—) ZHFmAHALIEIL,

11.3 vi ZEAL/]8— ASCIl 7+ X I
271V DIESAL

EEL/N—F 1 aVERRATHICH > TOREIZBAETT /NS—F4avn <
DURINTULEZIE, DK EE root IFEFNLDT—HICTIVEATETCLEH>EW
HETT, INAERASCICIE, vi 2BES{LE—RTHEALET,

Vi ZBEBILE—RTHEATAIE. LW I7MIVERETZEE Vi -x 777/
Z DIIILT BELET  BENTDE/NNAT—REZRETEHLOIEINETD
T ZFIT NRAT—REANTZE REREICZEONRRAT—RTESIELTRETS
SN RYET BB RO I7MIVICT I ERAT BRI IELWISRT—RE A S
ITBLORINET,

ISICHLWEF ) T2 BEETRIHEIF BBS{b/A—FT1>avRICESIEL
72T AR T7MIVEBELTLEIW, Vi ICLBEE(IZFNITE BEDRWVWE
DTIEBRWED BESE/R—FT1oavaFRALTEIEE B#OLET,

N—F42avET774 IV DS
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AIDE ZFIAL 7R ARA

VAT LADKB AR DOIEIF. EEHDOEVWS AT LADOEEEICITNADIEE
HETY . VAT AIKBAINBVWIEE RIS DI EIERAIRETH D720, EH
B (Fz& A cron REAFIALT) TBULDF VI ETRVL. Y ZATLD
MR L THEIENEBILRYFET, IND AIDE (Advanced Intrusion
Detection Environment (8E7R BARAIRIE)) OFEETZEHRTY,

12.1 AIDE =FI ¥ 5HEH

BHHEMNAFIvoELT, RPM OF v iieA#FIBLTARBEERTEN B3N
TUWRWHAEIDERRDFEDHYET, \vTr—IIRx—TvIlIE ABOWREE
BENEHL>TWBHO. BETIIHEZ2T7MILITRTUH LTEEA FvId

BIENTEZT  BIETICHDITRTOI7AIERREET BICIE. rpm -Va T
LET.LHALAHNS, COATURIE RET7IIVICHITEZEEEMRELTLED
O EELLTHEAAERETRICE ISR TIILIEESRITNIERYER A,

F7-. RPM AFHT3ICH>TDED 1 DOREIT. SELRFSAE D WEE
THNIL rom AT VREFNBEBERIALTLEY, EEIIFLTERAN root
ERDERZHFI L% rootkit DEORED%E, MEISHENZELIITLTLED
AREMDHBEVNIRTY . INERRT S ITIE AV AMN—ILERDY AT LEE
SERICHIILASE 2 DF v /i#EE AET2UNELNHYET,

AIDE ZF B L7 R AR
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12.2 AIDE F—49R—XADERE

BEE: 1Y AL ®D AIDE F—9~—2D#H1t

BHEVDYRT LAV A=V ETEIRNI AT AT DF v H LD IE
LW EAMHRL ELMREDTHBDIEETHRLIEIWN FELIZIE TX
FATDF VI ((HBANNTE,S TN a—F120, Y R9—KNTY
N HBHmALIEIN) , YRTFLADAVAN=ILD TR BE, AIDE D
F—IR=ZADWHE SNFFTHAVAMN =PIV RAN—ILIEDEE S
FLLENMEIE R0, V13— L TERINTWARYND)—95 —
TIVEEATRTHL, AVYV—I DS EEFEEAITRO>TLEIVN F2. O
VEI—HEEAND REICLEYTBIEEET . AIDE DF—9R—IAHME
BINBLYE FIICRY N —OITER T EHEHTTREIVL,

AIDE (& openSUSE DEEFEDA VAR —ILEETIVAM=ILEINBEE HYFE
HFAAVAN—ILEITADICIE, YaST ZiE8ILT [V A0 7] > [V ZrDT T
EF] = RRTEN.EHLLIE root DREMNSATV RS T zypper install
aide E ABDLTLEXN,

AIDE IR L TCEDI7MILICHLTEDBHAF v /T E2D M EIRET BICIE,
BRET7AI /etc/aide. conf DBEREEITRWVWET, D T7MIVITEREDRE
ELTERTIRIICHTEBEINTORIThIERYERA, RIDOEITaVTIE,
AIDE DT —INR—R 774 IVDIGZFARE — MR NS A—FREZTRWVET,
O—AIBIDERETCEEL DR TEIL Custom Rules & Directories and Files
DEEIaAVTT, —REITIETFRDOEIBRIL—ILEEELET:

Binlib = ptitntutg+stb+mtctmdb+shal

Binlib DU DODWTEREEITTH>LHEIX. T7AILD ETFIVvIF T3y
ARELET BEERL TV R TROLBYTT:

F12.1 EZLAIDE Frvliz7>3>

FTay ERBA

p BIRLEZT77409T 4L M)ICH
95, 771 /IN—=3yavDF Ty
7

i inode BEZ=ICDWTDFTvY, %
NEFNDOIT7MILZICIZ. BED
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FFoayv EREA
inode BESHHY. ThIZEDLBZER
XTI RVWEDTT,

n WROI71ILERT) V78D
FIvy,

u T71IVDFREEINZELLTWSD
EIDDFTvY,

g 774D T IV—THELT
WBEWNEDIDDF v,

s T7AIWNPAZIHZEILLTWEHED
MrDFzTvy,

b T7AILAMERLTWS T Oy 8N
ZELTWBHEIHLDF VY,

m T71IVDEEBBHNZE{LTVS
NEIDDFTVY,

c 774V DT I ZAARAZELLT
WBENEIDDF VY,

md5 T74ILD MD5 FxvoH LN L1
LTWBDEIDDF VY,

shaT 774)L®D SHAT (160 Ev k) Fxv

I LHDBZEIELTVWEDNEI DD
FIvl,

T /sbin FALIMNRICHZTRTD 77/ LTF v %TRIRE
T. Binlib ELTEELIA T avTFvIEITAV, /shin/conf.d/ F1LY

NZRRN I HERETY:

/sbin Binlib
1/sbin/conf.d

AIDE T—49R—X&EM T BICIE, FiEDFIETITHRWET:

AIDE ZF B L7 R AR
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1 /etc/aide.conf ZFZXZF T,

2 FIvIFTavERELTCEDIZ7AINEFIVITRENERELET,
FMEBERRERFIVvIA T avIiOWT,. B2 —EIlL /usr/share/doc/
packages/aide/manual. html ZHFEH <XV, B, 771 ILBIRDEREETT
BACH->TCIERKIRDO MBI D LB EBEERYET  REETROIZLRE

LET,
3 BEIFAIICELLGERTETCWINEIN AR T ZICIE, Fida2ETLE
9

aide --config-check

ZDOARVRDLDHE AL BET7MIVHIELLRWERICFDERRD 126D
EVRNERBEDTT 2 ZIETRDOEIIBRE AN RELI-E RELET:

aide —--config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

EEEDOHE AL /etc/aide. conf Z7AILD 36 1TBEIC T5—DHBTE%ERL
TWBEDTY, T5—AvE—JIlE RET7MI DR TELLGEHAEFN
BEOITERRLTWBIEISERLTLEIL,

4 AIDE F—HR—Z2A&MEAILTZICTIE, FEEDIV Y RAEETLET:

aide -i

5 &£lIh/=T—49~R—2IF CD-R ¥ DVD-R . & LLIE)E—rDH—/3% USB
AEYREICIE—-LT. RBEALET,

BEE:

CDFIBIF, T—IR—REHIAINTY LW =DICKELREET
To Tl T—IR—ADNEIBIOSNIYTEEEHSCTD, —ERL T
EXAD CEDTEBATAT7EFERALTEEEEBOLEY, T—4
R—ZEERF/ROTIVIEITERLIEYTBI &, A0 LIRWTL
723,

12.3 A—AJ)V®D AIDE Fxv¥

T7AIWNY AT LADF I %{TEIICIE, FERDOFIETITRWET:
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1 T—9R—R%)Fx—LLZET:

mv /var/lib/aide/aide.db.new /var/lib/aide/aide. db

2 BREALBELYLIBEIZERD. AIDE DF—IR—R5BEDHHELT #H
LKER LT —9R—REBBILET , T —IR—RENYIT7YvTLT HLZE
HERWHETY, ¥ LIE 12.218 TAIDE T—9R—ZADBE] (160 R—)
EBFHAEIN,

3 FRDPAVYRTFIvIAETRVET:

aide --check
AIHEAINBVGE I RIADTARDLNTWARWIEARLEY, AIDE A
SHADBRIAERIMT 5E, FEEDLOIBREERDBENKRRIINET:

aide --check
AIDE found differences between database and filesystem!!

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

%Bﬂ‘@wﬁﬁﬁﬁﬁm‘g"ékti NIA=% -V ZEBMLT RREADLNIVZEEIFT
TLET, LEDHIIIOVWTRRMZ LIFRE, FROLIABEDICRYFT:

aide --check -V
AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

Changed files:

changed: /etc/passwd

Detailed information about changes:

File: /etc/passwd
Mt ime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

AIDE ZF B L7 R AR
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Ctime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

ZDHITIE, /etc/passwd Z7MIVDEBEHEET7I/ER HEIAEILLIZZEAR
LTWET,

12.4 S RAFTALAIKRELBWFIVY

D2V %HHIEERE (BEEUATEDNIWVWIEA) DBEIR EROEITE V—
ADMRHBEY S AIDE DA FYERITLTELZEZEHDLET, DELIICTD
ZET. BREDHZHEEND AIDE D/NNAFYETEHRIA LTLEWN AROBY
AF TV EEMETERLIEO>TLEI LI L REEE RAICER T B EANTELT,

INEITEIICIE, AIDE ZA VY AN—=IViBAH Y AT LHOBMIILE, LAFa1—
AT LDSRITLATNIERYEE A, openSUSE Tl LEBMERD OV S A
EEBMLYTWWRF 21—V AT LANABINTVWEY DT, ZIHSFEELTR
WEd,

LRAFa2—Y A7 L%FIBLTEEIT RIS, 2 BEO/N\vIr—JU%HE9T5
MENHYET, NIV AT LI L TCRSANEHTA RV %ZEMT 5D

& FACERXTEINTEDEDT, linuxre H™STARWVWETEELIL http://

en. opensuse. org/SDB:Linuxrc ZHFHALEIV, FEETIEZDFIEZERAL T
WEd,

FUMF12.1 AIDE #F/[FL7LIXF¥2—>7LDEE
1 288D VERAZEL, FTP H—N\%E8LET,

2 FTP H—/XDF 4L YNNI aide & mhash DK /N\wr—IAIE—LFT,
openSUSE @ FTP H—/\#geThhid /srv/ftp/ ICRYET, BEAFEMICIE
F—FFroFr EN—232 QIEBEEBEOEICESHA. TEEOLDIC
EITLET:
cp DVD1/suse/ 7—F 72 F +/aide/N—>3 >, P—F 72 F +.rpn /srv/ftp
cp DVD1/suse/ 7—F 72 F +/mhash/¥—=>'3 > ZP—F 72 F +.rpm /srv/ftp

3 LAF 21— RTFALICT L THERBEN/NNTA—YZIRHT B8, /srv/ftp/
info. txt 77/ ILATFEEDHAET EHRLET:
dud:ftp://ftp.example. com/aide/V—=>"3 >, P—F 72 F +. rpm
dud:ftp://ftp. example. com/mhash/V—=>3 >, P—F =2 F +.rpn

ZhZh ftp.example.com [EEFE®D FTP H—/SORAAVZIZ, /V— 3 >
ETF—FTFIF+ (ZRBEDEICESHATIIEIN,
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JRIC AIDE Fxv oA TROVEDOH BTV VEBREL. HFS5D DVD HHL
AFX 21—V RTFLEBELET, CDEE, FTRDRBEI/NSA—9% JRELTKE
JLN:

info=ftp://ftp. example. com/info. txt

ZDIRSA—FHEETETSBE, linuxrc ICF LT info. txt 771 ILNDIERE
FHALEDITIERLET,

LAF 21— AT LHEELEZS, AIDE 7OVSLAFETELSDICRYET,

12.5 I5LZIEH

AIDE ICEAT 21E#RIZ. TN EN T EDIBARICHYET:

AIDE D Web R— (FzZLRETHBZEITEFRELTEIV): http://
aide. sourceforge. net.

/etc/aide.conf Z7MILAHDRFIAV,

aide N\ —I AV AN—)LTBZETIER SN, /usr/share/doc/
packages/aide LA FD 7741,

AIDE A—HDXA=) VT ) AN (FEELRBTHZHIEITERELTEIW):
https://mai lman. cs. tut. fi/mailman/listinfo/aide.

AIDE ZF B L7 R AR
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SSH: &% {Rild 2815

FYRT—=DICEHGINREDZE. *YNT—J LBENTIGFAID SR ED K
AMITIERATBLIBREBHEILUIELIEHYEY, FRELEFIC, *U%%b\ mEy %
(A—HR) ENRXRT—RDOXFIEE ST TITRETIHE. ThOHDER
ERYNT—Y ETEZTEIENTETLEWN, TNLHDERE HEICEFTLTWL
BWHABENREDI—HYTHIVNeTEORBIENTET LEVET ., NI
FYU.FBZBEO 771 EEBEINRLIENTESZIFD, BAICL>TIEES
(root) M EREEWMTZHODEBIMYERYFETL MDYV AT AICHEAINA
57200 BAHAEBELTEFRATELLIICH>TLEVET,, AT E—MDSD
Efuid telnet % rsh, rlogin REZFIALTEH LA BSIEPETOMDEHE
LD REDNEFEELTVWEETATL, £/ telnet LIAICE EILYERAIN
TWa FTP ORI rep DEIRYE—RI7MILAE—D TOTSLRKRE &
ETF—95RELTOVARVEDIEVDONEFEELTVET,

SSH 2/ —F Tl FREEXFH (@FE XA A1V ZE/RRAT—R) [ITDOWTEES1E
7& TERIEFEN. RANEDBEZTDEDICDWTERES L ATAVL., BT

BEA IRMLTWEY, SSH TET—YDRBREZTDEDIIE=ZFENEZTDHIED
’C%’C Lih\i?b\ ABIEESIEINTWSLH BSREMNSBVWEYIEEN
5%5TD T—4 (BHLFIDT—F) ICRTZEIETEEFHA TDH, SSH &
HEBEDIRE SNTWRWRYRND =9, 722 MV —Ry MR EICTBWT, 13
HRETES IOITBIENTEEY, openSUSE IZH1FS SSH DREZEELT,
OpenSSH AFIATEZT,

openSUSE TIZBEE T OpenSSH /Xy —I DAV AM—=)LEINB LIS T

WT, FNFN ssh, scp, sftp DIV VRAF BT RZENTEFT T BE
DEXTE Tl openSUSE Y AT AL, sshd ZEENIIET 774704 —ILTD
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TR AT ERELIRRET, OpenSSH 1—F 15 4% FALEIBAICDH
T AREETT,

13.1 ssh—Secure Shell (B %FRFT
5>x)l)

ssh 7O S L%5FBATEIET YE—MDIRFTALIC QT 1Y LTHEEHIREE
BITROTEDNTEBLIIRYET  72& 21 sun EWIRAMIF LT tux &WD
a—HyTcasMrLzWEEIE. FTEEDIAYVRIAVDIBDOWThihEAALE
ER

ssh tux@sun

ssh -1 tux sun

ERmeERA T —YEPELTHRIGEIRF. 1 —FEREERTHILELTEE
¥ (ssh sun) WFTHDIBEE VE—MID I—HFITHTZ/IRT7—RKA B %K
HLNET, RN E\ZIjJTét DE—MADOAT Y RSA VPR RT T —
2ay (&2 YaST 72&8) 2R A LEE TR TENTEET,

X552 ssh Tldk, ssh A A Tv2 M DEIITAATEIET, [EEHEEEREA
TWAWIRYRERITTRIEHTEFTT L, Tv > A IIRBETICEI BRA
TR BELHY T, VT TOEEDOLIIEROIATVREEIFT
ETTHIEE TEET,

ssh root@sun "dmesg | tail -n 25”

ssh root@sun “cat /etc/issue && uptime”

13.1.1 X7V r—2avDYE—MRRMTD
=17

SSH Tl Xy hT—2 LBENTIGFRICH D X 7T r—av OF A% I
TROZENTEEY, sshAVVRERTTS RIC-X AT avE/RETDHE
T—MaloD DISPLAY IRIBE A BEMIREIN., X D% SSH EHRAT
FRIFO>OWKBIENTEEZ  FARIC. BOUAD 21— . COHNEE
BTELAVWLIICEERELET,

13.1.2 T—YxV MiRE

ATV avEIEETDE, ssh-agent ICEDTEREE 1HHRAVRD T VICEB| Sk
PMNBEIICRYFET  COAEEFIATEIET, ThENERB T VIIHLT
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AJAVEBB NAT—RDANEERTS &N TEFEY L. COAEEF
B350, BREDRAMINLT H5NCHAREAEA L TH X, BEAs
AR ELTERELrHYET,

CDEEHEBEE DR E TIXBEMEINTOETN, VAT LALEDRET 7ML
T3 /etc/ssh/sshd config 774 JLIRAT AllowAgentForwarding yes &5 7E
THIETBARIC BMETEIENTEXET,

13.2 scp— BB REMEE Z D771
aE—

scp W EO—AII DO T77MILE)E—MAIOTIIZaE— LY, EIZ)E—MAY
DIV EO—AILIZAE—LEEYTBIENTEET, jupiter EDI—HAH sun
LDA—HEERBIFETH, I —HFROKRA N DX TIEETSHIE TR
TEEY, VE—MIDE—LTALINILUAIZT7MILETDE—LIZWFE I,
sun:=7 L2 MY OEIIIIELEY, TEROAITIE. O—HIILHS)E—MIXT
9377100 AE—& FDWH A (TR>TVWET,

t o—AaiL > UVE—K

scp “/MyLetter. tex tux@sun:/tmp

tVE—bF > O—HI

scp tux@sun:/tmp/MylLetter. tex ~

EVh: -l AFaviiowT

ssh YV KT -l A7 avaFBYT2 C&ETUE—MIDI—H%IEE
IBIENTEFT (A —HLOEKRA N X TOIEEERALEKTY), TY
M. scp TD -1 (F, scp TEATEIRYNT—Y EEAFIRT 22K THE
ALZXY,

ELWIRT—REANTBE, scp BT —YEREERIBLET FIRE ERFICE
B IRREDARIZIN, AE—{ROIT7MIVEENKR T TEETOREZRRLE
T, ATV ERETDIE. INLDHNEEBTHIENTEET,

scp TRTALIMNIEF%EIE—T27OD0BFIE—BE’ARIN TVWET:

scp —r src/ sun:backup/

LEREETTDE, srce TALYNIEZDHYTFT4LIN) RICHBDLETORE %,
sun A®D ~/backup T4ALZMICAE—FBEHKICARVET BB HTT1LIK)
NEELARV SEIE. BEINIERINET,
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BB, pATavEIRETEE. T7MIVDIALRY Y TH ##FT2LIICRVE
T Fle, CATVavaigETDIE, T—YEERICEREEEEZFIAT DL
BYFET, CDEMEBEICKYERETARE T—YEARBOTIENTEETH,. 7O
Ty L TENRRYDERIDIIYET,

13.3 sftp— i B REEWEE D77~
JVERE

BEOTOVZL%EERDIGAICAE—T2LIRIGEIL. scp DRDHYIC sftp
MMEFTT, CHIZBEED fip ATV KD LI WEEMICIT Y REA DL TET
THUTIELTEMELES  FIBAFAER ATV RD—EERKRIRTBICIE, sftp D
2T)bHB help EADLTLEIW, /o, ISITFELWERBAIE sftp (1) D~ =27
)l//{_yt: %Ui?o

sftp sun

Enter passphrase for key ’/home/tux/.ssh/id rsa’:

Connected to sun.

sftp> help

Available commands:

bye Quit sftp
cd path Change remote directory to 'path’

[...]

13.4 SSH ¥—E (sshd)

ssh ¥ cp DLI% SSH V547V N T AT S ATHEERITRILOHITIK, H—N
(SSH &¥—EY) NETEE, TCP/IP R— b 22 TEfA F5Z TV aibhid
RYUFHA. T—EVIIVILIOREEC 3 BEOENE £HRLET . ZTNETND
BXHIHERBENARBHIOSEHRINDEDT, —iRICIE ARER—ADF|EEM
ENFY, SSH ZNLICBEOEREARIFT DD, BBREADTIERIEIR
TLEBEIIRELTEDEIHYFT BEED 1 VA= T . ThOHDT7
AIVIR—ZyaVISBERICEYIAED R E ShET MEZHEILX SSH 7—E Y
DHDFZHAIRNNILELNEDTH B8, SSH T—EV LA ICITFHAIRN AL
TS TWT, AFH (. pub EVWDIEEREFICAS>TWEY) IFEHRAFHBIN L
BHCOSAT YV MIEEINDEDTHBEH. TRTOI—YHoHEHAIBIE N
TXBEDIT>TWET,

EHL SSH 7247V MO SITRbLhET  FEHENTRLNEE FEZIFT W
7= SSH F—EVD SSH V547V MOBTTANIIILPY IRIIT N—=2 3 %
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EDHAERARTIEL, ELARWR—MIEHLTLE > 2LH R ZEERECLD

ICR2TWET BB, SSH T—EVUHISRBEIN/-FIOCIN YT AMIN

TRDRBETRILOH, T—EVAITIIEIND SSH #ERAREIC ZIFANSIE
NTEFET,

SSH =&V ATV RDEIDBIETIL, OpenSSH (F/8—23> 1 &2 D
SSH 7ORINNICHIBELTWET BEETII/N—ay 2 2FRHTEEOICA-T
WET A, -1 A TavaigEdaIETN—Tay 1 I1ICREIT5 2&EETEEY,

SSH M/N—=Y 3y 1 #FRATZI5E. U —/NEEFTAREE Y —/\EEEELE
T U—/NBIIBRERINDET. NS 2 BEOREFIBL SSH V547>
NENBRIGEEL. U—NAISEE T2y avBERESIETIEDLIICAS
TWEY, SSH VA7V ERT 3B AEE Y — /N AISEEFLET,
SSH 7ML DN—U 3y 2 TEHY—/\BENEEHT, Diffie-Hellman & I
ENZ7ITYILEHALTROZBEATARVET,

RAMAD#EZRGEE S —/NBIZ WThEy aVv BOBSERERT DI
ICHBERZEDT, 2RISR LTEIHIIEDTERVWEDTY il
&Y, EEHED SSH 7 —EVEFI/EEREAFIAL T 2y avEORS =ik
TED MM TWET ERYFTDRBEDOPYEYER-WEEIE. SSH 2
SATUNEIT v AT avaigEL. T\ T E—REFHICLTLEIW,

/etc/ssh/ RICIRFEINTVWAARBEMBRRBICOVTIE, MBRERFTEDH
EHIEARIRE L THIEEBEOLET . ZDLIICTEIE T HEHIBREINTE
ITNERBTEIENTIZEN . FILSRATLEAVAN—)L LIZIBETH. TTD
BEFNNGRITEIENTERLIICRYET,

BV b: BEE®D SSH RAMRICDOWT

BEICATSHD Linux BV AM—=ILEINTWBT I VI openSUSE & 1V
AN=IV LB E AV AN—IVAEBRATEEET7 7 X BFFOF LU SSH
DEEEFHMICEIYIAHET,

HBVE—PDRAMIFLTIEILHT SSH FEHETRIE VATV MITIE Z
DRZANDNEISEE% ~/. ssh/known _hosts 774 ILRIC {RFIELE T, ZHICKY,
man-in-the-middle % (FEAZEKRE) 2fH<CIED TEEXT FEAEREE .
RANER IP PRLRAZB>TARREINFELDBD H—/NICEGIEIHET. H
S5H L& 7/, ssh/known hosts NICIELWWAREEESHFLTWNIE #HIZELL
elEIE>TINERITHIE AN TEET, H—/MAITE EELWARRRICHR I
TOMBBAZE S TWARWIE DD, By avIEREMRFETHIENTERIARY,
IoAT 2 MADBERE % MR HIENTEET,

SSH: B %= RE Y 2E15
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RAMADRARBAEREINLIGE (COLIBYT—NITERT L. HEHL
DALHDHETCINEEI O THEIMEDNHYET) 1. ssh-keygen -r #X
;E THWIDDREZHIPRTZIENTEET,

13.5 SSH SREEDFH

S CHE EHBEMATEIX, 2 —UPOV1 U TBRICEDOI—HD /AR —K
EANIEBZHETT LHOLARDS VE— DTV EIC BFIN/ca1— *7‘0)/\
AT—=REITIIRELI R +OTT  F/z. TNHEDNRRAT—RIIEEINDIG
BHYUFET  -EZIE root D7V ERAFATBLOAGE. BEEEIL root 0)/\
A)—REEBLLYTRIERL LY EEa‘:E’\JL:T\IEfa:TOtZME’é@“éLZ\%#‘
HYET,

A—HONRRT—READEFTICOTA VI VLI RIGER. T—HRIT £K
L7z SSH @xd = AL CERRAIZEBELF T, I —HRITHEM L8R, AR
(id_rsa.pub F7zld id dsa.pub) &#EERER (id rsa £7ziE id dsa) BFFITARST
W&,

NRAT—RELTOOT AV HTRIICIE ERLIER D> A%, SSH
H—/D (21— OFR—LT1LIMNJA, ~/.ssh/authorized keys 771 ILIC
RELET, COLOIRFEEZRDZIET. O VICEALTEERHIEHEERIT T2
CEN TEFT , INIELFAREEMLZVEIBRLAZYTSICIE, ZOI—HT (/N
AT—RRREICED) AT AV B TRODELNHB-HTT,

BRABRDEF1)T1%RKIRTE7-0D. INLDRIF/INATL—ITRELT HR
ETT,ZD/NRATL—XZ ssh, scp, sftp ZFIATHLGICAT LAIThIERS
BRWEDT, Bt/ K27 — I\Mﬂutlzf\ét INZ7L—XF BEFEI—HFITHA
IBIRTIEARIILIBERTH B0, JURELMHE SHBIEICENIVET,

J:l_o)%g/\ Zo)nlu\nIE»L/L%‘u:b SSH —Ctil—r\Zb/\ Z@nm uIE‘uﬂrL.;_\L/—C\/\i
T, RAM—DERIEZFIATEE —ADKRAMIWEI—Y (EFEIN M)
& MADRIAMIVWSI—Y (EFETHA) ELTATIVTHIENTESDLDIC
BRYFET,INITIFEADRANTEDREEZBMICTIUNENHDIEN. EFE T
BAEINBRTRCI—FETHIMNENHYET, openSUSE Tld SEN—2
DEBEIN R EINTWS /2D, RAM—RDEREEICDOWTIL, T Tl 57BALT
WEt A,

B RAM—RADBIAAFIATRIBEDI77MIV/IR—IyaVIcDWT

RAMR—ZADRAAFHTB%E, /usr/Llib/ssh/ssh-keysign (32 Ev
N RTLDIZE) £<l& /usr/Li b64/ssh/ssh keysign (64 EvhT R
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TLDIFE) ICH LT, setuid EVNEERETIHRENHYET, Ihid
openSUSE TIFBEE TR EINALWVWIEE TY  RAM—IDERE % £
TEHBEE T7ANDNR—=Iy2aVHFEETHRELTLEIWV, FJIGD
BRICIL, /etc/permissions. local 77/ )L &EEAT5E, openssh D
FaTAEFDRELLLIWIFETE setuid EVMERRFL fKiITdIE
HNTEET,

13.5.1 SSH D K

1 BEED/NSX—4 (RSA, 2048 Ev ) THALEM T HICIE, ssh-keygen OA<
R&EZETLET,

2 Enter ZIRLCBEE DB (C/.ssh/id_rsa) ICEBERFTEH. HLIIIRE
DIGFEEELET,

3 10 »5 30 XFRETEBRINSG/ARTL—X%ZAALFT, /SRTL—XIC
DVWTIRHSTRELTELIEZRBEDLIET,

BB BOESUMNIIKBRRICTIERTERVWLIICA>TWAI A, ST
DOTLEEIWN (T7AID/IR—Ivar% 0600 THNIZREBEHYEEA) . T2,
BREAMOI—FITHLTHARLTIE RYFEEA,

BEFEDRESICT T/ NRTL—XEZEE I BICIE, ssh-keygen -p AY >V RA&EH
LET,

13.5.2 SSH @D IE—

ER L= ABEsR%E)E—MBIOD ~/.ssh/authorized keys ICOE—9 313,
ssh-copy-id AV RAFRHLES, O—HILEIT ~/.ssh/id rsa.pub LLTFICR
FINTVWBRBTHNIEL BTV R TEBTIEY, DSA Eethoa1—4
DHEAE AE—LEWSEIF. N REBETIVNELIHYET:

# ~/.ssh/id rsa.pub
ssh-copy-id -i tux@sun

#t ~/.ssh/id dsa.pub
ssh-copy-id -i 7/.ssh/id dsa.pub tux@sun

# “notme/.ssh/id rsa.pub
ssh-copy-id -i “notme/.ssh/id rsa.pub tux@sun

BAIOE—F 51X E— M A—HID/SRT—REAHDLTLEIV, BEFH
DEEAEBIRT BIZIE. ~/.ssh/authorized keys 77 EFEETIRELET,
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13.5.3 ssh-agent A< RD{EMH

¥k SSH #iG2 M A L TEEETAIBE. ThThOEHKICHLT/IR7
L—X% ANT2DIE, FEEICEEREXRTY, COMEARERT 5728, SSH
Ny —IICId ssh-agent EIEEN DY —ILDMTE LTWET, Ihid X PimEk
Ty av MR IN TV 2E. BB REREF $5IENTEDY—ILTT, ZORK
BRAENBEETEMDIARIP T OS5 L% ssh-agent DFTOERELT H
EXE BT ET, ssh, scp, sftp ICHBRIBEZTHMNREIN., BEMNAOT 1V
H RIRTDIEHNTEZT LI man 1 ssh-agent HZHFHEHALIE I,

ssh-agent #B&)L7/=H &, ssh-add ATV RTEEAENMNLET. ZDOBESRT/NA
IL—XDANEKRDOENTE T, WoTANRTIL—XBEANTBE ZNLEIF/S
27L—XEBEANALEY 5284 SSH OFZ ATV REFRTESLIICAR
UEd,

13.5.3.1 ssh-agent ® X £v>a>RTCOEA

openSUSE Tlx. GNOME ¥ KDE DT A AT LA Rx—TvH EEBIIC ssh-
agent ZEENLE T EBEIL/ZT—V VM LT, X Ey2ar DOEEIRFIC ssh-
add #R1TLT BABINTZICIE. FEROFIETITRWET:

1 BRENFOI—FTOTMVL, /.xinitrc Z7MILHAFEELTVUAHNEI DA
ERLET,

2 FELTVWAWGEIT. BEO#EEFER T, /etc/skel T4LIZMNIHS
aAE—LET:

if [ -f “/.xinitrc.template ]; then mv "/.xinitrc.template ~/.xinitrc; ¥
else cp /etc/skel/.xinitrc. template ~/.xinitrc; fi

3 B EIE— LGB TEROLIBRITEREL. ZDITOIAXVN T—7 (#)
ZHIBRLE I BEIC 7/ . xinitre B FELTWIGEIE, TEDITZEMLET
(AAV R —=ZIFHA LT KEEW),

I if test -S "$SSH AUTH SOCK” -a -x "$SSH_ASKPASS”; then

# ssh-add < /dev/null
# fi

4 HEFFTILLX By avEiREddE, SSH D/RXRATL—X A D% kH5NS
EOTHRYZET,
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13.5.3.2 ssh-agent DK EYavATOMER

ARty avhLHATZ5EE . F/EET ssh-agent A EEIL T ssh-add %
RITITEDNENHYET, ssh-agent DFLENSEICIE 2 BEDAELHY, 1 D
T BEEFEO IV ETH LW bash Yz ZEBE#T2AE.EH5D 1 DEEED o=
WICEZDOIETHLLW T A L R ELRRIEEHARETS HETT,

ssh-agent -s /bin/bash
eval $(ssh-agent)

I—IxVhaRELRIE, ssh-add ZRITL TR ER BZEMLET,

13.6 R—MERE

ssh | TCP/IP ##i%a45X $ 2R CHERITHIENTEEY, ZO#EAEEIE SSH
bRV EEFEN BEEEINEEREE NLT. HBR—KIEDEELH
DI VIERELET,

FEBDATVREEITTBE, jupiter DR—b 25 (SMTP) ICSB T/ E K h., BE
SIEINTIREET sun D SMTP R—MIEREINBLIIC BV FE T, ThidFic
SMTP-AUTH > POP-before-SMTP D#éEE#AFF7=/\L SMTP H—AFIAHL
TWBGEILERARLHEATY  ERAERIETHIET, RYNT—I LBEN AT
BEORANDLDERE, THE] BRED A=Y —N[TEETEIENTEDL
HTT,

ssh -L 25:sun:25 jupiter

B#kIC. jupiter BSDE POP3 YU TN (K—k 110) % sun £®D POP3 7/R—
MIERX T BICIE FEDLIICETLET:

ssh =L 110:sun:110 jupiter

BB WTHOITURES root TETLAITHIERYERE A, INIXRER—K
EMENDZR—PEFERALTWSHTT . BF XA BEOI—HYHIDE
SSH #ft 2L TGERIETHIENTIEFHT X—ILYTh D5IF localhost 158
ELTHBHEWNEIW, B TO7SAICDVWT BIMERIETZ2T7ILR—VE
/usr/share/doc/packages/openssh [Z#% OpenSSH M RFa AV F—3v|C
BIRINTVET,
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13.7 YaST ZfIA L7 SSH F—E> @
BUE

YaST @ SSHD BB EEVa1—ILIZ.BEEDAVAM—ILICIZEFNTWEEA, 7
A9 5ITlX yast2-sshd /3w —2% A ARN—JL L TLIEILY,

sshd %—/\% YaST TR ETBICIE, YaST 2EEILT [RohT—oH#—EX]
> [SSHD DZFE] %BIRLTHS, FRDFIEETHRVWET:

1 [—#&] 97Tl sshd BN FE2(TBR—N& [SSHD TCP A—F] TEIRLZE
T BEE(EIL 22 T, BHOR—IEETEIEETEEF T HLWR— 5B
9 2icid. [Ew] =L THOR—IESEAAL, [OK] 2BLET, R—
NEBIRT ZICIE RADSHIR T 2R—NERAT [H5] %3 LbhE. HER
Avt—IJICIHNELET,

2 Ffc sshd T—EUDYR—PIRE BEEAEIRTDIEEHTEET, TCP #n3%
HRe A BmAMb I 2ICIE. [TCP &k a4 d3] DFvIaNLET /7L,
TCP ke 2 EMMELTEH, 2 — DV TILICT IV ERTESRY, %1
TFADWEIIIRSBRWCEITERELTKIEIW, VIIUITIER TETLEX
X MBDEE OV SLERBITETCLEILDTY, TCPEZEICDWT.
L<IE 13.618 [FR—RgmiE] (177 R—) HHHHLLEIN,

X Window System DEriXZ ML 2k, [XT77 X z54a798] D
FrvIENLET, CDFTav A EMEINTWEE 54TV S X1
EEDERDTRONIERICIS—5RLE Y, 7272 L LERKRIC B DER
ETOVILERBHTECLEIZEITERLTEIL, X Window System
DEREICDWT, 5 LLIF 13.118 ssh—Secure Shell (355 FFT5> T
V)1 (170 R—=2) ZHEFHMALIEI,

¥ [FHFE5FaT 78] TR F—NEISATVNED BIEZEMETEHNED
HEERLETS,

3 [O27> 8 F] OYTTlE, —RROTAVPREEC BT 28R EEITRVE
o L0100 FHDX vtz—=" & Fn 93] Tl A—HH R EERICAO
TAV LB EIC Jete/motd DAV E—UARRTEINEINAERTE §52&
NTEFT F7, root A—HDOT1VEEMELIEWGEIL, [roor 027
>EHFEF T3] DFvIENLET,

(RAGAEFTTIEEC] DERETIE, 1 BDEHRH/=VIC EFAIINS, RADER
SERTOEAESRTELEX T, [RSA Authentication] MR ETIE. flife7sr RSA
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ICKBEREE 2EF A g HMEINERELE T, DA T avid SSH FOkalL
D N=2av 1 ICOHMBERAINET . £/, [Public Key Authentication] T
(&, NRBICL BB AT AT EINEIDNERELET . CELDREIE 7O
WNR—=23Y 2 ILOHFEAINET,

4 _[7"5/»:»&555/5] DIT T JWIHTARESSH 7Ol D/NN—T 3V %k

BETRIENATEXT  N—Vay 1 OH N—23av 2 DA, N—Tav 1 &
2 DEADHENSRIRTBIENTEET,

(HFTTEEELTE] TR HFTTEIITRTOBSIEIF—ET RRINZE
T, —ENSREDESIEAEZEHIRT2ICIE. —ENSEAT [AE] 2L
FT HIC—EBICHESEIAEEZBMNTZICE. RO TIIV) ARHSRAT
LEW] =HLET,

5 RR&IC [OK] RV T E RELFRFTHIENTEIT,

13.8 I 51EH

http://www. openssh. com
OpenSSH @ Web R—
http://en.wikibooks.org/wiki/OpenSSH
OpenSSH Wikibook
man sshd
OpenSSH 7—EV DY =27 )L R—Y
man ssh_config
OpenSSH DU ZAT7 Y MABRE 77V DI =TIV R—Y
man scp , man sftp , man slogin , man ssh , man ssh-add , man ssh-

agent , man ssh-copy-id , man ssh-keyconvert , man ssh-keygen , man
ssh-keyscan

1

T7AIIDAE— (scp, sftp) O 1 (slogin, ssh) BEELEDEY =1
77)1//\0_9‘\0
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RAAVL—RETPAT 2=

Linux 23y hN7—JRIBETHELTWAIGE. i—ILiie=FIHL TRy T —
9 Iy NDREEITIRW, REREAEDRY NI — VMBI TR 0518
TBHIEN TEZLT, Linux D netfilter 7L—AT—9 Tl IR T747
VA=V RML RV NT—VZE LK REIBIENTEFXT, /. iptables &
WEEND, T7AT A= DIL—ILEYNEZDHICHEINIAE 7—7
WEEEFHTAIET. RYNT—IA V=T A R L CGRBEHFT /Ty
MBI R ETBIENTEFT , DL/ N T4V FHEREIC DLW TR,
SuSEfirewall2 &f8E 33 YaST EVa—IILAaFIBATAIE T . EHEICEETES
IO o TWET,

14.1 iptables ZFIRL7/Nry b 24)b
4

netfilter & iptables @FIAVKR—RVMI. FhETNRYNTDI—2/7 Y DT«
L8 RRAVEICE T 2HEEA IR T 21I M Ry T—I T RLAZ#2 (NAT) DHEEE
HIRELT WET, 71 ITEREEZTDENME (RIFTANDZINMETEHIRE) (3.
FrAVEMEIND BIEIRELET . FAVIE EDDIEICEKZHTEINE DI %=
YT BEIITRO>TWET, Fe. FoAVIET—TILEMREITNZEEICEE N,
iptables AV RTIE. INSDTF—T I PF AV L TERBAITROITENT
RES N

Linux I1—RILICIE 3 TBEOT—TILABEELTWET . T —T L. /v h
AT BEEATIVICHIGELTWET:

NAAL—=RET7AT oA —I
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filter
CDT—TIVIETAIWNZI—ILDBEENTWET, —RIC /YT wr 7081
> EMENBIL—IVEEER T BIFAI T, $H5/N v N @9 (ACCEPT) Hi5
T2 (DROP) ™ A&¥IdrLE T,

nat
CDT—TIVNIIRETDT RLAREE DT RLRICODWT. ENOEER
T3 DI —I%EZRLET, CDOT—TILEFATEIET, YIHIL—F
EEEND, TSAR—NRRYNT—D% AV —2y MIERTDLI% NAT
DEFRT— AT INTDIENTEBLEIIC RYET,

mangle

ZDT—TIVRICIE, IP AT DIE (7z&ZI1E ToS 714—ILR) RE%EiRETS
I—ILERELET,

INSDT—T IV BEIZEITROONcF AV D FELTVET:
PREROUTING

ZDFIAVNE BB THNTyMIR L TGEAINET,
INPUT

ZDFTAVNE. FDRIUNEELER>TVWBNTYNMIF L TERAINE
ER

FORWARD

CDFTAVNI. FDR IV HBMICRBTAETONTyMIHLGERIN
9,

OUTPUT

CDFTAVNE. ZDYIVEFETET DAY MIRLTERINET,
POSTROUTING

IDFTAVIR ZEDIIYDLHETTN Ty MIR L TEAINEY,
E14.1 Tiptables: HYD%/N 7y MR ] (183 R—YV) T ED LD HRIET
FYNT—=0 7y v IBINZDHDERLTWET, Bif{E D7 BTIEFx
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AVD—EELTT—TILE HONTWETH, ERIEF A VIET—TILEED
RICIFEIELTWET,

CDHHAERLEHEICKRDTETEE FT VAT AICRIET B/ M,
ethd DELIBRA VI —TTARABICEIBLEF T, TDEEE L /My MEIRAIC
mangle &—7 LD PREROUTING F A > AHHBL, =\ T nat T—T LD
PREROUTING FxA v EBRBLET . RIT/STYMDIL—FT 4247 ($RE&HI1E) (CBF
TRUBAEITRWN, S RATFLARDEDTOERD /My hNa 2 (FELSD DHEHIET
LEd.,.ZD% mangle & filter DET—TILAICHD INPUT FzA VU ASHRL.
filter 7—7ILADIL—ILTIRE LR REMEICBIBZLEY,

B 14.1 iptables: HY53/ 0w FEEE

14.2 RRAAL—RDEHE

YAAL—REE Linux BB ®D NAT (RyRNT7—0T7 RLRAZ#:) #EETT, /INEE
2 LAN (FSAR—=RTPRLREMEIEND IP PRLAEFEATBHRAN, 5$LLIT 18
[RYMNRRIEWN—T4VT ] (BI13FE R, T—2ODEFE, 1) IT7LVR) #HH
IHLEEWN) DBAVI—Ry N (BARD IP PRLA%ERA T 55EE) (IO LT, EE
TR HBEICRALE T, LAN HDRAMD I VI —Ry MIEHR TIELIICT
BIClE, TSAR=PMETRLRAERRDEDICEZRAZVNELNHYETH. D
EZIE —fRIC LAN &AM V=RV MBI —IDRETEEDTY, IL—FIF3E
BIC OV TIWRBAEAPTEELTOET L —FITIEERDRYNT—0( 05—
TIARADHY,. —H BETHZGEEHYET) = LAN It AEAVH9—Fy
MZEHLTWET, LAN IZERINZERAN (EZIE ethd BREEZNLT) HS
W& T I7AIWNT =R oI (FEIN—4) ELTERD W—9%IEETDHIET. A
VA=Y MIBEHRTEELIITR>TWET,

EE: FLLRYMNRIDFERICDOWT

XYNT—ODEREICHT->TIE. LAN HOTARTOHRAMTTO—RFv¥R
N 7RLRERYRIRIDELLEREINTWAIEAERRLTLIEIW,
noD ELSGREINTWAWE ATy NDIL—F 174 (REEFIHE) A 1E
LSEIELARL Ao TLEWVET,

EirdEHY, LAN HDRZADSAVF—Ry MNP RLRED /Ny besxE LT
BAEENLIFTIAIVE (BEED) W—FITEEINFT T, DD ZDLI74 /N
TYREBRETEDLD I — 2B ELRITNIERYFEEA TTH, EFaYT4
EDEADSBEEDA VA= TIRIL—FELTEETHLIICA>TUVEE

NAAL—=RET7AT oA —I
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Ao IL—IHEBEABTMICT BICIL, /etc/sysconfig/sysctl P IP_FORWARD D
IEBICDWT, IP FORWARD=yes ZE&FELTLEILY,

BRAEDRAMI LMD IV —F EBEFEBETIETTH. ERD/NNTYINRETTH
3 REDRYRT—ZIIDWTIFHB MDA HYF A N RAAL—RDOEFIET
5 EBHTY . VAAL—K (ZRLRAZH#) T EHREDRAN IGE R TR,
FDEETRL ARSI —FDEDIREINE T I —FIEEIETE/ Ty ey
BrL. Zhh LAN ADSD/NRT Yy MITTRINE THEIEN b >725E 1 /N
TYMD BETRLRAAZHELT. O—HAIILRYNT—IRDIE LWRAMIERELE
ER

BEBETZ Ty DI —T 1T (RBREEHIE) N RAL—ROT—TIIIKEFELT
WA AICEY . A B (A5 —Fv ) DESRER (LAN) DRAMIN L TERY
3 FRIZEEREBINBNEICRYET  AADSHBAIDRAMIERLEOE
LTE, YRAL—ROF—=TILRITIE, ZDIERDPELBFEELLEWVZHTT . MNA
T YAAL—ROT—T IV RICEREFHDEHR THo>TEH, TIITIXIREEICET
HIEWD REFINTWBLD MOERISZTOERAFERATILIAIEETE
B> TWET,

F. INLDREICLY. WO DT T r— 3> 7aObJL EFI BT RRIC
AN £LBFEDHYET & ZIE ICQ, cucme, IRC (DCC, CTCP), FTP
(PORT E—NR) BRENFNICEZHLET, Web TS5V PIZED FTP 7O 3 L
DIFEE. PASV (passive) EMENZE—REFERALETH. COE—RNTHNIL
INTYRTAIWE) T R AAL—RISH L TREIEEZRELIKKTERIENTES
EIITHLTUWET,

14.3 7747 0A—ILDERE

I T7ogd—/ ElZB TS RYNT—VBERND T—YDEHEIEETARILHE
AT ARABEL T E2EEEFEAINTVS EDTHEERDONET B
BICEZUE. COETEHRBALTWRZEG /YT, o758 ERBLET /My
TV ED & 22 E7ORIPR—M IP PRLRAREAETICLT,
F=IDHENE BEITDLODETT, CNIEY. BFEVDRYNT—IICEWNT
BRULEBW Ty ha ZNOEDTRLAEE SIS IENTEDLIITRYET,
EZUE BEVD Web H—NICHEDSDT VR EHF T LILWGEIX, Web
H—NITFEA LTWAR—MAIBEL. FAKZETHIZRBLES LM LAHLS,
NryN T4V TIIARBEFARBZEDNTERW O, AFLTWS Web H—
INRED I ELWPRLREFH DEDIZZFOFEFFELTCLEVWEF T, LEAE
Web #—/\RIZH 3 CGl 7OV S LDIETHEANDHEBELEICDOWTIEL, /Xy b
T4V THSZEIETEF R A,
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SYUSHRMNTER LT RZEL T ERDOV AT LA A DERHENHYET,
TEZUEX NP YN TANIE T TV —avF— T/ ax A HET3 &
EDHELHYET, COFETIHET . /Ty N IT1ILIDENBRR—bAD 74
CRAEEML. T TN —2a v — NI TADBREDHEZITANET, ZDF—
RO (FAOFY) BISAT U MNERITTREREERL.EAFKD H—NAT o+
AEFTRVWET, EVANIE. CoLH5A87TOFY ("REB" EWHEKRTY) 1dT
DHRAMITTBEREBET. 7V r—oavpFERTS 7O ERffETEIE
ICRYET, 2OLHRTAF o —RELT, LEXIE Squid BHYFTH. &

(& HTTP % FTP ICRSLATOF > H—/ATF, Squid 2FERITZIIE. TS5V
HRIDREEZZELTCTAOF Y —N\EFHTS OICLRITFNIERYER AT
BO HTTP R—=I» FTP 77(IADTIEAD 55, TOFVHREEHAFOF vy
a (—RRET—Y) RICEELAEVWEDIC DWTOH, TAFIH—1H(Y
H—2IMITIEALETS,

TEEDETIE, openSUSE ICH1FB/3 Yy N 74)LFICDWTERBALTWE T, /X
TYRNTAINEIETTAT A —IVIZDWT, KFYUFELWERBRIE howto /3w —U AU
BEN 5 Firewall HOWTO ZHFHALIEIV Ny —I DAV =)L I T
niE, TEOIAYVYRTHBRERTTIIENTEET,

less /usr/share/doc/howto/en/txt/Firewal l-HOWTO. gz

14.4 SuSEfirewall2

SuSEfirewall2 |& /etc/sysconfig/SuSEfirewal 2 RIC BREIN /T E A5
JAA T, iptables DIL—ILEEEE KT HRY') TNTT, SuSEfirewall2 Tld 3
BEOEF1I) T4V —V2EBRLITH, TRICHES FITIE 1 28H&E 2 DBOEF
ZEALTVWET:

NER —>

HERYRT—IDSDREIIRELIDEDTHEIENL RAME ThH
DRYNT—=IODSRETIVNELNHYET, ZLDIFE. A Ry hT—0& &
A= D EEILEFT N BEICLOTE TOMDERELTRVLWERY M
J—. T EZITERR LAN REAIETIREE HYUFET,

RER —>

RERY =V EE—RRICT SAR—=RERYRNT—I D ET, Z<LDIHE LAN D
BRICRYFT  ZORYNT—I EDRARDTSAR—NPRL R OFIH (I8
[RYNRROEN—T 1T ] (BI13ZE R, T—20DEFFE, 1) I7LVR) &

BHEMEIW) ILHBIGE. FYNT—IT KL AZH# (NAT) =8I, RER

NAAL—=RET7AT oA —I
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ZYRNT— RDRANDSHAERICT I ERATEDLIICLET, £/ R —
VL TIE 2TOR—MEREFET, COLIBREHRMICEY, 74T 04—
IWAEELE SEFICHRERITOY—ERERBETEZEN LAY —T 21
2%EEBM LILORIBAETE TNOIEEEMICHAEY —VICEIY LTSNS
&I D 12, —BHNTH>TERE>TR—ME TRIVWTY LES>EHA K
STIVERSIENTEET,

RV —> (DM2Z)

FEREY -V s AERYNT—IDSEREBRYNT—IDSET IR 7]
BERSEID I ET IEREY — VD SIEREICT IV ERATERWIATD £D
ERLET, COLOIREREIX AERY M T—ILUEHIBRDEL 55 = DF5E
SEVEDDOIERTREDT. DMZ Y AT ALAIFRERRYNT—7 SIE 8L
TRRICR>TVWET,

T4 ETRIIIN—ILTIHARBICFITINTOWARVLERY, $RTORYNT—2 b
Z74v7\d iptables I THEMINE T, ZD/H MDKRANDSBEEE Z T
(FBAV—TIARIDWTUE. ITRTDA VI —T1 A% LEE 3 DY —V
DI WITNNMIRELRFNIERYFERA L. TNERD V-V TIIHAT
ZH—EZ2P ORI ERELET . A, IL—ILEyME RyhT—0 LBEN /-
RAMDSERINZEDICH L TOAERIN. BB EN £ L/ Ty A
T7ATIA—IIVEBETHRIRIN A& EHYFEH A,

REEEIL YaST hOEHETEIENTED (14.4.118 [YaST #F B L7714
TOF—ILDIRE] (186 R—) ZHBFHMALIEIWN) (IH, /etc/sysconfig/
SuSEfirewall2 77/ I ETT1972ET wETS GELIEATZ7ZMILHADOXY
FaBHmALEIV) CEIZE>TH BETHIENTEEXT . TNLUMNE, O F YA
ZTEDHZTEBA /usr/share/doc/packages/SuSEfirewal L2/EXAMPLES RICER &
INTWET,

14.4.1 YaST 2§ UL7=77MF oA —IL D&
iE

EE: BEir(7oA—IEBE

AV AN=IL&LTIRDE, YaST IR ELIZTARTDAVY—TARIC L
TI7AT0F—IViEE=BRNICLE Y, YaST TH—N\%ZRELA®LE L
TWBIHEIE. YaST DR Y —/\BEEY1—IVAT LERLE 17>5—

TIARDIZ74 T 07—/ ThHh—,reF] £l2lE [ T717 704 —/L TH—
FrEFC] BBIRT2E. BT ERINII7AT I —IVREELEETD
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ZEETEFT  U—NEV 21— IL&oTE [Trr 7ot —/LDFFEM] R
FUhL, BINDOY—ERRR— 2R ETHIEETELT, YaST D774
TIoF—IV BT, 7747 04— IL DAL ERL. BRERE
BT TENTEFT,

TS T4 HIVRERRTEREEITAOICIL, YaST oavhO—LEVd9—Hm5 E
Ja—)EBEMLET, [EFzlrrtaz—] > [Trr7o4—/L] BERLTL
3N, BBEIFLET 7 2OV avVIIFEIINTWT, ZhbidEAlicHh By
)— BEHNSTIERTBIENTEET,

FSE0)

ZDFTAT7AT T, EBERFDNEBAR AR ELEFT  BEEDI Y AN—ILT
l&. SuSEfirewall2 #BEEMICEEILE T, ZIHSEIBCELEEFIEHTZT
EN TEBEFN FLWREERIRIE LGS, [(REFRELTI71T
DA —NESTEEE] #FRTZIEETEET,

B 142 YaST Z71707—/LRE

L TPAFTIA—LDRE: BB
R BY—ER —E DR
TAAL—F
b 75—#4—«11» FrATOA - EARMISERTS (E)
%Ll - - .
[~y ® FPATIA—LAAYTREH LAY D)
(LIP3
REOKE: T7POF—LRBELTOEEA
FPATA—NESTCEHTE (S
REERFLTIZATIT—LESTCEED (V)
~IF (H) (5 Fvl () RN
~
AVH—TT(R

I BHIDRY N T — AV —DTAADNTARTCRERIINET, V—UH
S5AVI—T A AERYRLITIE A VI—TIARAERIRLT [ZFZE] AL,
(EDY—HNIEEY L Th L] BBIRLET Y —IlA VI —T 1/ A% BN
TBIIF AVI—TIARE BIRLTHS [ZZE] %L EBIMLEZW —V %
BIR LET T/ [(HX04] 2T E MBORELERTD ZEETEEY,

NAAL—=RET7AT oA —I
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HATBY—ER

BHEVDVRTLADS RETRDY — VI L TH—ERERHLIWG
B, AT avENRIEZRELNHYET BETIH Y AT ALIIHAEY —V
oD REDAKEITRIT=D AERY — I DD > TVWBRAND LTI
ATED LT BICIK, ST THRMICIEETZVELIHYET T [#
FEHRDY—>] BBALHE, —BEHNSH—ERERIR LTIV,

YAAL—K

VAN —REEAFIBT 5L, REBDRYRT—I5HNER (FeE A A5 —
FYR) DSERFRTBIENTEDIED, RERY N T—I DRI SIEE B
BRETHEICT IV EATESRLDICRYET  AERYNT—IDERERY b
T—9 ANDERIETAOvIINETH ARV N T—I DA ERYRNT—2
I LTIE, SAAL—RY—REZNLTERICITRIIEDNTEELIICARY
FITHE RYRT—VIIHBIIVICTH LT HEIFEDH —ERZAE RV~
T—IIC RELEWEEIE. ThoDH—E R IR L THERIAERE L —IL 5 5%
ELET,

7O0—RF¥v b

ZDFMTOJ TR, TO—RF v ZAMEMENZLAEMAD UDP R—h %

BRELEFT.TNTYERY —VICRHL T R ESPH—EREBELT
EIWERDR—IMOY—ERZEET2HRIFAAR—IATRY>T

KEIWH—ERIZDWT FF LI /ete/services ZHEFmATEI N,

ZIFANLSNAD LT O—RFLAMIN LT OV RBHETARITED TE
FY,72L Windows RRA M ERETDIRFETIDHELZFNATEE, TS
DY TAO—RFv AR ALTBEWEZRHTIHEATHD &b
5 RIFANLSNIEN T /TY MO SEERIN FERELTSED 0T
B ERINDIEITERLTLEI W,

IPsec H7R—hk

ZDFTAT7AT T AERYRT—2IF LT IPsec ZBMCTEINEID &
BRELEY . Ee [HFM] TR EDNTYIN(EFE $ENERETDIENT
N

BB, [F#] WTE IPsec THYDEREEITHRIZEDN TEXT, IPsec /X

TYMIBBSIEINHATHED. BEEREELT HOT7AT oA —ILH
EDIINMIBIRENERETDIENTEEY, [FEY/—>] %8IRLT:
BEIT EFEINT IPsec D /Xy ME A =V DSELEDTH>TH,
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REBY = DoDEDE LTERINE T, ZOLIRIRR L IFZITIE, [F
ED ForT7—2LELY—>] EERLEY,

asLNJL

AJLARIVTIE 2 DDIV—IVERETBIENTEET . TN TN LA N
TYNERFRI LMo/ Ty N T BFR LA o7/ ry M, /Xy hE
DEDEEZELLIGEC ESLEBAENEEFNET . ThTN IIELT, [
NTCEiER]), (BEELED/EHTER], (TG A0 ] DRMNSZERLE
EDS

HREG LIV—Ib

CZTIRERAEHFTTEIL—ILICDWT ARY LRI —IVEERTEIE B
TEFT . FUELTHRETERERELTL. RETRYMNI—2% OMT
W BER—MNPRETR—IDHYET , ZNZTNHEE. BER FEREDE
V= L TERETEZES,

T7AT VA —IVDEREERZ =D, LAAN] BHLTHYA7O7&RIFTLIEIN,
T7ATIF—ILEREIC DW=V TED BEARRINET, I TIHEERN
BREMBLTHEIW,HFATEZITRTO H—ERPR—N 7ONIILDIEN. T
RTDARYLIV—ILHDBEICRE SNFT.REABETZICIE (B3] Ryv
B BREARSRTTEICE [ZF7] #ELTEIW,

14.4.2 F{FXTORE

TEROETI. ELWREATRIHODFIBEERMETEIHALTWET, Th
TNOEREEBEBICIE. 77147 0F—IIVEHEDERERDN, Thet Y XAAL—NK
BHEDERERDONERTI—IHMTIISNTVWET, F/2. R—b DEHE (&
I£ 500:510) ICDOWTIE, TNTHDIRIEIC HHOE CEYNICGEABE A TSI,
F7-. DMZ GEREY—Y) BEDREIT ZZTIEHBALTWERA. DY —V
& T2E AT KRERRYNT— (FzEAEEERDRYNT—)) & LYUEH
BREYNT—I4V 5% BRELIEWBEICOMEBTEEDT, LWEMLVWERES
WMEBEFTBIEN. XYM T—IICEALTLIYRVAF AL EETEEDTT,

FEETORELITEIICHI>T . ETIE YaST D Y RTFLHY—ER (VL
~NJLV) 'Y a—)L #FALT, SuSEfirewall2 DY —EZR&EHFVNDS VLA
(—R&BYICIE 3 2 5 DIFT TY) TEMIZRELTLEIVW, ZNIZLKY, /ete/
init.d/rc?.d/ 4L 2 MNJ)RIC SuSEfirewall2_* 2 TMITDI VR wY
DO ODMERRINET,

NAAL—=RET7AT oA —I
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FW DEV EXT (774704 —I)b, RAAL—RDE A TERTE)

AVH—RYMIBEREINTWST NI RAEIRELEFT, ETLTERLTWS
413 pppd %, ISDN (YaST @ ISDN EYa—ILTHRELTWBIESDH.
HAERADGZE. —BHICIE ETLERERCEREAFERALEY) THEHELT
WBIBAIE ippp0 %, DSL EHATA>TWS BAIE dsl0 2ZNZFNhIEE
LET, AP auto ZIEETBE. T I7AILML—NMIBEINTWS T/1 %
FEARALET,

FW DEV_INT (7747 oA —Ib, Y RAL—ROBE A TERTE)

HNEBDTSAR—RRY R —DITERINTVWET /NI R (Fz&AIF eth0 72
E) HBELET . AEBRYNT—IDEE B RRANEFEFETNIEE+2
THHHBEATBIEELRLTE DFEVEEA,

FW ROUTE (774704 —IL, R RAAL—RDE A TERE)

VAN —REEEANEETBIBAIE. COREICIE ves ICRELE T, RSB
DRAMITSAR=RTRLR (Fz&AI1E 192,168, x. x 72&) THB I EIKD
DT AVI—FYN L= TEEINDLO, BRREEATRDEVEY,
NEISTIERTBIEITTELRLARYET,

TAAL—RHREE R LRWGE T AEBRY NI —2ICHLTT7 /2R % FF
AILEWEEICH, yes ZRELE T, ZDIFHIF. REDRZANMIDWTE,

NHIEFFEHD IP PRLR (DFEYTSAR—=NZRLRATIEARW IP 7KL
R) CHEMEIHYVET, BEIIHABOOAIBORYRNT—VICTIEZRAIE
BRE TIEBYFEEA ,

FW MASQUERADE (WX HL—RTERE)

YANL—RIBEA N EETDIBEIF. I yes BB E LET. INICLY. KA
EDHRANS (FRLAZ#AETRITETIRIEMID) AERDA VI —F v
TORCATEBIIIRYFT BB AEDRYNT—D &A=y NEDR
CBE. 7OF Y —NEFATRELVREARETS BIEAEBETLIE
DNTEET, TOF Y —N\DBAVI—RYRT I AD MEEAIRHE T DIHE.
RAAL—RKEEEIFFETY,

FW MASQ NETS (RRHL—RTEHRE)
RANL—RHEEAEAT 2 HRAMNCRY NI =5 IEELET  ERDIEE %
BETDIEAR. FNEFNREADAR—ATRYYE T, LEAIETERDLIIC

BRYET:
FWl_MASQ_NETS="192.168.0.0/24 192.168.10.1”
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FW PROTECT FROM INT (7747 94— L CERE)

RERRY RN T — VB FRIETETDIHEICDWTC. D IFAT 94— T Z#E%
TROVBELIHDBIBE. CDER yes ICRELET, ves ICRELLISEIE.
RERYNT—VICARTS H—EREBRARMICIEETZNENHYET, T
LT FW SERVICES INT TCP %> FW SERVICES INT UDP A&BEEHA <IN,

FW SERVICES EXT TCP (7747 94—V CERE)

HERRYRT—ITTF LT TS TCP R—haiEELE T WA RB T —ER
HERBELAVEEDT—IRT—2avDBEE. ZZITIEABIEELARWTLE
I,

FW SERVICES EXT UDP (7747 94—V CERE)

HAEBRYNT—2ITE LT UDP DY —EREETL. AFALIEWEEICDOH
BRELET, TNUNA DB EIXMAEI/ELBWVWTLIEIW, 28, UDP OH—
E'X &L Tk DNS #—/3% [Psec, TFTP, DHCP & DH—E XN HY F
F.INb%E REALEWGEIE ERYTS UDP R—haiEELET,

FW SERVICES ACCEPT EXT (Z7A 794 —IL CERE)

A=y MR L TR TR Y —ERAD—E%IEELET. NI

FW SERVICES EXT TCP %> FW SERVICES EXT UDP TR EALYA
FABICL=E8F BB T. FW_TRUSTED NETS TOBRELYIZLYEEL
WEREICA>TWET  EARAR—ATRNZ91TD—EAIEE
LZNZThDIBEBRIE Z oy A T—2, 70 ,T/) [, 585HER—F]

[ ZETHK—F]DIL—ILTRIRLET, 72&ZIE 0/0, tep, 22 %

0/0, tcp, 22, , hitcount=3, blockseconds=60, recentname=ssh DL IIEE
LEFT.EEIE. 1 DDT7RLAHNS 1 9H/Y 3 EETDERA Fa/ds, &
WOIIL—ILICIRYET,

FW SERVICES INT TCP (7747 94—V CTERE)
ZDRETIK REBRY M7= L TARAT 2 —EREIBEELE T, ot
J7i%lk FW_SERVICES EXT TCP EREIUTY A, REIE HZD Ty hT—o15t
LCHEAINET, P, ZDEEIL FW PROTECT FROM INT % yes [CEREL
B EaDHBLERIEETY,

FW SERVICES INT UDP (77474 —ILCERE)

FW_SERVICES INT TCP Z&HFEH</ZILY,

NAAL—=RET7AT oA —I
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FW SERVICES ACCEPT INT (774794 —IL CERE)

REDRAMILTART A2 —ERD—EAZELFT, FLIT
FW SERVICES ACCEPT EXT A&B3EHEIN,

FW SERVICES ACCEPT RELATED * (77474 —ILCERE)

ZhiE netfilter (23175 RELATED (BE&E/ 4w ) (IZBF9 % SuSEfirewall2 D
HEEBTY,

7=&ZIE Samba @7 O—RFv ANy MIFLT LY WEFA % 3R E
I3 NMEIEEET Z Ty MNBEHIC RIFANDIEIITEERA

TUL7=. FW SERVICES ACCEPT RELATED TIAX2LE4 FHTREHEED

FYRT—=o%7ORIVICH LT, BET % /Ty NERERICEFI TES L
IICRYET,

INISERDEERA (AR avhovF Y, conntrack) DEYVa—)L &
FW_LOAD MODULES NICERETBIETRIE TEXBEDT. INSLDEY1—I)b
DRy NDOREEMAEHIETL, BERIC ST ANZIHEIDEIEETEIEN
TXZF9,%7/. FW SERVICES ACCEPT RELATED THIAE2%EL WENIHRE
LalrhnidayEztA,

FW_CUSTOMRULES (774 74— L CERTE)

AR LIV =)V %R TETBIGEIE. CDITDIAA VY MHA L TLIEIW, R EH!
l& /etc/sysconfig/scripts/SuSEfirewal l2-custom icdHYFET,

TPATIA— IR ELHEILREEMEZLET, root T rcSuSEfirewal 2

start EANTBE, T7AT7IA—ILDIL—ILHER I E T, telnet ED

YV—ILEFIFAL AYICASDORANDSEHRN TERLAR>TVWSD EID%E
LTIV F o BRAES LB E 1, FeeD&HRa7H /var/log/

messages RICEEERINTWBILT TY:

Mar 15 13:21:38 Llinux kernel: SFW2-INext-DROP-DEFLT IN=eth0

0UT= MAC=00:80:c8:94:c3:e7:00:a0:c9:4d:27:56:08:00 SRC=192. 168.10.0

DST=192. 168.10. 1 LEN=60 T0S=0x10 PREC=0x00 TTL=64 ID=15330 DF PROTO=TCP

SPT=48091 DPT=23 WINDOW=5840 RES=0x00 SYN URGP=0
OPT (020405B40402080A061AFEBC0000000001030300)

T7AT A=V %T ANT BIH5EIE. nmap ((R—KXF+7) ¥ OpenVAS
(Open Vulnerability Assessment System; #— 7V HES8MHAE Y X7 L) £F
FATEEYd, nmap DRFaAVT—2avik nmap D/R\vTr—I% AV ZAR—)L
L7z&&. /usr/share/doc/packages/nmap RICHYET, £7/= OpenVAS DK
FaxXvTF—avid, http://www. openvas. org ZHFHHALTIEIN,
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14.5 IS4 515

SuSEfirewall2 /Ny —JICET2RHIEHRY TOMDRFIAYT—a3Y
[CDWTIE. /usr/share/doc/packages/SuSEfirewal 12 B A LTEI 0N,
ZTHLAICE, netfilter & iptables DT’AY T bD Web R— http://

www. netfilter.org ([CIX. ZEDEBTHEZLLD RFaXvT—avhiRtEh

TWEY,
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VPN H—/3DE&5E

IRETIRA VY =Ry MERIZFZRMBREDERY  (FEAEEHSTEFIATES
SR YFLI ZLTEKICKH L TTESRYDEEERDD1-H, IRIE 754
R—RKRYRT—2 (VPN) EWHEHAE, 15—y MR LAN O L5738

BORFHVELVRYRNT—IIIF L THIATEEDICER>TEE LA, VPN &

BRI FETRE REINTVWEEDTHBIENS, AETIE VPN = FEL
THBRAREBETEIVARTVTRYNTI—I5EBEL, BEDA T4 RIC EiRT 55
BERBELTHIBALTVWET,

15.1 BAHF OHME

AZETIE VPN ICETRREOHEBEDERSE. WO DUH)AITA2 7z KED
BEICDOWTCERAZITA>TWETY,

15.1.1 FHEE
IVRRAVK

MR D THR] 2883 EETI . TNENRETTE EELEDOHAZER
LET,

tap 7/31 R
tap /34 ZUFA—H XY hF/ AR (0S| BREFILICBIBLAY 2) £33

BLET, tap T/NARIE RYNT—=IT YD %S 28I EAL A—
PRYMNDTL—LERYRWET,

VPN #—/DE&E
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tun T/31 R

tun TRAZE—H—DRYRT—2 (OSI ETIVICEIFBL AT 3) Z#{EIL
Y, tun TSRV =T AV T ERIBRICFIATEEDT, IP/rub%
YR WETS,

NZ 3%

—MBITARRYNT—0%N LT, 2 A (InR) OEREEKRT 2HE T9.
SYUBMHIARER R TE & M RIVIZISAT VMDD T NA RE H—/ ElD
TFINAZADEGAEEKRLE T BENRIVIEES(EINT WETH NEAET

EHYFEE A,

15.1.2 VPN O>F)F

VPN EiGARE T DICIE B ERIFLIE AFL ZREL. ZTDHITIP Xy
NAERLET, N RIVIE tun F1213 tap TINARERIENZEDEFALET, &
NOIEFA—YRYNTL—LP IP Ty RNERTIEDTESHAESR REL R
BIRRYNT—IH—RILRSA/INTT,

OpenVPN ICRIELIZERD I—HF AR—R (A—FRILABEDED TILAWFIE

D) 7OV S LTI, tun T/XA R tap T/ RUITERTBHIET, OS oD /R

TyhaEZIFIRBIENTEET . INODTATSLIZTRA R/ y e XA
YEBHTEET,

VPN D#E#i% E S RIBEBRICIE. SROBRAENHYET . AETIE
OpenVPN Rur—2AFIAL TR Z2HBE5BELET MhdD VPN VIR
I7E L#T2E, OpenVPN (E 2 FEERDE—RNRTEIMEIEZIEATESRLDIC
o TWET:

IW—T1> 78 VPN

W—T AV TEEEHRENBRLFETT TV DRI THE, hE
EMHREDOMmE THMERMIAYET, ISICA—HITH LT MTU (Maximum
Transfer Unit; SR REREBNL) OFABAEFIEITRBDT, LURhERE LIS
DRMAEBZBIEICRYET, LHOLARD S S —hIIA L£IZ Samba Hr—/\
NEELRWMEES N —T1 V7 BITIE NetBIOS @ 7O—RFv R R/ wh
HBTIENTEERAF, IPV6 ZEE TRIRIETIE. VPN H—/ &)
SATVENDOEAD tun RKSA/NT IPV6 IS IS TRHELHYFET, ELLIE
151 T —F4 T B VPN (197 R—2) &#ZELEIL,
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B 151 IL—7r>0% VPN

7Yy IR VPN

Ty ORI LY IEMARERTESHIETT, Samba ¥ WINS H—/A&FIALAWL
Xy T7—27T, VPN LT Windows D77V EEASRBITINEN H
a7V VB ERIRTIZVNENHYFET £, Ty PR VPN (X IP LIA
DOFAORIN (Fz&2IE IPX) 2R ATZHE. *yh7—2 7O0—RF+ b
EMBEETETI)r—2avERMBATRLORBEICE BIRTIVENHY
T, LOLADS I —FT4V TR VPN ICLERDE $IERABA>TLEDF
M KBRERIBICERAZITY . #F LT FEEZELLLEIW,

E152 7Yy VPN ->FUF T
B153 TUvSE VPN ->FYF 2
E154 U VPN->FYF 3

Fe TV IREN—TAVTBRDREREVNELT I —T1 VT B VPN Ti IP
TO—RFvANERDZEDNTERVDICIZWL, TV YV B VPN TIEZENRZITA
DIENTEREVNDIREHYET,

15.2 BHH 8% VPN O{ERH)

TEDHITIE, —FF— (Point-To-Point) ##dD VPN M RILEERRLTWET,
ZDEFIETICLT, 1 BDISATVRE 1 BOY—NHS#EHINSD VPN b
RIVDER A EEZZLTLEIW, 2B, VPN H—/REI5(T U ME WIFhE
TSAR—=KIP PRLADBERET. ZhZnH—/\A5° 192,168.1.120 . 547
VMMBIAY 192.168.2.110 E/>TWBIHEA BELTWET . BFEVDRIETLE
SEDT7RLAZZDZEFHTEZEE TEFEFITHN . HOMNLOHMD IP PRLREF
BNV EEREEEL THEWT <ZIL,

&: FAMNERICOABHENZX N

CODEREHNL VPN ICDOWTEFTE/ODEDELT. TRANAEICHEIN
TWBEHEDTY, FiEDEREEZTDFFEFEHALCLED>E. BFLDTIVD
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RBELEENTIEITRBIEDYD RYNT—ILEKICEREL 5T ATREMH
DHYG5H, TLDREEZZDEXFEATEIEIF HPHESL

15.2.1 VPN 3 —/SDE&E

To configure a VPN server, proceed as follows:
FUME 15.1 VPN —/RE

1 1L VPN H—NELTHRIBALEZWI VIR LT, openvpn /3w —I% A
VZ h_)bbij—o

2 x)LAEBWT root (IZ42Y, FEEDLIICAALT VPN O #EgEsE R LE
9

openvpn —--genkey —-secret /etc/openvpn/secret. key

3 KEREEIIA7VMUICOE—-LET:

scp /etc/openvpn/secret.key root@192.168.2.110:/etc/openvpn/

4 /etc/openvpn/server.conf 774 ILAVERL. F3ED LIICAHALET:

dev tun
ifconfig 192.168.1.120 192,168.2.110
secret secret. key

5 77470 EBFEVNDIFEIL, YaST ZEEILTHS [Fzl/7rlz—
¥l > [Tr1r 704 —/N] > [F5 989 —E£X] %2FEV, UDP R—hk 1194
THRTFET,

6 root "5 OpenVPN H—ER%ZEZELET:

rcopenvpn start

15.2.2 VPN 95147 > bDEEE

VPN 54TV NEERET BICIE, FEEDEIICLTITRWET:

FIF 152 VPN 251 T2RRE

1 VPN 9547V L T, openvpn Ry —Y% AV AM—ILLET,

2 TEEDLILRHET /etc/openvpn/client. conf 77 AL EERLET:
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remote #—/Vp IP 7L X

dev tun

ifconfig 192.168.2.110 192.168.1.120
secret secret. key

Y—/ND IP 7 FL X DIFEICIE. VPN H—/80D KA/ 4% (FQDN) X7
IP 7RLRZABDLET,

3 IFAT A=W EBFEVDIGZEIE. FIE15.1TVPN H—/\5&
El (198 R—=I)AD A7y 5 (198 R—) DERBAICHEL, YaST %
HEILTUDP R—hN 1194 ARXF 9,

4 root N5 OpenVPN H—E R %EEILET:

rcopenvpn start

15.2.3 VPN BREDTAb

OpenVPN % ELEBYTBIEMNTE /b, tun 7/ RBFIBTRHE > 1 %
TROITY FCRBLET:

ifconfig tun0

512 VPN DA HICIE. V54TV Y —/AOM AT ping AV K%
FAL.BEWMI/TY I ELDOEID BREZELE T V17V Mo H—/NICH
LTTFAMEITADICIE, FED LOICEFTLET:

ping -I tun@ 192.168.1.120

W=D ISATVMIF L TT AN TG EIE. FaEeD LI ETLE
9

ping -I tun@ 192.168.2.110

— &
15.3 SEEAH8ES%FIA Y3 VPN H—/
DEETE
15.218 (197 R—Y) TRUZEREMIL, B#tICT AN TR BN THNILE
BIIRTTEZHDTIE HYETH. EBEORETHERITSIIEEF2YT4 LD
HRNMSAEYTY, COETIE. FBICEROEREZIIH1F5 VPN H—/R3D
BERAEEFRALT WET NI LRRARIVTZANSIF v (PKI) TN 5t
HAZFALTIITAOEDT,. ZTNTN Y —/NEISAT U MIF LT, ARG

BEHNSLD BN EEELEY ., I5IC, YRAY—FEBARET (CA) EMEIEN 4EHE
HERBL. TR AT7 U MDORAZE LIRS EDLIICTHENTY,

VPN #—/DE&E
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HREFIEEREMIDITEE, FERDELIIRYET:
1 15.3.118 TEERAZ D/ER] (200 R—Y)
2 15.3.218 Y —/\MDBE] (202 R—)

3 15.3.31 [VSA4T7VMDERE] (204 R—)

15.3.1 EEBA D EBX

VPN "ML T BRIDERRE T, 7747 Y MIF—/NICH L CEREE 21T b7l
NE BRYFHA LM F—NE7 4T VMR L TR Z T AR ITNIE #2
WERA. NI HHEZH ETFOET,

ENThRELRAEEREENRTDHICE. TED 2 DOFEDIEOVWT A
T RTLEY:

* YaST DFEEAMREEY 12— FFLIE B16FE X.509 I ZDE
(211 R=2) BHmMHIEIW) ZEHT2

« openvpn /Ny —IJILE&FEND RV TSN FEHTS

15.3.1.1 easy-rsa ZFI i U/-EEBA I D YEEX

easy-rsa 1—71!)T 1l /usr/share/openvpn/easy-rsa//V—="3 > F4LUk
YRIC#H B openssl.enf Z7MILEFRALET, FEAEDIFE.ZDT7IIL%EE
DFEFERAITZLIFTHREITTLET,

FM 153 VIZ—FFBREEELBDIELL
1 ST)LEEIWT root ICBITLET,

2 /usr/share/openvpn/easy-rsa//V—="3 >/ F4LOMNICBELEFT, 22
T /AWN=2 32103100 2.0 RERIEDN=U30D AVET,

3 vars 771J)L% /etc/openvpn 4L Y M)ICOE—L, /usr/share/openvpn/
easy-rsa [N export EASY RSA A#3%E L9
export EASY RSA="/usr/share/openvpn/easy-rsa/VER”

4 vars 774 JLAT. FNF N KEY COUNTRY, KEY PROVINCE, KEY CITY, KEY ORG,
and KEY_EMAIL DEZHEICHCTEIELEY,
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5 PKI (RBIBA VIS ANSIFv) 24IHALLET:

source /etc/openvpn/vars & ./clean-all && ./build-ca

6 build-ca RV FRTERINT—F%FTNhTh AALET . BER X7
74 (200 R—2) THELKE BEBEZFATHIENTEHTIEBMT. &
TR ELTWA N7 Organizational Unit Name (Z8E4) & Common
Name GRAEAR) AANTBHIEETEET,

=T IBE VRAY—SIRRE SN /usr/share/openvpn/easy-rsa//Y—=/3 >/
keys/ca.* [TIRTFINET,

FU 154 74 N—,—/EBDIERK

1 /usr/share/openvpn/easy-rsa//V—=>"3 >/ F4LOMIRBEILE T,

2 FiEDARY)FShERITLET:

. /bui ld-key-server server
INTA—H (T =) ([TIE BBRERD 771 ILEEIRELET,

3 NIA—FIIERANICEEEBEZFDIFEZITANTHOFEFNEFEAH,. Common
Name CRAAR) DEBELIFIE 4 —/XDHKZX bZ (FODN) F7ix IP 7 KL
2 AEELTEIW,

4 %< 2 DDER ((TSign the certificate? [y/n]l GEBAZICBRZLITIN?) &
1 out of 1 certificate requests certified, commit? [y/n]] (1 DD>5 1
DOFAEERICES LELLBELTEBLVWTTL?)) ICRHLTIE W
nEy (IkW) ZAHNLET,

VEEATTITBE H—/NDEBBEE /usr/share/openvpn/easy-rsa//V—="3
> /keys/server. x |[LIEEINZT,

FUM 155 25172 MHTBAFHIEZEEDIER

1 /usr/share/openvpn/easy-rsa//V—=>"3>/ T4LOM)IIRBELE T . T
T /W=7 2 12F 1.0 2.0 28 HIEDNN—2avyst AYFET,

2 FIB15.4TFSAR— F—/NBOER] (201 R—V) D RFv T
2 (201 R=2) ICHBFIRICHEL, BZFERLETT:

./build-key client

VPN #—/ "D E
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3 EERDOFIE%. VPN Y —NADEREHFITE7574T7 7 MO ZIFIEYIRL
9. BB FNFTNETTHEIC Tclient] & BUVWAEHEDERFTRRI
% Common Name DAFICIE. V5AT VN EICBRRZZBIAIEELTEIL,

VEEAETTIBE. V5147V NDEEBAE & $E1E /usr/share/openvpn/easy-rsa/

keys/client. * [TIRFINZET (bui ld-key ATV RNICIBEL/ZLFIT ER I

x9),

FM15.6 REFEDREEFRE

1 FFEAHALYNFALZMNY A Jusr/share/openvpn/easy-rsa//V—=> 5> /. T
HDIEERIBLET,

2 Diffie-Hellman /XS X—#%%{ER LET:
. /bui Ld-dh

3 /etc/openvpn/ssl T4L VM) EERRLE T,
4 TEEDT774)% /etc/openvpn/ssl RIC AE—LZET:

cp keys/ca. {crt, key} keys/dh1024.pem keys/server. {crt, key} /etc/openvpn/ssl

5 ELTHEWEISMT7VNDEE, V547 MIaE—-LE T, BFEMICIE. &
9547 MDD /etc/openvpn/ssl 4L ZKJRIC, client.crt & client. key
T7MIVEBELET,

15.3.1.2 YaST CA ®Ya1—I)V%FI A U/-EEEA R D E
IKDWT

ZDBFAT easy-rsa I—7 1) T14FI AL CGERRE A2 ER L TH BB EIE. KE
ERARIELTHOEVEEA,

15.3.2 H—/3DERE

SZET7AIVIE, /usr/share/doc/packages/openvpn/sample-config-files/
server.conf ICHB YV TIVERICLTHERTHIENTEXET B, /NABTE
BREHL—EMEIETZ BENHIIGEDHYET,

A 15.1 VPN H—/VDRE T 71/

#f /etc/openvpn/server. conf
port 1194 @
proto udp @
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dev tu

t =%

no ©

2a)71 O

ca /etc/openvpn/ssl/ca.crt

cert /etc/openvpn/ssl/server.crt
key /etc/openvpn/ssl/server.key
dh  /etc/openvpn/ssl/dh1024. pem

server

192.168.1.120 255, 255.255.0 ©

ifconfig-pool-persist /var/run/openvpn/ipp. txt @
# 2R @

user nobody

group nobody

t zothomE O

keepalive 10 120

comp-Lzo

persist-key

persist-tun

status /var/log/openvpn-status. log
log-append /var/log/openvpn. log

verb 4

© OpenVPN 2'#5%(7% TCP/UDP R—haHEELE S 77( 74— %

BEWN DFEIE. T77AT7 A=V DFRETCR— N eFAMELIHYET (5B
148 Y XYL —RET71 707 —/L (181 R—=) EBHmALLEIWN) AH,
VPN THEATIEEDR—ME 1194 T HICEHEIRVHEY, Z0FF
MDERET HhFEVWFHA.

JOka)LEIRELE T, UDP /i3 TDP #i8ELZE T,

tun F72ld tap TNAREEBELE T EWMIDOWTE 151118 TH

FE] (195 R—=) HHMLEI,

CDITLRICIE. FNEFNIL—b CA (GEBA#ES) DEEBAE (ca) &JL—K CA
DR (cert) . FAR—pMH—/ 4 (key) & Diffie-Hellman /35 X—% (dh)
EEELTVWET, INSIE 15.3.118 MEEAZ DER I (200 R—) DF
IBETHER L THBEDTT,

VPN QY TRy haigELE T, ZDEE, H—/NL 192.168.1.120 D7 KL
RCHBEDELET,

IJSATVREEY YT IP PRLRAD—E% FBELIZI7MILILIRTET S
BRETT . =DVl ABRE:TILOWKRT. BRERICEIZMT
YDA ELCT7RLATRETESLIICLIEEVWGEIEFRTY,

X1 T1REFEDOBHHS, OpenVPN IZHIRIN/HER T CEMEIHET
BLZEEBEOLE T, ZDOHITIE nobody EWD 21— FIL—THIEE
LTWET,

ZTDOMBDWK DD DRETT ELLIFERET7MILDBER /usr/share/doc/

packages/openvpn/sample-config-files ICHBDAAV NEHFHHALTEIL,

VPN #—/DE&E
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REESE T L5, OpenVPN H—/pOJ Xytz—I A /var/log/openvpn. Log
RUICEEERINDLDICRYET, FIEICEEILZGEIE. TR REANERDL
NTVBRTTT:

. Initialization Sequence Completed

HLELERBDIIBAYE—IHNRIFIINTOWRWGEIK. FTOTELLBFHEH <
XV BE X OpenVPN T BREZ77MILDECICEEL HDDMEY M TR
R~LTWBIEYTY,

15.3.3 9517V DR E

1]

HET7AIVIL, /usr/share/doc/packages/openvpn/sample-config-files/
client.conf ICHB YV TIVEBRTICLTHERTHIENTIET BB /AR TE
RELE—EEBIETSZ LELXHDIGZELHYET,

A 152 VPN OS5I TFrDREZ71 /L

# /etc/openvpn/client. conf

client @

dev tun @

proto udp ©

remote IP FNLXF//EFX FE 1194 O
resolv-retry infinite

nobind

# #ER ©
user nobody
group nobody

it BESLTERACKREBEHIFLELD & T2DDRE
persist-key
persist-tun

tE¥xa)514 O

ca /etc/openvpn/ssl/ca.crt
cert /etc/openvpn/ssl/client.crt
key /etc/openvpn/ssl/client.key

comp-lzo @

0 DIV VEISATVRELTEHEIEBIBETT,

0 XYNIT—UTFTNARERELET V547 —/"OmMAT. AL 731
AEFRLRITNIERYEE A,

© ORI EERELES . H—NEEULZREEFERALET,

0 FTIP PFLRIF/HMAXFME DIEBIE. BFEWVD VPN H—/IDKER
NEFELIEIP PRLAEIELE T NI HWT. A—MESEIEELET,
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BHED remote ITEHREL T EHRD VPN 4—N\EFEHETIIOIIEETS
ZEETEFT, COBAIT.EHD VPN Y — B TEAOEAEITEIES
ICBWMTY,

0 tXal)F(REFOEMHIS, OpenVPN IZFIRIN/MER T TEIEIET
BLZEEBEOLE T, ZDOHITIE nobody EWD 21— FIL—THIEE
LTWET,

0 JTAT7VMADIIBAZEAIEELTCWET . X1 T4+ RZFOEBNS, &
AT VMG L THBDIRAEZFERLZYIEET . BI2DT771IL IZLT
BLZEEBEMHOLET,

0 [EHEHEEEEMITERETT, T—VAITERAKICEBEEZEMICLT
WBIEBICOAERTY,

15.4 VPN RTOR—ALY—/RDZEE

VPN £y avDRiF SRR TCR—LY—N\E2EBTINELNHDIIGEIL.
netconfig &AL TITAWET,

F—LY—NEEETBICIE. FRROFIEEETLET:
FMF 157 FX—LY—/DEE
1 ST)LEBWT root ICBITLET,

2 /etc/openvpn/client.up 774V AVERL. Fi2D RBAZAALZET:

/sbin/netconfig modify -i "${1}” -s openvpn <<EOT
DNSSEARCH="$ {domain}’

DNSSERVERS=" $ {dns[*]}’

EOT

3 rcopenvpn start #347L. VPN #EHmERAKBLET,

4 /etc/openvpn/client.down 774 ILAVERL. T2 RBEZAALZET:

/sbin/netconfig remove —-i "${1}” -s openvpn

5 netconfig A¥ > R%EZEITLE T, 4235, DNSSERVERS DITICIFERE LWLV R —L
Y=\ ELEY:
netconfig modify -i tun® -s openvpn <<EOT
DNSSEARCH="mt~home. net’

DNSSERVERS="192, 168.1. 116’
EOT

VPN #—/DE&E
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ELLEREINIDEII AR T BICIE, /etc/resolv. conf 77 JLAICER
ELEZ ETDEEMEAINTUENEDINEERELET, FaeDLDIZ E1T
LT

grep -v “# /etc/resolv. conf

search mt-home.net mat-home. net

nameserver ...

nameserver ...
nameserver 192,168.1.116

6 DNS DEEEBIFRT BICIE, FEEDEDICEITLET:

netconfig remove —i tun® -s openvpn

FEEUADEZREFICDWTIE, /usr/share/doc/packages/openvpn/contrib/
pull-resolv-conf/ HHFEHLIE I,

A=Y (HZBEOIERTEIRWNGEDORE) Y—ERDIBEALY R
N SR ETDINENHZESIE. /etc/sysconfig/network/config RMD

NETCONFIG DNS RANKING Z# AR LE Y. BLE(EIX auto T, FEEDEREICAD
TWET:

+strongswan +openswan +racoon +openvpn -avahi

BHETHH—ERZICHLTILERIC + &, 74—IL/\vY H—E R L TIXEEIC
- & 5LEY,

15.5 9547 bAIFD KDE LT
GNOME 77Lvh

TEDETIE. GNOME ¥ KDE DT RV kv Y—)L%ZFIFALT OpenVPN @
ERERES DA EEHRALTVET,

15.5.1 KDE

KDE4 T OpenVPN DR EEITR27Y, BMEEMDUIYE X B EICITA-
7=V 95I1C1E. FeeDFIEEEBLET:

1 Z91% NetworkManager-openvpn-kde4 /Syir—J & ZD/INYTr—I BN E
ETBNNYT—IHGTRTAV A= LTWBIEEERLET,
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2 RRIVADIAVIYRTIIRADARYVERL, /N RxADFT>52] >
[(DrozobrDEN...] BRIRLET,

3 [RfupT—2] EBIRLET,
4 PAOAVDLETIIADARY VAL, [(BEimDEHE] 2RIRLET,

5 [EH] > [OpenVPN] % ZIRL. FTLL VPN iz ERLE T FTLWD
1VRIDREET,

6 [(E#s17] TlE (X509 GFFZ] FT<lE /YR T—F17F X.509 FFH7
Z] ABERLET, NIEBFEVD VPN H—/\DOBEICH>TCBRIRLTKE
Iy,

7 HEFETNETNEETDTFANEBICBHELRT7MIVEFHALEY, Likd
PITIE BRE FERDLIICRYEY:

[CA Z71L] /etc/openvpn/ssl/ca.crt
[ZFH5E ] /etc/openvpn/ssl/clientl.crt
[#] /etc/openvpn/ssl/clientl. key
[z—%%] 1-—Y%%&

VX T7—F] A—HICHTB/RRT—K

8 KDE DALy b AT LZMOTEREWIIRZIGEIF CITHREZITAID
EIDEBRONTT VAP —ROTRTFIRICRE > TEEZITR> TS
W, BREFIEI oD, [RUAT—IRE] 470710 BoTEET,

9 [Ok] Z#LTETLEY,

10 »&i& Network Manager D7 7Ly b aFI$3IET ERAETROIZE
D TEBLIICRYET,

15.5.2 GNOME

GNOME T OpenVPN DR EETHR27Y, BMEBEDOLIYE A ABEIZIT
oY) 3511, FTEDFIRE=ERLET:
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1 Z9'l3 NetworkManager-openvpn-gnome /Syhr—I & 2D /Ny —IBNIhES
TENYT—TBGTRTAVAMN=)ILLTWBIEAERLET,

2 Alt+ F2 ZHLTH L, RRIN/=FTF A MEIC nm-connection-editor & AFS]
LRy —0ERIT (9% 8FLET FHILLIAVRON RRINET,

3 [VPN] 9T %:ZRL T [Add] = #LET,

4 F913 VPN OEFEHIITERIRLET . CDIFEIE [OpenVPN] &ZIRLE
ER

5 [Authentication] D& TIE. [Certificates (TLS)] F7=l& [Password
with Certificates (TLS)] ZZIRLE T, ZNITHEWND VPN H—/RDEEEIC
> TEIRLTLIEI, server.

6 HERFETNETNEETETFAMNABICKRERTI7ANEREALTT, Likdfl
T RERTRDOLIICAYFTT:

[Username] 21— ([Password with
Certificates (TLS)] % ZR L 7=
maDH)

[Password] IA—HIIFIB/IRT—K

(LPassword with Certificates
(TLS)] %ZBIRLIIHBEDH)

[User Certificate] /etc/openvpn/ssl/clientl.crt
[CA Certificate] /etc/openvpn/ssl/ca.crt
[Private Key] /etc/openvpn/ssl/clientl. key

7 &% [Apply] & [Close] % #EIE5E T TY,

8 H&lE NetworkManager D7 7Ly haFIAT 2 E T EHAITAD TENT
EDLIIRYET,

15.6 ISLZIHH

VPN [CDWT EIBICEFLWVERIT Tz B FHAH <IN
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e http://www. openvpn.net: VPN @ Web R—

« /usr/share/doc/packages/openvpn/sample-config-files/: ¥4/ +Y) 4
ISR NS 258 2

« /usr/src/linux/Documentation/networking/tuntap. txt: kernel-source
Ny —I% AV A=V BERETESNFAXU b (3REE)
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X.509 EFEHE ST

REBDREEDEHATIE BBBIEDFIEAR—RICLEEVICR>TWETY, &
EZIETIYIVEIRRETIE. MAEICH L TR SREZE|Y Y THEHEA T, BS1t
T IVEERREDHHADHRTEEREZIIA>TVWET . INOD FEREIE
BETHHEINTVWRIEN. XD ID A—RAQETEFAINT WETGIAE
DEMEERIL. Z<DBAFHEYT—ERAXRBEITEIARDREE ICL>TUEX
NTVWEITN . DETHNITEF TEDEEEZTRIZEETEE T . &2 E T
EMEANBREB=ZFITELIKBWGERED, ZTHIC U TEIFYET,

YaST ICI&,. T4 JL X.509 sEEAZA BB I /EED OIS, AR A EE % R4
I3 2FEDEIA—IHHYVEYT, FECDETIE. TUVYIGIAED Bt 7
THIGERREZEDIERPERICET S YaST OFERAEDENETN AEBALTW
9,

16.1 9 JVEEEAE D L 7>

TIHIVEIBAE T SR EZF AL TRESEEITRV RO\ —
I TB2T—INDTIEADNSRELES T 21— T %I 2 BBDT—
HLO—K (## EMPVFET) 2FBALTEBSEETAVET Bl —Y5— 'S’L_
WL THENRNIBAITRIEDT, BERINALT—9I1E (BELTIE) iR T
BLARYFET, ST, — RIS COLDRIERHDEE S % (A‘/Ei'ﬁ@é—‘/ﬁt
MUOFEY) #FALETHEIEINT 1 JOEDELTHEELTVWET:

X.509 SEEAE DEHE
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MR IT BORMEENLERIEMICERFELTEI RITNIERSRVWEDT
T MBREABR S TABLTLEIEEJICLDIBSEDETEMNRTALR
Y, HBREAF > TOWNIXETET — Y5 TITLEVET,

UNEGE:
NRABIIBE=FIFATIELL  BHOMBEEIN RFELTRHIZEDTT,

16.1.1 BOIELM

NABDOERIIESAVONTWSIEHEATHZ7H, ZEDRFERIREL T
WEDHIRIRTY . DV AT LEIFLEINTICIE, TN TN DI~ "fz‘)\“_ELL\O)
FEVDLVWARBEZMN>TEBENHBIEN L, EFTEIIHENEI—
DRFEBREARIEL, TOMRIEER B D ARBNSDIAETCRIVEN H
YET, CDIDLEAEICIE L ARBEOIEN GEFAZZRTLEEEADT T 4IL B
BEN 2INZET,

NARESTIHRAZICT LT ARCEL ZTADEFHEKREIL. SIRAZ DO HTY
HYEL, BEFARESOIBAEEEBICH L TEEEEF DM T SIBAZ DL AIC
BIBZEELZENAB>TWET . COLIRME IS L\ 7> 75,50 F+
¥ PKI 12 EEVEY, PKI ELTHISNTWAEDD 1 DI, OpenPGP E\WN)
EDLHYET, INIEHROZBIARIVNEBEETHIERL GEAE 2B HICH
TCEDMAMEATT . CNSDIIAEL, TBEHEEEZFAD] thEINELTEIE
ICE > TEFEEZIFBIENTEET,

X509 L\F#E1T> Z7ZX P Z2F 1+ (PKIX) (& IETF (Internet Engineering Task
Force) "E&HET3ED 1 DOETFI T IRETIRIFEAETRTOARBENR—
D PKIDETINELT FEHINTWEY, COETIVTIL, FREEIE ZF856%/E (CA)
EMEN BN EERBEDH TEELET o2& BIREBICHS CA ZIL—h
CA &M, TRTDF CA (AL CA) DIELMAIRALET . EoEEEB DKL
(RHBETEHEIADRKIH) D CA D, A—HFIIW T BEREERTLES, 21—
HDIEAZE I — CA DSIBICEEEREE 57D EICE> T IEY A RIET
BIEDNTEBLIITRO>TVET,

ZDEHIT, PKI DL AL CA DEEFREDEFEMEICKEFEL/AEYICR>TWE

3“0 PKI DR EZFISTLUTCEERAZEORTEELBASMNITE/H, PKI DERE
I FHAF/GEFHE (CPS) =R EL.GIBAZEDEEF|EE RILTHLDHA LW
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TL&D INITEY, PKI DMEFREEDHZEAEE RITTIENEIN 2R TS
ZENTEXT,

16.1.2 X.509 REBA#%

X.509 SEFAZIE B D 71— LR DO IND T —YHEET. EEDILERE =

YZEETEBLIICHO>TVWET  BEED74—ILRICIZEICRBROMEEICETS
FER LS, FITTD CA ICET2EHR (RAIEER) REPHVET, ¥
74 EDERNS, SERRZEIIBEERIREINTVWEREIEDT, EMERA
TR T14—ILREEFAZERICFEIELTUVWET, CA T ZCOAERIHAR NtIh3ET
DR, EEFAZDIEE YMARIETBIEICARYET, /. CPS ICDWTH, BRHAR
NMINBETICHLWERAES A2 ER L TERIT2HEDN HBIEH 5, PKI (FIT
7t CA) TWHEICRYET,

AR 74— ILRICIFEEDEBNMBEREESHDIENTEEY, ZDIEBR D critical
(BEE) THRIEDERINTVWBIHEICDH, IEE%%#R?’%)T\_&JGD77U’T—
AVHAMBERYFT 7TV r—arv ) EBERAMRIRTIAWES. SFAE
HEBLARITNIERYERT A F A ILRIC o TE. BEPESIEAE  BFEDT
T)r—2avIilBERARIEETY,

# 16.1 TlE./N\—3> 3 D X509 SEFAE THFERAINBZEARKARIBRICDOWT
HEAEEELTWET,

F16.1 X.509v3 FHZ

HH AR

N—I3v SERRZD/N—V3v, f: v3

JTIVES I =—77EEBAZE ID ()

Z4 SFERZEICELTBMICERLETIL
JYZXLD ID

RITE FITLT-H4ES (CA) D1=—0 %
(DN)

ARhHEARR SEBREN B M THDEH

X.509 SEEAE DEHE
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HH NE

VP2 37N FrEED1I=—7% (DN)

Y7 NNRBIBER FIEEDORREE. 7ILTY LD
ID

Fi7E1=—71D FITTCADI=—7 ID (73
v)

Y7V h1=—2 1D FIEEZED1I=—7 ID (F7>av)

YR EREDIRER, &AL THEOEFE
FiE] % TEERHIR] R,

16.1.3 X.509 EEEE D #HEX1L

SERREN B WHRTINLYTENCFERDOTEAWREICL>TLE BB, T
NODFEAZEFAIRFICEMEINDITNERYEEACDLIBBER., L&A
EHRBERN RSO TRBL LI LLIIGELHIFONE T FEAZED Bt
I RFICKRBERN I - DIEAETIZA CAILBT 2D THDLIML HAIC
BEETY,IDIHAE.TD CA TRITINALITANTOI—HEIREIT BIEICHERD
EINBTNIEBRYTEALGEBREN BN INDE PKI (FRD CA) 1E, ZDHE
WALIER% AZBFEXZY Y XA (CRL) ZFIALTEALATNIERYEE A,

INS5D—ElE, CANX—EDERTIRETZEDT,. ARD CRLEEH R1Vb
(CDP) &ML ENBERICERBINE T, COP ICIZEETIHEREZEAD HRE2H A
TBIEETEDLO HRETAW W AEIZMRIIEMTIRED CRLICTY
CRTBIENTEET , INAE S ST GFZKEE 70T/ (OCSP) &MY
F9,748 CRLDIEY ML, CABEN RITTDIBERICL > TRIAEB ISR
ICRYET, R 16.2 (ZI1E, X.509 CRL CEATAZEANALRERARLTWET,

F 162 X509 GFHFZXZNY X (CRL)

RE &

Negs CRL D/N— 3>, ffl: v2
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RE &

Z4 CRLICERIBBICERLETIV
JYXLD ID

RITE CRL AT U7/ H4BE (—RRICHAT
JTD CA) D1=—%%4 (DN)

BT EF CRL OFITHEF

JR[B| & #7 H BF JREID CRL FHiTHEE

KMEHIBAEZED—E ZIEBICIFIAED VYT I ESE

K& L BE $LOZDOMBOILE
(CRL BB DILER) AEENTWE
j_o

/NG EED CRL #55&

16.1.4 EEBA#&& CRL DYRINY

CAICBIFBEERAE L CRL IF, YA Y N LT I TV EATERITFNIERY

FHAEAZEY CRL IZ. BB DRBEABCEN TELZINTWRIENS, YR
JMN)BBERNARAETHRELLZVIBZME IHYEFA. TORDY, TESE
VT DOERRT IV ERAFERERE $I2HELXHYET, COEBEMNS, B

BAZE (L LDAP % HTTP H—/ N ETRMHE TS OHEWTLLD, LDAP IZDWVWTD
RBAIE BAZE FrL O Y Y —ER LDAP (39 R—) B TmALLEIWN F i, 5B
20%F Apache HTTP #—/¥ (1 1) 77L Y R) ITI& HTTP % —/\ICE T 2158

RHEINTWET,

16.1.56 7O7314x%") 7% PKI

YaST (Cid X.509 SEFAZA BB Y B/ ODERM LA IR TEE 21— L
HBHYFET, INiE CAPEI CA DIERRDIEM, TNODEFBEE%VERR T 5 #EAE
BATWEY, PKI DY —E R T EHIZEIBAEN CRL #/ERL7zY EEf LW
BTl < SEBAZE CRL DEH AL TITADLODEEIC Rtz
BEBEEVEELET. COLOAEEITEAD PKI EGEELT REIh T
TN TEHYEINCNLEBENILTHIENTEET, YaST Tld CA iR

X.509 SEEAE DEHE
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BAZDERCEAEAEEIRBELTVWETA RERTIE R0 BEEEBEF T
RELTVWEHANRER PKI 21BE T 5I1ICH7=>TUE YaST DED2—IL Tt
ATETH. TAKXD] PKIEHAEMND PKI 28R 4215813 HMAOITH A%
BEIDHLET,

16.2 CAEHERHA®D YaST €V 21—l

YaST Tl 2 FEHEOEANL CA EEMEEZIRBELTVWET T oD
EVa—-IEFALEEREXEICDOWTEREBLTWET,

16.2.1 Jb—b CA DOEBK

PKI 258 ETBICHT-> TDORIDFIEIX, JL—k CA Z{ERRTHZETY, FiL
DFIETITHROTLIEI LN

1 YaST Zi2gL. [F2V7rtz—%] > [CA 2] Z:&RLETY,

2 UL—rrE DfFE] ZRLEY,

3 RADYA47AY (F16.1) Tid. CAICHTIERBEHREANDLEY, ThT
NOTFANEBOEKRIILLTDOBYTY:

B 16.1 YaSTCA E2a—/L—/L—F CA ICH I B2BBET—2

HREMRoot CA (RFvT 1/3)

PRI (C)

HiBE (C):
Example CA

Bl D
root@example.org ¥ BEA D
0 (A)
H#18 (R): HE (G):
HEETH (1) AR (5):
(©)
a%
~7 ) e PR B
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L5

CA DEMBEANALET . TALIVNIZREE. IITAALEARA £&
ICLCEEEIENMERINTE T o AILTICRRINTWSESY, FIAT
BEAXFICHIELAHDZEITERLTEIVW F FfTRIE EVa—)L
HRELI-EIICRRINDEZRATEHYET,

HEE]
CA%=SRIBBIERIZLFEIBELZET,
(X—/ILT7FLR]

CADI—HPHSRBIEDTEBA—ILTRLRICIZ. EHDTRL A% &
ETBIENTEZT, INSIEBVEDLEDRICENARERTY,

[&]
CA DERLTWSEZZRLET,
(#ame], (BBE ], [XEFT], [Z5ERR ]
WINLETEEDETT,
LAAN] 2L TEREY,

4 2 ZBEBDYA7OTTIE IRNAT—REAHALET , ZITAALIE SAT—R
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272U, 6L CA DEREARIL, T80 (T46L CA DRERITITD)] CA DER)
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= ] 9TRICKRTLEY (M 16.2 28IV,

B 162 YaSTCA E2a2—/L—CA DEH

EEBAHER (CA)
EBAMMAE % example-cert
B () L MBI (E) I CRL(Y I ER(R)

example-cert @B

root@example.org

Common Name: Example CA
ion:

country JF
EMATL: oo t@exanple .org
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£] (218 R—) B FHMHLIEIW) .
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6 [OK] Z#L T CRL ZERLTHRTRLET D& AR L7 CRL =R R L%
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Tl ZDEHBEED BFMEETIHITAR>TULWEHA,
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CAAITHVRR—ITBITIE FT 16.2.318 [ T CA DIERKE KRR
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IC [OK] &9 & BELIGBAICE SN EF T,

(g

I RAR—MNLIBIZ, 771V AT AR CTHNIESEERDBFIAIEETEE
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EDNTEBLIICRYET A VR—FDAEBIFIN—RT1RYT DIFEH. USB
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V—EERTS HICFERLEY,
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NETT,Z5E5IE http://en. opensuse. org/SDB:AppArmor geeks HNST 4
TATEET,

232 tEFaYFa4H4K


http://en.opensuse.org/SDB:AppArmor_geeks

RIESE

BHEWVDYZTAIZ AppArmor ZDFLBATZICIE, FTEDEHIOVWTER
T ERIDVELNHYFT:

1 FO7740WETRITI)r—avaEROBIE, #LLIX 18.31E Oy
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FtHA. AppArmor ZFERITA VY AMN—ILF BITId, /89— apparmor ZFEIRL T
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BMETEDE LRBEBAEFIETITRIENTEET,

AppArmor DAY rA—ILNARIZR AT HE BMEF DT R T LT AppArmor
DOREE YIYBZDZENTEEFT, CNSOERIFAIFFICRBIN, Y RTLD
BiR® RICETORENMIFINE T, AppArmor DIREALIYE X ZICIZ. T
SEOFIET RELET:

1 YaST #2E#LF T,

2 [AppArmor] > [AppArmor 3> FO—/L/¥F/L ] BRIRLET,

3 [AppArmor Hi0/CT 3] % ZBIRLET, BMICLZWESITEREZALE
—a_o

4 HEF 7] #ULT AppArmor A kO—JL/ARLEBHLE T,

18.3 7A77MIWN%ETHRIT ) r—3
Y DRER

TOTS LIS BRE BEVORBICEWTREZRIIZAREMD H57
O7SAICHLTDH T IHELNHYET . TD/H. ERICETT27 T

AIE &
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T—2a3vD&ETAT7AIILTLEIW NEBAZ(T2 AeeDH2dT7 ) r—
2avELTE, FRRDLOIBEDLIHYET:

RYRT—VTOBREETRIED
Web 7 r— 3>
cron ¥a7J

WA TRYNTI—OR— EEVWTWAEEFRDTOERMMATHEZDH % AN
T HIRETRI OO TAT7AIAERICIZRIITSICIE, root T aa-unconfined
=RITLET,

A1 18.1 aa-unconfined D177

19848 /usr/sbin/cupsd not confined

19887 /usr/shin/sshd not confined

19947 /usr/lib/postfix/master not confined

29205 /usr/sbin/sshd confined by ’/usr/sbin/sshd (enforce)’

FEOHEAFITIE. FRNEFNROTOERD not confined ERINTWT, &IfEA
TRODICHBOTO77MIVEBRETHEZED RINTWET, confined by &
EHNMNTVWBEDIE, BEIC AppArmor TIHREINTWAIEZRLTWET,

EVb: 523K

TOT77AINETEICH > T ELWTTYr—2a Vv aBIRT 57600
MRS DOWTIE, 19.218 [®REES5 227075 LDHM] (244 R—)
HEEHALIEIN,

18.4 7O771IV DL EIE

openSUSE ICAMINTWS AppArmor (E. REEER 7 r—ravEiTn

TO771IVHEFIIREINALFK TARINTWET, ZOIRELS AppArmor
ZRRALEROT ) r—2avIildRB0 70771V EEHRTEIEE T

EFBLIITOTVET,

TO77MIVEERB I HEELTUL 2 BEOFENHYES, 1 DIE YaST D
AppArmor €V a1—I)VT. IS 74ANRTAVINIVRZFIATSAETT, £
1 D& AppArmor R/ —hBE B TREINTWS, OYVRS1Y—IL%E FIFET
DHETET . WO AEES EAMICIEIRALCEMETY,

TO77 ANV EERTBICIE. FNFhDT )5 —2avIil LT TFED FEEE
MmLET:
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1 F9U root ITAS7IRRET AppArmor 2RI L. 7 FXUr—>avm KEHR
TO77 MV EERLE T, ik aa-genprof 7020 54% DEIIRITTS
ZETHEKRTEZET,

LDFNEDIZD, FBDFIRTEHFNEEA,

[YaST1 > [AppArmor] > [AppArmor ZOZ 71/ o1 % —F] HRITLT
EAXRLRTO774IVE R LET  COEE TATPARERD 7)) r—oa
VIETIVIRRTIRELET,

EAXMRTOT7710IVICDOWTBEA/ERT 5. AppArmor IZEZEE—NRNIC
BITLET . 2B E—RTRETLATATSLOFEIEEHEINT T, FIR
IFiTbnEtA,

2 AppArmor IC L CEEBIEA EREICEE I 2D, 7 ) 5—2avndR
TO HeEEFERLEY,

3 aa-genprof TIE S ##L. AppArmor IZ&>T ATy 7 2 (237 R—I) T
ERLIZOTICOWT, 771V DO DEE%E EHELET,

LU

LAppArmor ZOZ71/L 1% —F] AT [ XF7LOQ0EIF+2L T
AppArmor AN AEEH] L. QT 771 LD RETRVWEST, D15 —
RARS FIRICHEW, TOT77MIIETRIETEIL,

AppArmor (&, 77— a v B EIEL TWE TR L0 T 771 L &R
R, TNTROIRVMIFHLTELW I EREERET DLIICEVED
N REARINET . TNTRDI7MIVIIR L TERETDIENTESIEN, 70O
TEFIALTERE—FBIEET2IEETEET,

4 BEVWOTI)r—oavDERIICELYETH, RTvT 2 (237 R—Y)
¥ AT7v7T 3 (237 R—) OF|EEGVRIVHENHBHEEHYET, T
DBERT TV r—avDHIREREL FIRINARE T T U —3
D EMEET AN FLWATARY MM LELTEIW, 75—
VD FTRTDMEEITT L TELSHIRATAIICIE. COFIEERYVIRLERT
3 WEERDIGEDNHYET,

5 IRTDT7IERFAEZRELLL BEVDTOT7/ILEEFHIETE—RIC 1Y
BATWEIVAER LT O771 )L ERIN. AppArmor (7’07741 I1C
EINEBSYDHIREITRVET,

A E
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AE (complain) E=RTERITL.BEEOTO77M D EETSE 7Y
r—2avIlx LT aa-genprof 22819 5&. TO771IIEEDZEFY
AONERTTEEZBE—RNIHYRITET, TOT771ILDE—RIEIC
DWW #LLIE 23.6.3.218 lTaa-complain—FREE—R ZFZFE—FA~
MDZEA] (310 R—Y) & 23.6.3.318 laa-enforce—i&HIE—R~DZE
Al (311 R=) BTmHLIEIN,

FIRINRBECTIHEIERIE. THROT SV r—2av IR L TR ER F3
EITRW, TO771IVEREET AN TLEIV, BEIEFIRINZIRET THH
BR<ENEL. AppArmor BENMEL TV M EIDDTIIRBZIEIEHYFEH A,
LONLADS, BEVOTTIr—2 a3y OEMEICESHREBEN R DA 2 LI5E
E FFVRTFLOATEHESELT AppArmor B 7T r—oavEFIRLTETWL
BV DEIWEERLTEIVBEVDVRATATHERALTWSO MBI K
F LEIH AppArmor DO %R T ZERIE TEEDIHZMEZE/ZI:

/var/log/audit/audit. log
/var/log/messages
dmesg

Fr. TA77MIVERESTBICE RTv T 3 (237 R—Y) OFIEIC fEL, TR
DT TVr—2avilfitdz07 Ay—U% 0 LTEIW, Bunahthdho
1B A1 7O EZERFIRICDOWTEHHIM AT A>TEI W,

Evh: X543 1EH

TO771IILDEEPIEBIEICDOWT, 3 LLUL B20E 70771/ DiE
EEXE (253 R—Y), B22F YaST #F/FL/ETOT771/LDiE
BEEFE (279 R—), B238 IVvNS12D6DTOT7 71 /L&
(301 R=) BHHALLEIN,

18.56 7O77MILDEH

VINIITRVRATLOEFIT. BERHENOGEELIZEDTT, DD,
AppArmor BIFICERE LT O771)LIE. ZTNODOEHICHHE THAVWEE %
22 BRELXHZIGEDHYET, AppArmor TIEY R T LOT &ERHELTKRY
T—ERBRE D AppArmor ARV MNEFERR L MBI LTI O771 )L %A%
BIENTED SR> TVWES , TOT7MIVERBUADHETT ) r—av
DENME% RS DICE, [TO7717/0DEH 17 —F] #FRLET,
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TO774IV Yy NEEHT BRI FRROFIETITRWET:

1 YaST #&8E L. [AppArmor] > [ZOZ71/LDEZH 17—, %RIRLZE
ER

2 BWEDLEDNH BRI EBEDH O LERDYY—RAPETHRIINTS
T ZERPEITIERZFELETT,

3 INTOEMICEZELLS, YaST 28 T LEI . ERRAIIEETS 70774
IVSERINET,

BV IS5 1ER

2T LATERBLTTAT77MIVERR 2 EICDOVT LYFLWME
$Rix 22.518 TOJ/EBHISOTOT7MILEH] (296 R—V) HHFHH
IV,
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Ta7SLICRTEREMES

AVE1—9 YV AT LENEKRLKEREICT BT AEREENTZTOTSLD
&/MEL. TREARRRY 7O S LD BEEERDINENHYET, AppArmor T
& BEVDORETHEICHEINDAEEEDOHZ 7O/ L5TOT774ILTS
T TEEIZRH 260, BEVDAVE1—9EBREICTBELOEABIMIC R
SYIENTEFT, T/ AppArmor (ET7OTSLDNERITTEAEEDHBNEE
BHODBEHDITTAT7AINETRILF T ZRUNMIITOT77/ IV EFER 5
ZEEHYERA,

AppArmor® 7 YT —2avIil LT EFNADSICR>TWA LD RHESS
M HSIRETDOHDREFRMERFELET, AppArmor AV AR—ILLTT
O774)L OFEERT L. AVE1—95BES T NIE. AppArmor DtFal)
TAR) =D BEIINDZIEDE, BEVDYRTALAICRENMEDDIEITRYE
¥, AppArmor ZFIA LT OV S LDIREIL, FZF EHUVET,

EEET HWBIIRHLTHERAT ) r—2avild LT 7O774 IV DERKIC D
IHENT BRI TESRET, D2FY, VAT LERE(CTBMEEIL. AppArmor D
TO77100 Y N EERFIIEEL. R —EREZERT D, AppArmor @D
LR—MERETHIN &5E8%T 2R EDIFEICBE DRI EITAYET,

2—H1d AppArmor 22K KUCTE2REIFHYEE A, AppArmor 1& TETI-
ZY ] BELTVWAED T, A—HFAIICEWVWEhEETRILIRILIEHYEE
Ao AppArmor DERICE>THBENTRZEITEEDLOIRIEEHYFEAL.
SHDT TV r—a v EMED AppArmor DT OT771IILEITEEBEEHADED
T HoU BIEINTWBEDTH Y LAGEE. BEEENTOT7MI)L%E B
BLTZOLOIBIRDBVISHBTEELIICTEEIFTY,

TOUS LI TEREMNS
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AppArmor (FIZ#ED Linux Y —ER%&RET 72O ZHOT7 ) r—>avic
ML BEDTO77MIVEERELET MOT ) r—>av & RET I,
AppArmor V—ILEFIAL T RELEZWTT)r—2300 70774 IV EVERK
LTKEIWCDETIK. 7OV LICREEASZDODEZAEBNLTVE
9, BEIC AppArmor 7 O77 /L EEEL TV ZYEEBLTWEZY T 2561,
F20E TOT7 1N DIEKEXE (253 R—), F22F YaST f/FL/=710
TN DIEREELE (279 R—Y), E23F JvINZ1>D6DT A7 71/
152 (301 R—=2) AFRAEDHTLEI,

F7-. AppArmor XY RT—IH—ER I/ LT ZRZFNDTOT S LD ED
T7AIIC Giriddr/ EEAH/ ETZF A T2DOMN. ZLTEDEEHEDRY b
T—OIC T R%EHFATE2ONEIBEETHIET S BHNRT IV RAGE %174
DTEN TEXT, ZOMHMACLY . TNETNDT OIS LNRITTEAREREDH
% NIBAHERT DL TREMASHEIENTEET, AppArmor (7075
L% BEL, BRAMIEBICE>TYRTARKIH AV ARSI TLEILIRTE
MOLRETHIENTEET,

AppArmor (F7R A M2 AR LE EFBEI 70+ R GIEEEED T A AR A =V AT LT
o MR TIVERAFEIBEKRBRYM LT T (BEXEED) VAT LRIG
ICBEIN A—HICE > CUTERFBERDHHEA T L, ZDH. RV NT—2
H—NIFEFENROTAVEZFTTHRDYIC FRRBRRYNT—IH—E R (Web,
A=)V, Z71IVHE, BRIV —E R4 E) 21—HRIFICRETELIIC RYFL
Teo AppArmor [EZDEIBRYNT—IH—E RIS BT IR &HEHL, ZD
D70V S LDTERERHINDLIRIENEVLDIITRELET,

B> b: AppArmor DERELRDERICOWVWT

AppArmor ICET2LURWVELPEHRRNREZFICDOVWT FLLZE
17.118 TAppArmor 7O774) 7 DEAEIBIR] (232 R—) #HFHH
XV,

19.1 AppArmor Z2L—AL7—Y DN

ZDETIE, AppArmor ZENMEIETWBIRIC TEFTEANITARHLATWS D
M (BLYYaSTAVY—TzAZADEIEHA) ICDWT FEBIC EARWLER D A5
BALTWE T,

AppArmor D777 ILIEEMATF AN 77/ R T ARIBEEZN
ICXNT D POERRENEDINTVWES, TOT7AIITDWT 5 LLIE 20.118
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TAppArmor 7O774 )L DR (254 R—) HHFHIEIVN,ZD TF R
T7LILRICEFNTWBREIL AppArmor L—F VRITHEAEbN HE. T
AL TATSLERETDOICFIAINET,

AppArmor D7 OT771ILRRY) S —%BELYEEHILYTBIH=>T, T
DEIBRY—IVEFFATEIENTEETY:

aa-unconfined / unconfined

aa-unconfined [EBFUVDURTFATRYNT—V#ERE FE5ZIFTVT D
D AppArmor DFOAT77M )L TREINTWARWT S r—230% MHLE
T ZDY—ILICDWT, 5¥LLIE 23.6.3.818 Naa-unconfined—{REIN T
WRWZIEZD®RE ] (327 R—) BHmHLLEIN,

aa—autodep / autodep

aa-autodep (I, ABDRIETHEETZRIICHMTITEITRD REL’HBL
S TATFAIVDEERNLRIL—L7—I5ERLET, ERINT0
T7AIETREHFAENT=HEART (complain) E—RIZE A 1. AppArmor
D=V TEAN=LTWRWT ) r—2av O aRELET, 2D
Y—ILIZDWT, §#L<IE 23.6.3.118 laa-autodep— 8 E 7O 77 1L DIE
B (308 R—) AHFHMLIEI,

aa-genprof / genprof

aa-genprof (FEAMNLTOT7MILEEKL . [RD 7T Vr—aviid
FLTTO77M VAR RLEHE, AppArmor DR — TEETINE
DHZHBEBICOVWTATEZERLET B 7TV r—2ay ORTHICHE
ELATARYMIDWTE, TS EEDIIITROI DL DWT, B
RAINDIDITH>TOWET, TAT7MILDERINL BIX. ChEFTHA
ATREIE—RICBITLET . ZDYV—ILICDWT, 3% L<IE 23.6.3.418 laa-
genprof—7O771ILDER] (312 R—) ZHFHALLEIL,

aa-logprof / logprof

aa-logprof (X, A (complain) E—RDZ7AT77/IL T HIRLTWBT7 S
T—=2avIlT L EIDBEMRINAOT R/ EEMIC AF+ > L THERT B
HDY—IVTT, 7AT7AILHBERKLZOT Mo FLWEREIER DIEK %

FIEITBY—ILTY, ZDY—ILIZDWT, LI 23.6.3.518 laa-logprof
—VRTFLOTDRAFYV ]| (321 R—=) EHMHLIEIN,

TOUS LI TEREMNS
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aa-complain / complain

aa-complain (& AppArmor 7AT77MILDE—R%E, #@EIE— h?b\bT:F
(complain) E—=RICEIVEZZ/-HDY—ILTY, 7AT7MIVRICEKTE
NI —ILDOFISEEREFEINE T A BEBH I R<RYET . DY — )l/k
WT, 5 L<IE 23.6.3.218 Taa-complain—FEE—K "HFEE—-RADZ
Al (310 R=) EHBFHALIEI,

aa-enforce / enforce

aa-enforce (& AppArmor 7O774I)LDE—KR%, R (complain) E—NK
HDSBEIE—RICEIVEASHODY—ILTT, TAT7MILRICEREIN
=L OBIAMERERINE T A FFaIhARK &Y, 7O771)LH%EFIINh S
EATRYFET, ZDY—ILIZDWT, FELLIL 23.6.3.318 laa-enforce—i&
FE—RADZEA] (311 R=) AEFHM<LLEI,

Wo 7 ATO77M IV ARBE L THEMAADE. . ZOTOT77/IVICR T H0IE Aiks
TEOWTNODNOEIRTEELIIIRYET:

aa-complain / complain

AE (complain) E—RTlE. AppArmor D FOT771ILIL—ILIIH T 53E
. ttibiﬁ%@j’ﬂﬁ‘?L\/f\7°EI77’()I/T“§‘FEIL’C\,\@L\77’UHC7
JEALLDELEBE ERABIIEFAINEITNRHZINDLDIC AYE
T, TO77MIIVEHRET DL AEE—REBEMCLTHS TOT T LD
BEE—BYFE>TAHAT. 7OV S LDEMERMEICRET2 OV A EMIETE
IV EFRINOT1E AppArmor DY —JL (YaST Z7zid aa-logprof) %{&
ALTRLETZIET ATARY N WEFHDOTOAT7AIVICERTET
ENTEZEY,

aa-enforce / enforce

RHIE—RTIX AppArmor D7 OT771IIL—ILICH T DE R, =& AIETR
O FOVS LM, TAT7AIILVTHALTOWARWIZAILICT7ERALESE Lk
BOERARREERINTELEINDSDICRYET, B, BEETIE 52
E—ROBEMRDEIICA>TVWET BEREBFORERZFEITRVL, Bk

IHLKRBRWGEIE RE (complain) E—REHFELLEI,

19.2 RaZEEEAZTOT S5 LD

AppArmor ICBEL TERMN R MBEBLIEN TS RIXTAT7MILEER
T 7 )r—2avmEIRIZETY, 7O771IVAEBNRELRTOT S AT
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HEARYIRDE DT, T2 &I TAYSLEFERTIZI—FIEEFDER ~AD
FOERRHFAEFHE >TONRVWEDD, ZOY—ILDFEREIIZNOAD 7IEAN
FAINDLIRTOTS LD RELET:

cron ¥a7J

cron CEHMICEITIND IOV SALTT . ZDLHRTOTSALATIE., i
RIBERENS AN EZIFEY, F55I2HEF] (BFICIE root DMEF]) TFOYS
LEEFTLET, 2EZE cron Tld /usr/sbin/logrotate #HAZE{TL. &
A7 L07% O—7—bMIBRYERKELEY GEICE>TUIA—=ILTERFL
YLEY, COBEOTOVSLERKRIZHEICDOVT FHLFE 19.315
fcron Vad ADREMS] (245 R—) HHBHHLLEIN,

Web 7)o —>3v

Web 7SO SDTIERICEI>TEITINEIAMTDTOYSLTY, CGl
Perl Z21) b2 PHP DAR—I LI IS ICEM L Web 77— 3y
LY LET . COBBEOTOVILERRITDAHEIIDOVWT FELLIE 19.4.1
5 [Web 7)) —2avADREME] (248 R—) EBZM I,

FyhI—=oT—IxUk

FYNT—=OR— BT AT S L (B—RNEISATVR) TS, A—=ILI54
TR Web 7505 E EHEERYIRII—Y /5147 MNeEHFT.
NSOF7OVSLE. A—HFDR—L FTALIMNICESADKERIEEEFIA
TRIEENHDIEIN. BEE HoLE— M SOER. EAIE Web Y4
MIRTR2HECARER A— RSV BEFA—IINREEZIFFITEAEEED
HYUET, COBEOTOTSLEREKRTEHEIIDOVT FLLE 19.4.218
[RYMNT—V IV MADREBN G ] (250 R—D) H#HEFHEHLIEIL,

FO—ABFEAFALAVWTOSS AR TOT77MIV ETEINEIT HYFH A,
7EZED IV ALY T ME cp OV L AERTBIBELIHYFET, cp OIS
LZHB®O TA77MIVEF AW D RO LTI DIV A o 7a7y
V% B|EMCZEITRYFTOT. HOVIILARAY) TR TR AAPEZ AASE
FALTWB 7ML THNIE EBED 77 EAE—FT B ENTEET,

19.3 cron a7 ADGREqE

cron CETT27OTSLEFRBICIT. TTHFEVDIBIET cron DEREA
REVDELIHYFT  HILDD cron DR EIREFEMSLEHEMITAL>T WS

TOUS LI TEREMNS
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D GAERROI7IVIFEREELE Y, EHA cron Y37E, FED 77
LIVICEANTUOES:

/etc/crontab

/etc/cron, d/*

/etc/cron. dai ly/x

/etc/cron, hour ly/*

/etc/cron.monthly/*
/etc/cron. week Ly/*

F7=. root D cron ¥aFICDWTIE crontab —e THREATHRIZENTEBIF
M. crontab -l TYITD—EARRTBHIENTEET, TNThN root (THD
= REETERITLTLEZY,

TOUSLERDIFIBIENTELL. HEE [AppArmor ZOZ71/L D1 %—F]
TTO774IWVEERLTLEIW, 225k 22118 (M —RAaFRLAEY
A771)LDEM] (281 R—V) EFHMHLIEIL,

19.4 XY NT—9F TV r—av A0
5

TO77MIRRETRERYNT—IH—NELTIELTWET—EVE KR
THEEMRAEE LT, aa-unconfined W—ILA BEINTWET,

aa-unconfined Y—JLI& netstat -nlp AYVRAFEBLT. BFEVOIVE1—
SDORAIMDSERARERR—INRAE Licdhe, TDOR—bEFHALTWSTOY
SLEHIEL, 5EAAAT AppArmor D TOT7A IV EEFARE T HEIKRT T
%&, aa-unconfined 7OV S AIKETOT S LETNICEET S AppArmor D
FO774)L (FA77 L EBWGEIL TRL)) #RRLET,

pi 3G

FLWTOT77MI%ERT B35 E L. AppArmor THIERILHFIREZ TS
NBEIIC 57D, TAT77/ILINTVWE IO S LEBREELRIThIE
BRYFHA,

TE2iE aa-unconfined O AFITT:

2325 /sbin/portmap not confined
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3702@ /usr/sbin/sshd® confined
by ’ /usr/sbin/sshd® (enforce)’
4040 /usr/sbin/ntpd confined by ’/usr/sbin/ntpd (enforce)’
4373 /usr/lib/postfix/master confined by ’/usr/lib/postfix/master (enforce)’
4505 /usr/sbin/httpd2-prefork confined by ’/usr/sbin/httpd2-prefork (enforce)’
5274 /sbin/dhcpcd not confined
5592 /usr/bin/ssh not confined
7146 /usr/sbin/cupsd confined by ’/usr/shin/cupsd (complain)’

0 XRTDEHEEIBESTHRIVIT.COEFSRHFLEZIITWRTOTSLD T
A+t X ID (PID) #RLTWET,

0 200 FERIFITVWERTOTILDMH/NNAERHTIFITY,

© 3 20®HIF. FOVSLEFIBELTWATO77MILERLET (BLHNE),

P35

aa-unconfined #3479 3ICIE root DIERD BETHDIFH.
AppArmor D7 O771IVTHIRINZTILHSRITLTE WFEH A

aa-unconfined (ERYNT—DA V=D A R % #FHHTHIEIELTWARW D,
RERD LAN AV —TzA AL TDH FERIFTTWSTAERATH>TH,
AppArmor THIBRIN TULWRWBEIEEIC RAINDIEITERLTLEI W,

FYRT—=DDSATVRELTRHELTWB T T ) r— a3y Ot IE. BEVDIR
BICIKIFELE T, aa—unconfined W—IU TEISAT VN7 ) r—2avTRWT
WBRYRNT—OR—RaHE L, IRET2HEE%/ATLWET A, aa-unconfined
IC&D PEITROTYAIVITEMELTWBISAT U NT ) r—oav Ly
BRHETEIENTEZEA NI RYNT—I Y —EREERKRELTWS DIC
. RYRT—=D0SAT VU MEIMEBREFICLORYNT—ICE K LRV 72T
ER

AppArmor DT OT77MIWNEHFENDRYNT—DISAT N NT T ) r—a i
BRI EE. BEVDRIBICIKEFELET . EDD. RYNT—00FAT M I
$27A771IIDOWTE, A—HRITISIAET IR AR L//EY ICLTW
ij_o

TOUS LI TEREMNS
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TRYONTT TV r—2avila L TRBIICHIR 21T 8L 2L 56, aa-
unconfined AV RICXF LT paranoid (fR#) A 7> av R ELTLEIVN, N
ICKYUEIMERDITARTOTOERE TNICH T S AppArmor DT OT71 LAY,
E7OEREELTVEDEIMC DO TRARINDLDICAYET, 12—
ZOBEHEMNS,. ZNHDTOT S L I LT AppArmor DTOAT771 IV ERET S
HELRHEIMNEIDEHITEET,

F FLER LT 0771 P EEFADTOT7MIV EBFHHD

% &3, apparmor-general@forge.novell.com [mai lto:apparmor-
general@forge. novell.com] DX—Y VT YRANMI. TTI)r—avOEEERE
EBITERFETHIEE TEET, INICLY AppArmor F—LATOT771 )L =01
L. openSUSE WICEWIAATESIZENTEZIGEDNHYET  BEYL LN
e RTO TA77/ IV ERYADREITTEEFE AL, TEBRY openSUSE (2
BN TERLIICEAIETWAELEEET, Bb. LEBDODA—Y VT AMEEEET
DHY—EZERBFIFE TV ELEVWT BYET. HENMCHTZTELIN,

EERUAMCE, AppArmor DTAT7AILV)RIMN) AFERLT ERLE 7077
LI EMDI—FITARELZY., fbdD AppArmor I—HPRIFRENER L 7
A771)&FovO—RLIYTEIEETEET, AppArmor DTOT7AI)L 1)
RORN)DFEWHICDOWT FEE LI B21ZE AppArmor DZOZ7 71/ YKk

Y (277 R—2) B TmMHIEIN,

19.4.1 Web 77V r—av A0 RENE

Web 7)) r—>av &R D135ICIE. BFEVD Web H—/ DR EERAETS &
IHISIBFEYFET, Apache Web H—/NIZEERREEITRITENTES VR
TLTHDH, Web 7T r—2av a8 BICG U TRARIGTIC EREB T2
N TEZXY, openSUSE Tlk, Web 7V r—>av OBED EREHBAIELT/
srv/www/cgi-bin/ EWITALIRNIA BEINTVWET  AH, R ARDRES
TRHSBMIE, ZFNTNRD Web 7)) r—>avilxd LT AppArmor D7O77
AIWVEBARLTHEIEE2E8D LET,

INSDTOTSL%ERDIFTBIENTEL, AppArmor D [AppArmor 70
TriN D17 —F] BFERALT. ZLICHT 70771 L EERLET, 5ELL
£ 22118 (MY —RAGFRLAZTOT770)LDEBIN] (281 R—) EH ML
R,

CGIl 7073 Ll Apache Web H—/ 1\ LRITINBEHEATHZ70D,
Apache B &IZ 3570774/l usr.sbin, httpd2-prefork (openSUSE
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F® Apache2 DIHE) #iREL. IS CCl 7OV SLICHTERTHT %
BALAFNIE RYEBA &AL /srv/waw/cgi-bin/my hit counter.pl
rpx ZBINd5&, Apache ICILT my hit counter.pl MEITEEFAL.

my _hit_counter.pl IR 2MBEBDOTOT77MIVEBATELIICIBETDIEIC
72YFET, my hit counter.pl ICHTZHMBED TOT7M1ILAFELRWVGE,
srv/www/cgi-bin/my hit counter.pl rix (& usr.sbin.httpd2-prefork M7
A7710)V &AL TERAT2 BRICAYET,

EEEDEIIC, Apache BERITTHAEEMDHZE CCl RV TMIFLTET
FAE EBETDIODNFEHRIZGELHBIFH. CGl RV TREIEXRITHLTEHFA
ERRETD FELHYEY &AL /srv/waw/cgi-bin/*. {pl, py, pyc} rix &
WOITEEMTZE, /srv/waw/cgi-bin/ T4LIRMNJLATIC FEL. .pl (Perl R
J1)FR), .py, .pyc (Python RZYTN) TRHOZLETDI7MILICTH LT, E1T
HAEEZBIEIRYET, EEEDOBITIRIL—ILIC ix EEVTVWET A, IhiE
Python RZYZMIF LT B DTOT771ILHEFEIE LA2W5EE. Apache D
TO77 IV EBE T ZRKICRYET,

P35

Web 774 —a>h Apache DEY 21—/l (mod_per L ¥ mod_php)
TUEBINTWBIRIET. Y770t R4IE £Y21—/L (apache2-mod-
apparmor) DHEEAFRALZWEEIL, YaST AV RSMrc7a774
IVAEBINY B, ChangeHat (/\YNEER) #aEE AL TLEIVW BT
OEZXDHEIRICH LT, IHIFEL<CHSICIE 24.118 TApache D/ E
B (330 R—Y) BFHmMHIEEL,

mod perl ¥ mod php ZHHTS Web 7NV —>avd7O774ILi @EE
EDLERDFETITROBEN HYFT . CDHFE. [TATSL] IFEY 21—

IV TEEMRIRIN Apache NTRITINZ RV IO E%EIETH. 7OER
DEENTTADLN R<BRYFET, ZDHKHY,. Apache D AppArmor /N— 3V
ALERIN/Z URI O ZENISCTH T Z7O774L (T/vwkh]) #FBET5L.,
change hat() Z#MEU'HLET,

P35

RITTBRIVTMITTBEHIEL. URI EERDGZEDHYET, NI
Apache DEYVa1—ILRY) ThNDOSREIKEFEL TREYET,, Apache
T AV T NDIG =R BIGICIBE LIISZE. AppArmor A7
EBRERE $BICERDBRINKRIINET FFLL E26E T 077
TNEEFELIET T r—> 3> DEEE (343 R—) HHFHALIEIL,

TOUS LI TEREMNS
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mod perl & mod php ZFELT ETINBZRAVTRDIBE. INIFVIT AP
iz Perl R0V MY PHP R—UDEFIIRYE T, /& 2L TFEEO Y770
774 ILTIE, localtime. php DR—IJITH L TCRITEHFTL. O—HALD P RF
LEZANDT I AEHFRALET:
/Jusr/bin/httpd2-prefork {

i

“/cgi-bin/localtime.php {

/etc/localtime v,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** v,

}
}

H77O771 I EAEHIEE LAWES I, Apache D AppArmor /N\—S3vid
DEFAULT URI @/ \vhEERALF T, DY T TAOT771IVISEERMIC HTML D
Web R—U%RRT BITIETHDREREIC Ro>TVWBIETDEDTY, AppArmor
HEEE T2t 9 2 DEFAULT URI /Ny NI TFEBDEBYTT:

“DEFAULT URI {
/usr/sbin/suexec2 mixr,
/var/log/apache2/*% rwl,
@{HOME} /public_html r,
@{HOME} /public html/*x r
/srv/www/htdocs r
/srv/www/htdocs/*% r,
/srv/www/icons/*. {gif, jpg, png} r
/srv/www/vhosts r
/srv/www/vhosts/*% r
/usr/share/apache2/x r
/var/Llib/php/sess * r

Apache TUIEBINZLTD Web R—I& CGl VY TMIFLT . E—D
AppArmor 7O7741 )V &(FEHA T 5354, DEFAULT URI 4770771V AHRET
2ONZRERVWAETT,

19.4.2 XRYMNI—V ISV MAODREME

TO77AINETRERYNT = —INF—FEUPORYRNT—D9FA4T Vb (Fz& A&
fetchmail, Firefox, Amarok, Banshee #:&) # R D1F5Ill3, FFHBFEVLDTY
VNIBTBR—bDERKREZRARBZUELIHYET, ZTDE TNODR—MNFRF
5% I TVWATOJSLEREL. ZTNSICHLTHEER BRYTO771 L AR EL
FT. RYNT—IR— ERAVWTWERL2TO OIS L IIFLTTAT7MIVEERE
T5EKEEIL AppArmor DT OT7A IR —%& NTBIETLHVRAT A
ICT I ZRATERVWEIITRYFET,
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BHEVNDY—NTHWTWER—RERARBICIE, TV DMUMD SERT BICIE
AF+vF (nmap 2E) ZERATIZIEIN. IV VADLRET DG L netstat
-—inet -n -p AXVKREFETBIETHANRD ZENTEET, ZTDR. BREHIN
R R—MIMLT IEELTWRTOTS LD ATHEDI AFARET,

(7

MR BB A T2 avICDWTDEBAIE, netstat D YZaFIR—U%SH
FALTEIL,
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TA774 VDR ESTE

TINT—2avDEMEEEIRT 572612 AppArmor DT OT7 (L5 HEET S
FEIE FEBICERNICITRIZENTEET, F/2. AppArmor IZIE7O771)L
ERDI=DDY— IV EHERBMINTWSD, TOTSIVITPRIYTN
B DRFDESTE, TAT7MIVEERTEDLDIAR>TVWET  BEE M5
REEEEF X2 T152BDIENTET ) r—avicxwl, £o&88 LW
TORRFAPRITHIERET DL R —DHE %= TARIEIFTY,

TINVr—=2avDTO77MIVEBFH LIYBELLYTREEIE. VIMOT
TORECPHEETIHEHEBEDEENHo/BEICDARBEERYET,
AppArmor Ti&, 70771V DEFH B IEZR D -HDBERRIIAY—ILEREL
TWEY,

TO771MIRRDTOT S L%ERIRLE . AppArmor DT OT71 )L % HEE
T2 EEETRVET CNICIE, TO77MIIV OB P SUEA BT HIENEE
TY, AppArmor D7 OT77ILICIZERDTOv I EFh. oV TILTER A
HOBEW TO77MI D BRTEDLIAEHEAITROTVET:

finclude Z71JL

tinclude 27—k XAV NI fthdD AppArmor AT7A(IL HhSDIERAEB|IEH
TrHDEDT, TOT771IVEEEH B L TR $572OICERALET,

TTANZUN (BE)

TTANSON (BE) ZHEHOD tinclude RF—RM AV K HOERINBED
T.— BT T)r—ay TOEEEZEDI-EDTT,

TO771 IV DR ESTUE
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TavSLFvy

TOTSLF v IEERD finclude RF—R AV MDD BRINZEDTT
MNEEDTOAVSLRA—NEEBEDOTO771IVESE SATWSEDTY,

HRETR B

HEEETE B & 13 POSIX. 1e Linux /¥—/SEYF4Icxd57A774)LIEE T,
HIRRIN 77O ADSFEDORERY AT AI—ILERVPHTE. ED LD
BRIEOCHELEHFT IO EELLEEHTZIENTEZEDTY,

FYNIT—=0T7 O AFFAERE

XYND—O 7O REFAEBIX. PRLRADEEY 773 —A~R—IILT,
FYND—=O TR EHIEHT BHDIEEETY,

O—AIEHEEE
O—HILEHUL RAANDYa— MY NERETD/2HODEDTY,
T7AIT I A EHIER

T7AIVT IR ZAEEEBERIX. 7))y —2avh PO R TER 7700 % #8E
T5EHDEDTT,

rlimit I B

rlimit BRI, 7 T—2avD)y—R&HIRT 5700 FIEHA{T/4D IBEH
T‘\TO

TOT7AIWETRIRET ) r—2av OHERICDOWTIE 19.218 TREAS5 X
27075 L0D%NET] (244 R—2) HHFTHMALIEIWF . YaST #F A LIS
B D AppArmor FTOT77AIVDIERR HEICDWTIE, 5225 YaST &#F7/FL7E
TOZ71/) DIERLEFE (279 R—D) HEFHTIHLIEIW, AppArmor DIV
RSA A=A R%FBLIHED AppArmor 7OT771ILDYERK HiEIC
DWTIE, 238 JVv RS0 6DTOT771/L#ESE (301 R—2) 25
ILIEI N,

20.1 AppArmor 7A771 IV DR

TO77MIVCEDELIBRIBEIEZENTOWT EDIIITERITARAILOLE 57
BT 2DICREBEATEX. Y TINOTO774ILICDWTEHFlAHETS &
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ETY L, EZEIE /usr/bin/foo EWDEZRIDT S r—avh Hola%MEE

LCEREALE Y :

#include <tunables/global>@

t (HEOT7TYr— a3 vIICEYT 5E8H)

/usr/bin/foo®
©

ftinclude <abstractions/base>@®

capability setgid®,
network inet tcp®,

link /etc/sysconfig/foo -> /etc/foo.conf, @

/bin/mount

/dev/{, u}@random
/etc/Ld. so. cache
/etc/foo/*
/Lib/ld—*, so*
/Llib/lib*, sox
/proc/[0-9]xx
/usr/Lib/*x
/tmp/©
/tmp/foo.pid
/tmp/foo. *
/@{HOME}®/. foo_file
/@{HOME}/. foo_lock

ux,

mr,
mr,
rl
mr,
ry
wr,
Lrw,
rw,
kw,

owner® /shared/foo/x*x rw,

/usr/bin/foobar
/bin/*x

cx, ®
px -> bin _generic, ®

#t foo dO—HJL (F&4B) /usr/bin/foobar @EIFFOT7 71 I,

profile /usr/bin/foobar® {

/bin/bash
/bin/cat
/bin/more
/var/log/foobarx
/etc/foobar

}

#t foo M/Nw ~ "bar”
“bar® {
/Llib/Lld=*, so*
/usr/bin/bar
/var/spool /%
}
}

rmix,
rmix,
rmix,
rwl,
r

mr,
PX,
rwl,

0 ZTHEEAZSUI7ANETRMAATVET,

0 HIRINBERETOVSLDTILAREEELTWET,

TO771IVDERESTE
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© iEAl ({}) L. include RF =XV N/ HTFOT774IL/ IRAER /1
BEIER Ry NI—VIEBICNTZIVTFELTEMEST S5E5 T,

0 ZDTALITATTIE. 7A771I\ GRS 575 AppArmor @ 70
77 AVR—R YV MERYIAATWET,

® POSIX.1e RSTZRTHREIN TV —/ ) T 1 (capability) & HIZT
BERETY,

0 T7Ir—avIilwlLTRYNI—ITFICREHFATS T4LIT14T T,
EL<IZ 20.518 TRy hD—07 7 RHIH] (261 R—D) EFHMHLLEX
(A%

0 Y—REVVIDBEEIRETD. VI —ILTT5ELLIE20.7.618 1)
VIR (267 R—) BB HALLEIN,

©0 ZITORFEI ({}) k. AV TREIShAZThTh OXFEFICOWT. Z
NOWMAD/IRY— B —ILICEDBEKICRYET,

0 TOVSALICHLT. IZ7MIVYRTLADEDEEADT IR &R $5H
ERELTVWET . RPDOEBEELTEETHDIE 771 LI T Bt /SR
T, ERRRICLDZ—FI/ELTRIENTEET, 2 DHDIEBIEEFA
9B TIEAE—N (FcE2IE r 1IFmAAP%E, wIEEZIAHE, x TERTE
TNTN RDLET) T, AR—REE (AR—RFFHT) IXT771ILED
BICE AATEZIEN 771V EETIVERAE—RDOBICEANTEES &
BD 7IERE—RERETIIHEDAR—APHYTIE ABLTELRL
TEH DEVFEAFBEEATRERT IV ERE—RICDWT, 5 LWERAIK 20.7
B (74D T I ERAFTETIERAE—R] (265 R—V) 2B 57mIH <L
Iy,

® CIITHEELTWAZEHIIEICEREAINZEOT,. 7O77/LVEKE2EET
3 CERKIEHOREEAZTBTELLIICR>TVET,

® FAEREIL-ILEEINZEDOT, BOLVMAETZI7MILADHEH
EXHTE SEXRKICARYETFELIE 20.7.718 TRREEREIL—
L1 (267 R—) HHEFmHLIEI,

® ZOIHEBIL. /usr/bin/foobar DO—AHINTOT7AILAD BREIEE
LTWET,,FIAETEEREITE—RICDWT, #L<IF 20.818 [ETE—
K] (268 R—) HBTMLIEEN,

® B0 TO77/ILEBRAIRELTVWEYT./O—/\)LAO—TIIH3
bin_generic EW7O771 I ADEREIBELTWET, LI 20.8.7
I TERIETO770IBR] (271 R—=D) HEHHLEIN,

® IITlEA—A)LTaTrAIl /usr/bin/foobar #EE LTWET,

® DI avTIE [Ny EENE. 7Y r—2avo 77077140
HRMAADIEEAITRO>TWET, AppArmor D/ \y NEBHEEE ICDWT,
ELIE BABE NIAEEFEFFLIE Web 7Y r—>3>D 70771/
1EE (329 R—) BB FHALIEIN,
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TATSLIIRLTTATZ7MILDMER SN E. AT S LT TOT7AILIC ED
N=774ILPE—R, POSIX T—/REYFTATDT I ZRALZIIHNHFTINDG £
ICARYFET, ZNODHEIBRIE Linux ICTTHSEH>TWST U+ R EIEEEE I BN
INBETITRHLNET,

Bl: F=&zEr—/RE1) T4 CAP_CHOWN AFIF L/-ALIBA (THOBES.EBED
Linux 72X &4 1F% CAP_CHOWN DAERR (B & root) &, 7 EI774)I/I7\]
T®D chown FFaI DA AN BEICRYE T, BRRIC, 7O S LD /foo/bar 774
JNICEZADITIK. 77MILDIN—Iy I aVTIREINL TV REH (FhEh
chmod & chown DY Za7 IV R—IEHBFTMALIEIW) NREITRBIED, ETNIC
A TTO774LAIIC /foo/bar w AZEINTVWBNRENHYET,

AppArmor DJIL—)UICR$ 2R IEHRIE. audit /Xvr—IU DAV AM—=ILEN

TW3IFEEIE /var/log/audit/audit. log Z7AILIC. AV AR— )lx“fTL’C\,\tL
WIS &I /var/log/messages 771 ILICENTNEZIAFhE T, Z<DBA.
AppArmor DJIL—IVIZIHEIZ MBRIFAINADTIEANZIEINBZEIC
Lo TRHSCZENTESIFD, V& AppArmor DHIFRIZ AppArmor HYEFA]
TBT7AINCLDT IV ERAI BN A TH B D IA—IVEBEFHTHIEN
T%g?o

20.2 7O771 )V OER

AppArmor Tl 4 BEOTO77(IABEEINTVWET . ThThiZ%E 0oy
AL, BILTOT7AI)L. O—HNTOT74IL \YbD 4 DTYARETOT71)L
E M TATFAIVEERBTEHEST R TOT77(IL T, TNEh /etc/apparmor. d/
FALIN)RICEBINE T . O—A)L 7O770)LENY NI HERBTOT74
WICEFNDHTEETZEDT, 7V r—2ayADEELREBICTOWT, LYUR
LWHIRRPREBOHIRAERET 2 7=DICERALET,

20.2.1 RETOI71)

BEED AppArmor 7O771IVIFIBELALZRIO 7OV S LK L CGERINS
£ED THBH. TO771IV AR ETRIT ) r—2aviiwd /8% 15
ELRIThIERYEE A,

/usr/bin/foo {

ZD7a774 Uik HIFEEAZIFTLWaWOE R /usr/bin/foo #E1TT D&,
BEMIERINEY,

TO771 IV DR ESTUE
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20.2.2 WIr7OarM()b

ML TAT77IVE,. TAT77MIVEDT7AIV AT LADIRRAEGTIEEINT Wi
WA77MIILDIET,. ChICKYBEITIR 7 ) r—2avIilB8Y ST 5hal s
PHYFHA MBI TOT77MILDEEIIE profile EWSF—T—RTHRIFVYET,
TO77MVEISEBICHRBTEIENTEZIIN, FEROFIRICKEIBELHY
9 ZR0L : . OXFETHRI>TIRSAVWIE, ZRIICEAZSUIB A,
BIAMBAEMIITERTIE BRID / THREDIGZEI BETOI77/)LELTHRDN
BT, FDH, FERICRT 23O 7077/ LIE. ALCEKRICARYET:
profile /usr/bin/foo {

}

/usr/bin/foo {

}

M TO77MIVIFBEETIXERINSZENHYEFEAL, px DIL—ILENL
TEBITDIEEHYFHAJMIL 7O771IVAFRAT I GRifMES7O77
1IVER FEL<IE 20.8.718 IEHIFETO771L8B# ] (271 R—D) &6
oA <72X\W) F72ld change profile JL—Jb (FEL<IE 20.2.518 TIL—ILZE
] (259 R—) ABHALLEIWV) FHITIBNENHYET,

WY TO771MIF BE AT LALEOTO77MIILTIEIRTE LWL &
AT LA—FT4) T4 (Fc&ZIE /bin/bash 728) ICH LT BEHATOT71IL 55&
ETHRIFERALES . REPI—Y% IR TIRICEFERTEIENTEE
-3_0

20.2.3 O—Ahi7Ta771I)L

O—A)7a77/ILIE IR FICHZT7T)r—rarvh o1 —74) 74
TOTS AT UT EHEAEIRATRYODEBRAAETT  ZEETOT7/L
DI TTAT7AIEIERETIEDOD, TNODEIRITIRE 22D TOT71IL

ICHAAEINTEMELE T 7 profile ELVDIF—T7—R%E [HF2DEEHTY:

/parent/profile {
profile local/profile {

, o
}

A—AL7TO774IADERZTAIITIE, ox (FELLIX 20.8.218 ML
AO—AILTAT77AILEITE—R (cx)] (269 R—V) HEFHAHLIEIW) £
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ISR ET 07718 (FEL<IX 20.8.718 TZRMFEO771)L1B
1 (271 R=D) EEHM<EIWV) =FHALEY,

20.2.4 /Ny

AppArmor @ "/Ny " Eid, A=A TAaT77AILISELTWL DD DFIR &1 13
= HEDT. FNOADBREFIC change hat SMEE N BREMAR L—ILAFEBRT
2EDTY LS E2AZ NI, ZEEFEFFLIE Web 77 or—>3>0D 70
Tr1IAEME (329 R—Y) B FHALIEIN,

20.2.5 L —IVZE®H

AppArmor Tld change hat (/\vIZ &) & change profile (FO774L
ZE) EWIIIL—ILABARINTOWT, INSIXEEBO BB AHIHT2DIC

FALEY, change hat (Z7OT77MILAT/N\YNEEHRTDHIETIRET
2ED, change profile L—ILIZMEDTOT77MI % SRBTDHEEICHERL,
change profile EWDF—T—RT EXMRDHFET:

change profile /usr/bin/foobar,

change hat & change profile DWFh &7 r—ravEBDTO7714)L
B EEEIRBEIZEDT EARD 7V r—avairs EiFYT20EEH

UFEH A, change profile (& BEICHAAENTWSREREOTOT77MILHS—FH
BDEBBEEAIRMT S DICK LT, change hat (3 FRICEIZ T EE/A BT
BEA IRML. 7Ny —2arvd 8o 7a77/ I nFONyMIBER L%, IE

LWEEEANRBEINTONIE. BOSHROTOT77M1ILICR>TLRIED TES
ST TUWET,

change profile (7 TNV —2av DRERKTIIEFELT 88X . HEHISHER
LRI EZE LWL RIGEICRAMNGEIRTY 88 7z— ATy 7TIhTw
B0 E LISV TWAERZEDYY—RIE. 7O774)0 ZEARELTEE DS
TTIERARETIHN.FHFLWTOT7MILTIE)Y—R 2R<KEOHIREIRET S
CEICRBIENMNTVEZRIDSEWVTW W DDD VY —REFHIRTDIEET
BWETFFICATEYERICSOWTIE BEEEEREY 771V =D FHIRIN T WL
TE (FNOAAEYTYTRDEDTHL BY)  LIFIEE LS T T/ ERATESL
IITHRYET,

change_hat (IHRDT TV —> a3V EREIIVTEHE IELO5B5E680. 7

TVr—2avERICHTDEETIEAERBELAEW L5RAV9T)8 (&4
I& mod_php 72&) ZENMEIE D LIRIGHICRARNGEIRTY, change_hat (377

TO771 IV DR ESTUE
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T)r—2ay OAE)ARICRYBOMERAZFRETIOT, FIRINAERDS
ETIIATYAD BETIERETRITENTERLRYFT , 771 T7IERIC
DWTH, NYMIEALSNTWARWIZAILAYRIVICH L THIBRZ{TRSZED
TEXLDT., ARICGENICRPZZENTEET BB 7TV r—av s asso
Ny 77 BIBAEITIRO>TWY Ny 77V THEEDH B T7AIV T I ABEE%IR
L TWYTBEORIGEIE. INSDN\yI7 Y TEINZT7AIADT IR
& A—FRI TR TEST . FHLWTOT7MIILTIIEIRTERWTEISERL
T LIV,

S AEERORESMEICOWT

change hat & change profile @ 8B4, exec ZFFH L/-fEESE
BIFEREUDBLRWVIEITERLT LIV, K, IS DHEEER
FIAEYTYEV ISR LTERT2ZED TEARWED, BEICAVLTVWSY
V—R%ZFALBIEHTERWHTT,

20.3 ffinclude RF—hMAV b

finclude ZF—hM XV MIMD AppArmor 7OT77MILICHD RB%EZIEHT
DOTALIT147T. TAT7AINDEMIEDIHITFERLEY, #include 774
WTRTOTSAICHTET7 I RAFTE RYHTEDT. CNAaFERAT2E thd
TOVSALATERKRIGRETZINED HEIHBHART /AT 2FEHBIEN
TEEY, INICLY., 7OT771) 2D YA X %/NIKTBIEIEDRIYET,

BE%E Tlk AppArmor (&, finclude ICEMINI=T7AILITHLT /ete/
apparmor.d D/NRERFELET, DFY. BXWAL finclude TERYAL T771IL
NdHhlL. Th%i /etc/apparmor.d RICHZEHFIZEKICRVET, tho7O
T7AIVAT—RAVNEFERY (CFREOTOTZLDEDIT) . #include DT
RiFEIOOVTRDOBIEEHYEHEA.

BEVOT I r—2avnFO771 IV EEEXERT 2B T, AppArmor Tl
finclude ICHLT 3 FEEDDEEAAELTCVWET . ThTh 77 R8T 0O
TSLFvo ) Fa—FTINERENET,

20.3.1 FTANSIb (BIE)

TTANSOME—B LT TIr— a3 8% ffinclude TEEDHREEDAIEL
T, INOOMNIBICIL, SREIBEADT VAP R—L Y—ERADTIER, —
R T ST I RBOERCVRATLAT IO T4V T BREDUEBRAEEFNFE
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T INETTANSIVMNAIC—ERRIINTVWEI77M)LIE, WINEREEDLIE
ICEBDEDTT FTANSIMDOIBED 1 DANBEETS TOJSLTIK. BE
IBDTTRANZ ORI 7AIVICEDNIMBDIZ7AIAD POERRESLEERYE
T (A—HINVBIOREDIFH, TOATVSLOBHIIKELET) . PTRARNSINE/
etc/apparmor.d/abstractions RICEREINT WE T,

20.3.2 AT S LFvY

TATSLFvIDT 1LY K (/etc/apparmor. d/program-chunks) (CI&, 7’0
TS LZRA—RNEBOEBOTOT771IVER&E (Frvd) BEFNT WT RM1—
ROARITIEFERTIEAVEDICR>TWET, 2D/, TOT7/IL D14 —
K (aa-logprof ¥ aa-genprof) REMS, COHICHZTOT7MILDFERIFIRE
INBZEEHYVERAIRBERTIL postfix 7OV S LRM— NaIFDTOT S A
FrIODHFATEET,

20.3.3 Fa—7+7)

Fa1—7F7T I (/etc/apparmor.d/tunables) DF1LI MY (ZIE, WD DT O—
NIVERERIEINTVWET. TOT77MIVATHERTS HE. NS5O EHI
TO77MIVRREEEIBIERKMEEER TEIBMEMAIC B> TVET, TART
DTATFAIDSFBETESEFa1—FTILEREIL. /etc/apparmor. d/tunables/
global ICEEELZE Y,

20.4 #8EEIRH (POSIX.1e)

HEEETE B &3, BiiIC POSIX.Te THEINTWS ¥ —/1E 71 %ZRETS
T=ODEDTY,, 7 LLIE capabilities(7) DYZaTIIR—=IEHHHLIEIL,

20.5 XRYMNI—OF O EH

AppArmor Tl 7RLZADEEC 773V EFMALT. Ry NT7—07 022 % HlfH
TBHIENTEZET, FERIERYNT—IT7 ORI —IV DX EE RLET:
network [[<domain>@][<type®>][<protocol®>]]

0 HR—IMINZRYNT—D%EIE: inet, ax25, ipx, appletalk, netrom,
bridge, x25, inetb, rose, netbeui, security, key, packet, ash, econet,
atmsvc, sna, irda, pppox, wanpipe, bluetooth

TO771 IV DR ESTUE
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0 HR—IMINBZRYNT—U4H4(: stream, dgram, seqpacket, rdm, raw,
packet
© HR—MXNhZZAk3JL: tep, udp, icmp

BB, AppArmor V—)UIZT7I) EFA T DEFRD AT L TWET, F /2.
AppArmor METa—JUI& Taccess denied] (P EZRAMEEINFELK) DAY
T—YTnetwork AX7 > 47 DAYE—VDHEEDLET, Ihibid”
A7710IVDERY—ILTHSD YaST EOAXVRSAVDEAT HAIERIEN
TEXY,

TFETIE. AppArmor D7 O771IILTHERINZRYNI—IFEEDIL—ILIC
DWT, AIERLTVWET 72 L.RED 2 DDIL—ILDEIE IREFERTIE
AppArmor V=L THRIGLTWRWZ EITSERELTEIY,

network®,

network inet®,

network inet6®,

network inet stream®,

network inet tcp®,
network tcp®,

0 TARTORYNTI—VUMBEHFTLEYT, KAMUNH4T,. 7ARIILIC L
T HIBRIEHYEE A,

—AREY7AR IPvA Ry RO — VLB A FATLE T,

— MBS IPV6 Ry RD— VB AEFRILE D,

IPv4 @ TCP Xy hI—JIBAZFRILET,

IPv4 @ TCP Xy h7—JB A LEY, EERUEKRTY,

IPv4, IPv6 1AM TCP Ry hT— 0B AFRILE T,

20.6 /s2&70O7

AppArmor TIET ALYV N)DINZRZET7AINDINZREL%=RRIICK A LET,
TALORN)RZAEIBET BIGEIE. REIC / 23T BARBICK B L TLZIL:

Q0000

/some/random/examp le/* r

/some/random/example F4L I NIRIC HBT7AILICTH LT SRAIAHT Y
T REFRALET,

/some/random/example/ r

TALINICH L TDHFRHAHBT I LR EHTLET,
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/some/*x/ r

/some TALYZNILLTDEEDY T T4ALYVMNITRH LT SiAAAHT I A%
FELEY,

/some/random/examp le/%x r

/some/random/example LA FICHZ ERDIT7AIL T 4L I NI LT, 5%
IHABRT I ERA%E FEILET,

/some/random/examp le/*x[~/] r

/some/random/example 4LV NJLLTFIC HBERED 77T LT, Fidr
AHRTIEREHATLET, TALIRICDWTIEBARMICERA ([7/]) LTWw
ij_o

707 (FRIEBERRBEOYYF ) IE. T4V RA—REFBLTT1LIR) R
AHEEBEL EROI7IIILP Y TTaLIMN) aEEDTIHRELLZWGEIC ERL
T, 771IL)Y—ADIEETIE, csh, bash, zsh REDE LT TILT FAT
X5/ 07X FEFBETEEY,

* / R EBDORIDXFINICE
IZBIENTEIT,

Bl: 771NN ABERDIEEREIC

ok / EBU ERDORIDXFIICE
IZBIENTEETY,

Bl: TaLON) BT RRE
ROEBEMEFEHTRETEX

ER

? / EBRLEERD 1 XFICBEEZ
BIENTEET,

[abc] a, b, cDIED. WTFhh 1 XFIC
BEMZBIENTEET,

f5ll: /home[01]/%/.plan &L JL—
VDB, /homed & /homel
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OEAD T4LINIUUTICHD
.plan Z7MILHEZYETD &Ik

UEd,

[a-c] a,b,cDIBD, WFhh 1 XFIZ
BEZDIENTEET,

{ab, cd} ab F7l3 cd DEBLMNC BEXHZ
BIENTEET,

fBl: /{usr, www} /pages/*x &L\
W=D HoT35E. /usr/pages
& /www/pages DEHDT ALY K
LLTFICH5 Web R—=DIZT7IER
RS BERRIC BYET,

[ "a] A ERCEED 1 XRICESHAD
TENTEET,

20.6.1 7O771IVRTOEEOMER

AppArmor Ti&, 7O771 VR TR RAERFITEDICERAFHTHIENTE
9, /O—NVERIESFEVOTAT77IVICH L TH#kEE 5 X501, O—H
I BEUINRICHT T B a— Ay hELTFERTEED,

TA—NIVERIMERIRDZ—HELT, A= DHR—LTALIRN)D BiDi5
RSOV MNENDRYNT =T ) A ZTHET  HETD TRTOTAT7
AT L TR—LTALIRN)DER—LT1ALIMN) % E2XRZI R DYIC. EHD
BERETEEIBRZINITEEIRDYET, FO—/NILEEIL /etc/apparmor. d/
tunables TALZRNJLLFTEZL. flinclude RF—I XV N RABATHALE

. ZDFEAMFI (@{HOME} & @{HOMEDIRS}) THOZEHEFIL. /etc/apparmor.d/
tunables/home 771 JLNIC EHNTUVET,

WLT A—ALERETAT77 VDO EETEELEYT. Jhid/ze xE. chroot
BRETONRRUH LT AR—RERET DHRICEFTY:

@{CHROOT BASE}=/tmp/foo
/shin/syslog-ng {

#-éhrooted applications
@{CHROOT BASE}/var/Llib/*/dev/log w,
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@{CHROOT_BASE}/var/log/*x w,

p: 3.6

WED AppArmor V=L Tld BRI FEETOTOT77MLIRES LV
BETOH FHTZIENTEET,

20.6.2 BRI —I

ABIL—ILIEL, TAT77MILIRREYAREBDLATIMIRYEY T $5 f2HD
REFERCTT.ZHEFERALTNNRDEEI BRI ATROIAETEHYITH, 255
I EICEIBRATBICERLEY:

alias /home/ -> /mnt/users/

p: 3.

WED AppArmor V=L Tl BRUIFEETOTO77M IRES LU
EIETOH FHTEHIIENTEET T EWMETEEIIL—ILDERAIN
Y FET, BIBIL—ILDESHIL. /etc/apparmor.d/tunables/alias
TPV EmE L TITIRWET,

20.7 Z71MIVDF I ERAFAET IR
ET—FK

T7AINDT IR IE, FieDE—ROHEAEHETRIELET:

r HAIAAE—R

w EXAHT—N (a E—REIFHEEIC
BEfRER{R)

a BEEE—R W E—REIFHEEICHHD
BER)

k Z74)vavy (fefe) E—F
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L VoIE—R

link Z771/L => 585% Do oftIb—IL (DT IERE—NR
EIXABFICIEETEEEA)

20.7.1 BRAHIAHT—F (1)

TOVSLICR LT HEDY —ANDHRIHAART IR EHFTLET, 5 AH
TORRE VIV AI) TN ZDMDA VYTV EEEFATZIZEICHE
ERBIENMN ERITHROTACAN AT IV TEH AN TEBZHNE I &I TS BRI
PEERYET,

20.7.2 MEAHE—R (W)

TAVSLICHLTRHED) Y —AANDEZRAHB TV EREHFAILES, 771
E7V)Y (BIRR) $2%6. COFANBEERYTT,

20.7.3 5B52E—F (a)

TOVSAICR LT BEDI7MILADBEEHFTLET, w E—REIZERY. B
SBE—RTRET—YDLEEZPTI7MILVEDER, 771 IVDEIRE TROIZENT
EEFABRDOTIERFAIT—RIC. OV 77MIIADEEAH FAHBER
TNV —oavil LTS In3E0 T BEOOVERE BEIE AW
BAICHRELET BROT7I/ AT TIEEMICEXIAA E—ROYTEYNTH
Bz wE aDFRAI VSV ERFICIEETBIEIETEEIHA (FBEICHHMhDREE
BTY),

20.7.4 774)v0v7 (HEdE) E—FK (k)

TI)r—avhavy (HEE) 17RO IENTESRLIITLET ., AppArmor D
WRN=Tav TR TTNVT—2av hoFED)Y —ANT IR DA
N OV OIEEICAE TR EAEFAIINTEE LA BRI 771/)LOvY E—
REFERT2IET, AppArmor AV ETRIBEDH B 771 I LTDH
OvJ%FT L. H—ERIBEERE (DoS) DEHIBRIKTICHRSBENEIICLTWE
ERS
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20.7.5 V> 9E—F ()

DU E—=RIIN—=RYVIADT IR EFIETEEDTT YV IEERTBE,
Yo o5EDI7AIVEERLIE) Y OISRICT7 V2RI /D2 &IRYEY (72
L O TY DV IT I ADEFRINNREBICRZZEEHYFEEA)

20.7.6 V> ox¢

Yo OF—RIZ.EEDI77AIIH LTI VI %ERRTBEFRI 252 5EDT, YV
DIV EDT I ERAFAICRTEZH Ty NDOFICRYES (PR FFRAITA
FDYTEYN) N IR/TIE ) OTTE) VI EIBETHIE T.EDLIRFE
TN=RYV O DIERZEHFTIBDOMNEHETEIENTEEY, U oxfIL—IbiE
BEETIZ ZBED) VIHF A E— RV EETELORTIER FATAMNDYT
TYRNEEBLERA DT AN EEEI T BICIE, subset F—T—RAEFERALET,
FNFNTRICTRT IL—ILIFE@MELEREEGET:

/link L,
Link subset /link => /%%,

p: 3.6

BIRERTIE V2% IL—ILiE YaST »aAv Y RSA Y —ILTCRIBEd 32 E
I TEFEBA.CNOAFRTIRIE. TA771IILEFEETRELTEE
WLEZIW DI/ —ILDHZTAT7(IILTE INSDY—ILAFBL
- B CHNITBEEREMELE T, NI VI IL—ILIZDWTIEY —
AT —EBINT ZOFFHICINELHTT,

20.7.7 MIBEFRHENL—I

7AW —ILEIRBRL T R/ RD 77 IR LCRREE THo 1254 (fsuid A

T77AID uid E—FHULIBE) DIL—ILEBRETEIENTEXXT . IhE BET
BITIE =L DFIIZ owner EWDF—T—KR%ERTE LES AIAEESRGIL—ILIE

BEOI7AIIL—ILELTEMELE T,

owner /home/*/%x rw

YOOI —IVERBESZEIL—ILERBICF AT S FIEEDOERIX) v oke
BRBEI7AIVCT LTRBEIN, U 75T I IEDT7AILIST LT R
BETRITNIEARSBLARYET,
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FER: BEOIPIIVIIL—ILEDOBRMICOWT

FIAEEREIL—IVIZ. BEDI7MILIL—ILICH T2 Ty heLTHRD
NET, BEOIT7INIL—ILHDFIEBRBGIN—IVEEETIEEREL
TEAINSG IL—ILIELEEDOT77(IILIL—ILERLEDICRYET,

20.7.8 EHEBEIN—I

BEEIL—IIBHZETRIERZRETEHIIENTIZEIN, BHZTRDAN
BEEARETHIELTEFT, 70771V ERY—IL T IEETIL—ILO BRYIK
WELTERODIEE I E I EENRDZIEIEHYFEA. CDLORIER #5REL-
WGEIEIBERRDEETIL—ILIDOVWTERTIINGZEF AL, O 7714)LD
BARIEERWTWET . COLIBBENBEADEDTHRW FEIX IEFERIC
WLTaudit EWHF—T7—R%EBI LTLIEIW,

BEEIL—IVE BFAIIL—ILEREIETFERTRIEETEET  INICLY, BD
[EWEFRI L — LA ELTEWT, ZOHRASESHIIEF T IhaWn 77/ 72T
ERATELORMENANTEZ T IBEIL—IIEFAEEIL—ILEEEBIESE, B
SEEDPFAETZ IR LT PV EREEEIERIENTEET, &2
ETFEOFTIK, —FDTALIMNICHZTRTDI7AINICH LT HZHREET
IR AEFFRITDH, .ssh/ LLTFICHB 771 ILICT LTEBIABIC 7oA %1E
BITBIL—ILTT:

deny /home/*/.ssh/xx w,

/home/*/*x rw,

EBRIL—IELZATEE. 7O771IVOEEEIBBRTEONE L A>TLES &
EDS. BEIDTEFRALLELIEBTIL—IABERTSEIET, 7O7714)L

HEMIETEIENTEET, DO Y= ETIEED 771 IHTBIER
W= DHEEMRL. T OTEFBLIEETIL—IVIFIERLBRWVEIIC R>TWE
T, 7A7%MALTHESIL I AR LIEWGE X FEETTOT77M 56F

EL.BELHEIV, NI ETIL—ILICDWTIERY—IILEIT—EILIE Sh

I EZDFXICINDHTY,

20.8 RITE—F

EITTE-RK BRI ETO771ILEREEEIEN, FEEDE—RIEFNFET:

pX M OT7MIVEITE—R
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cx WM O—HILTOT7AIVRITE—
k

ux EFIREITE—N

ix HARTE—N

m mmap (2) T® PROT EXEC DEFAT

20.8.1 M FA771 IV RTE—F (px)

ZDE—NRIF AppArmor OFEIEB DR, EITHD)Y—RUHLTHIILE &
Xa)F4TAT77ANEREELET, TAT7MILNERZTINTO AW B 7
JEADEEINET,

S M O771VRTE—ROFERAICOWT

px (& LD PRELOAD DL HRIRBELEH % UMM IBIZITHRVWER A TD
7=, U LEIOFEEIEE O IN /- SBEI LD EAERIKFITEHIE
AT F 38

BB, Ux, ux, Px, ix ElFZFh TN EBRELIHYFEA.

20.8.2 MIrO—HhL 7 O771IVERTFE—R
(cx)

pX DL OA—/N)LDFOAT7AIL Y N ERETRTE KDYIC, cx TIIBEDS
O774)LA BT 30—H) 7O77( I DI ERBER[/RELEFT . 2OTOT7(IL
BRI AINNR=TT)r—2a3V AR EBTO77M VAR ETDDIFERT
BIENTEEY,

S BMIrO—h7O770IVERITE—KR (cx) DFIRICDOWT

RS TIE cx DEBBIINY TLANIILOTOT7AIVICEEEINTWT /\Y
N FO77MIARATHERATEIEIETIEE A ZOFIR IS SRELY R
nN3FE TY,

Ux, ux, Px, px, Cx, ix &l ZRENEBRELIHYEEA.
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20.8.3 EHIPRETE—NF (ux)

7O S ALIZF LT, AppArmor 7O774 )V A2 GEBETIC)Y—R% £1TT
XBEICLET . COE—RIK HIREZIFITVWRZTOSSLN OAVELI—YDEHR
S EREEVE L RBIGEIENLSEEETT, MDEITI7MILATH
HAZEDEI aVvERBLT TUCH L TEFIBRD RITHEMNA5 255, TRT
DEIRMAETOERICTLTHREIN TV, HEDFHIRATLOTEIENTES
SOTRYFT FIRABTICOWVWT, FELLIE apparmor (7) O =aF7 I R—I%
BFHMALTEI,

S EHEBRTE—R (ux) OFERBICDOWT

ux IR REBELIHIGEICDAFALTEIWN, ZhilkY,. F7O0E
2 AppArmor DIREMLTEMET DI &ITR>TLEWET, F/z. ux (&
LD _PRELOAD D& RERIE B ZIYRALIEBEITARVWEEA. TD/=D,
CHUBIOMBESIEM U H I BN DHEAERESZITHIEIIRY
F9, IS, CDETE—RIFEFIPR TORTEEILTEVEETBIRAT,
LD PRELOAD Dz A MALARIFNIEASRWEAICE>THEALTL
W ZDOE—REFRLEZTO770UIE FEAEEF ) TFA4DBR S
niaWwieoH. ZCEE0 ERSEHEDEETIFALLEIN,

ZDE—RIE Ux, px, Px, ix EZRNENREEMELNDHYTE A,

20.84 V')—VR{FTE—F

J)—VERIFTE-RIFEBELLLRIDTOYS L% px, cx, ux DEE—RTEIT
TEBLIIC TBEHDEDTTH. AppArmor B Linux I—RILDIEBETH B
unsafe exec JL—FVEMEVHFTHMMAITAR>TWT, setuid 7OV S LERIT
THEZDIDICREETHARYRKAEATTRVWET, 7Y—VRITE—RETHh
FRAXZF (Px, Cx, UX) TERDHOLET, setuid, setgid TORBLEHDEYREIC
DWT EELLIE 1d. 50(8) D v=aFILR—IEHZMHEIN,

20.8.5 #ERITE—NR (ix)

ix E—Rix, 7O77/LABEEINTWATO/S AN BEDELRD IOV S A
HRITI DR, execve(2) (LD BED AppArmor FEEHEBS AHETZ0HD
HEtDTIBEDEEERORDYIC, RITINALYY—RFREDTOT7M1IL
AR LET,
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ZOE—RIE FIRGEDOTOT S LMD FEIRFETOY S LEFOHE TR, I
CHLEDTO77MIIDHFTAEBY. IREDTOT77MILDEFT 5%k >71=Y §5
CERKETIDRENHDIGEIC.ERARE—RNTY, ix TORTIIFEEZER
THIEEEBRVDT RIEZHENMURKHEEIIAEINT WEHA,

TNZTN ox, ux, px EOBEBMENAHYFTFHAF/o. m DHEEETELET,

20.8.6 T 771\ DTYEVJEFA (m)

ZDE—NRIE, mmap(2) @ PROT EXEC 757 &N LTI7MILEATYRICTYEY
JTEBLIIILET . DTSV E WROR—VIH L TCERITHA%2 525D T
T, CDHEEIL, WDODD P—F T F v TCRITAARERT —IR—IU%IRMT
BEIFEAINTVWS HED T AERI—REERTUIKKTBLHICFERLET,
AppArmor Tl&, ZOE—KR% ld(1) TOEWR -L 757 DIFA, ld.so(8) T
DX/ LD _PRELOAD, LD LIBRARY PATH 2 ED®hERA 4R T 2/=DICFEHEL.
ELWMRZEWAETEZ IOV S A (FIXERITAAERER AT 7R EHIE %]
TBT7—FTIFYTCOLTATSL) #HIBRTE DICFERLET,

20.8.7 Z{RIfAET O 7V ER

BEETIE, px & ex (BLUERD 7)—VRITE—R) OTAT771ILEBRETR
S ETI7MILDELBIT TO77MIAIELE T, LRI EXTO771ILBH T
I BREDTOT77 I LEIBETRIENTEBLIICRYET, Zhid, EHD
NAF)TE—D 7O771M\V a_ETINELNHIGEITEFLRETHBIF
M ABILUAD FETERZTO77MICER LEEID AN VWESICE
FTT . ZR HETOT771IL BRI, FNFh cx, Cx, px, Px ERIFICIEET S
ZENTEZT, B RIFATIE 1 7O770)H7=Y 12 BEFTOLEMTETO
T71IEBFTLIMERTEE A,

BRIMETOT74V BB TIE > 2FAL. BITED TO771ILEEBELE
ER
/usr/bin/foo
{
/bin/*x px -> shared profile,
}h;r/*bash cx -> local profile,

profile local profile

{
L
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HEC: BEOEB AR EER DR WNCTOWT

JA7EEBICHBLESE BEDERIE 1— %] OBRRE BRI
EICRYZFET,DFY /bin/sxx px &, TOVSLADEITINTVWBIRIEICK
LT /bin/ping ¥ /bin/cat MEDBREIRETHIEIIRYET,

ZRHITEERDZAIE. [0 —] ORFREEETIEICRYET, OF
Y, ZDZRIEIEEREL REICEYLATRTOTATS LN FBELE
TO77MIVICER TR EICRYET,

ZEMTEXT7O770IBRIE. O TIENX EVWVDE—RT REINFT . F
1= BREDTOT77MILEIE nane2 EWHIEE TRAINE T,

20.8.8 7O771 IV ERICE(TH XK IT+—IV
Ny

px ¥ cx DEBICIX N4 KERR] AEELTCVWCIEELATO771ILH
FELAWVESIE 2I/AKRKBLET, ISR LT & I+—IL/\vo5F AT
2EBED FO77MVDERAINIREDFFRITARMITZIENTESRLIIC
RYFET DFVTO77MNAERETBIEITRYET) R TF— LN\ BIETE
IBITIE. FNEN cx, Cx, px, Px ICRH LT ix ZAEHETHEELE T, INICL
Y. ZFhFN cix, Cix, pix, Pix DREE—RICARYET, 74— L/ \vIE—RIZERT
FETO77MIVERTE FRTRHIENTEET,

20.8.9 RITE—RICBIIERERE

Px, Cx, UX DWFNHDERITE—REZRBIRLIHZE. F7OCADREAF| St
CILHY, FRROBREBEEHABRYBRHINE T, ZORKR. 70771 ILICRLT
Px, Cx, UX DWINHDEITE—REZRET DL, FEEDREZHIKEFELT &
927 TVr—are 7Ot REEELAKARYET:

» GCONV_PATH

GETCONF_DIR
HOSTALIASES

LD AUDIT

LD_DEBUG
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« LD DEBUG OUTPUT
« LD DYNAMIC WEAK
. LD LIBRARY PATH
« LD ORIGIN PATH

« LD PRELOAD

- LD PROFILE

« LD SHOW AUXV

« LD USE LOAD BIAS
« LOCALDOMAIN

« LOCPATH

« MALLOC TRACE

« NLSPATH

« RESOLV HOST CONF
- RES OPTIONS

. TMPDIR

TZDIR

20.9 ')/ — R il BR il

AppArmor TIE. 7 XU —2av AMERT )Y —RUDWTCHIRRARET 2
HEBEDY HYET (rlimits ¥ ulimits ELTEHSNTWBEDTY) BEETIX
AppArmor (Z7 7V r—2a>®d rlimits ZFIBR$ 22 &<, TAT771ILICE
M FIRDOAEBARALET,VV—ADFHIRICDOWT, ZELLIE setrlimit(2),
ulimit(1), ulimit(3) DBEIZATILR—IELFHTHLIEIN,

AppArmor TIEY AT LD rlimits ZHIELE TN BERETDLHWEMNDES
B HEIIRELETAFA VRATLDRELL rlimit Z ERIETRIEE TE
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9. AppArmor TIEZDRRTOT7 T)r—2av )V —RGIRETBEIES &
ERIFDEERIRETTY,

INLDEIF 7O RDFHRICHT L TRE T AR >TWSED, FO 70
EATHLWTOT7MIICERBLIIGE Y. FOT TNV r—ay M EHIBRD 5%
EICR>TWIBATE VY —REIRN RSB EICRYFEST . 7T)r—ravh
FLWTOT7MIICEBR LGS BREDTOT77/ )L TISLAZYY—2R F
RERETDHIEEARETT,

AppArmor @ rlimits JL—IL T 7TV —>avON—RY Iy hOREETA
W, EEXE32EHTEFT. L. 7TV r—ravid,. 7O771 VAT ES
NTWBREDLIYE N—RYIYRE EIFBZEIXTEFHA/N—RYIYRE B
DIFBIIMEDOREELTHAINEZEFRWVD T W lcAT7 T r—avh #
LW O770IVICB#T5E,. 7O77M)VRTIREINAFIRFTCERIC £IF5
ZEDNTEBLIICRVET,

AppArmor DY —REIRFIEIEZ, 7TV r—>3a>DN—R)IvhEFLWN £
LEEKYNIVWYTRNIIYNMIN LT HEEZEZZEEHYEEA,

AppArmor D/N—R) Iy rDIL—ILIE, —BIICIE T EED LI RERX TR LE
ER

set rlimit &R <= 8,
TNTNEF & B I3 TROEEEELEY:
cpu
WIFRTIEYR—PITWEEA
fsize, data, stack, core, rss, as, memlock, msgqueue

NARBRTIEETED. BLLUE K (FONAR), M (AH/RAR), G (FAH/RA
N OERFEZMITIBIE, 2EAILTROLIICRYET:

rlimit data <= 100M,

fsize, nofile, locks, sigpending, nproc*, rtprio
0 LA EEEH

nice

-20 55 19 FTOIE
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"nproc MY —ZHIRIEZOMDYY—REIREIE BASHETRIEINET,
ZAEDTOERAY—ZAFRORDYIL, —BRTREDTO771ILFTEITL
TWA RADTOERMELTHIBRINZE T, WokABIRRABET 5E, EiTH
DT7OEREIRBFETOE. 7O770)L BR T CTOFR O REMIZELK
FBLIICRYZET,

P 3.

BEF AT, 7A771)LICR LTV —REIRIL—ILEBINT BICH T2
T Y=ILEFIBTRIEIETEEFEA VY —RFIRIL—ILEEINT 5IC
I TFAN IF192EEFALT. FEETCTOI7MIIVERETINLE
PHYET, VY—REIRIL—ILOEHIN-TOT7MI %Y =)L THiHA
FETRYRHLES CEETEFITHN VY —REIRIL—ILITREIN ST
EHLHIBRINBZIEE HYFEA.ZTDH.)Y—REIRIL—IL 2SO
T7AITEY—ILT BHITBDIEIETEETT,

20.10 EEENL—I

AppArmor TIFFED I — IV EICBEE A TARIMEEICR B L TW T RHED
KL FZYLABE . EEOTRICAYE—V R ATEIENTEFT HED
=)L TEBEAvE—VE/ICTBITE IIL—ILORNIC audit F—T—REEE
EX

audit /etc/foo/* rw,

BEDOHFAICHLTERLITETAVWNEE. IL—ILE 2 DICDEITEIEN
TEEY, FeDAHITIE, 771D EZAHBICHINIIGEICETE Ay E—ID
EHRIN, FTAAABICOLINZGZAIIEBT XAy E—IUDNERINAZWIL—IL
ARLTWET:

audit /etc/foo/* w,
/etc/foo/* r,

pi 3G

BEBEXAYE—IIR. T7MIVICH L THRARAPEZIAADRET DT EIC
ERINBIEBHYEEA. ZNETNHRARAAPEZAHARICHAWVISGS
IC DHERINET,

EEDRTEIX FIEEREI—IEHAEDLEDRIEETEET . COBAEIE. B
SEEPRABETZI7MIVICTIEALLGERICEBENERINDEICRY F§
(BREATIE.AAAELTOWAVWIZMILICR L TEEREE KT EIE1E TEEHA):
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audit owner /home/*/.ssh/xx rw,
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AppArmor @A77V R 2 1

MY

AppArmor IZIE BEETEMIEINTWSTO77MILEFARINTVWET. C
Nl AppArmor DREFEF—LDMERM LI=ED T, /etc/apparmor.d WNICEE
INTVWET, ZNLSTE openSUSE Tl 7 7Y —2avIiCARIh BT,
ENST IV r—2avEiid a7V ARELTWAEDEHYET . INHD
7O771VEBEETIE BMREINTES T ZED AppArmor 7OT771 )L
EIxERBT4LYNY) /etc/apparmor/profiles/extras ICERBINFE T,

21.1 A—AIIRIMN)DER

AppArmor *V—Jb (YaST ¥ aa-genprof, aa-logprof 72&) T, O—AJLY
RIMN)D FRICRHBELTWET LW TO77/ )L E[ERWIREED SVER
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TO77MIEREIBRODIIE. FTEFEVDT TV r—2av BT 25 Thth
DEIFTI7AINPH—ERIIR/ LT TAT771IEER LRGN RUFEA BE
IC7O771M 0V EERLTHZTOT S L0, ZIHBEE SNEF7OEARE L
BREET) . CDOLIRTOTSLELTHARDDIE MEIREETTH, FEEDLD
BRYBFTRARBIENTEET:

T4LIRN)

TA77ANRROTOATSLDNLET 1 DDFALIRIICEEF>T WT, ZED
FALYIMIZIXZRUAD T AT S LD EIEL TV WSS, aa—autodep /
path/to/your/programs/* EWNYT Y FIHREAT VY RERITIBIET.FD
FALINIRICHD 2TOTATS LI TEERNLRTOT7M IV EERT
BIENTEEY,

AR YRSAUDSDTOT7A I HEEE
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ps YK

TINr—oavERLAHEAEED Linux AV RTHS ps 2FHTS
EETHFOLETOTOCR%AHERTSE CENTEET  HEXFHEETENT
noTOvSLDBAEFELE L, TRhENICT LT aa—autodep #ETTh
5T T TY, 7075 LN PATH RIEEH CTREARERTLINIIZH D5
A1, aa-autodep HITT OV S LERBRLET MMFTATBER TALIRNIICHE
WiBEIZ. BUKEHED Linux ¥V RTH5 find 2FHITB2ET. TOTS
L©ERDIFBZENTEZLT, find / -name ' 7Y or—=> 3 >%" -print
DEINCETL T IV —2avDRRERELTEIW, BB METHNIE
TAIVRA—REFRATEIEETELY,

23.6.3.2 aa-complain—FEE—K /" ZEBE—FAD
ZA

AEE—R/EZBE—RY—Jl (aa-complain) (Z. TOT7MIVEADTOT S A
DA INTWRWITZAIITIVEALEGERE, 7O771ILIL—ILDER
ERERBIEELIICLET . ZDFEEREHIL FFAIIN2500, OV HEE
BINFET, TOT77MIILERETDITNE FT AEE—RNIKRELHETOTS
LEEEL, 7OV LDIRDZBVWARLHEIES /-DIC—BYDEEAENIEIEE
Y. h&lE AppArmor V—ILEFIBALTOY 771V % BHRLEL. OTI RV M
FO774ILICERLET,

AEE—REFEE (ARVRSAVRA) TEMILEEE. 7077400 B
BRICT7S U ABILET. ZHICEY /bin/foo EEZEMNT WBITAH /bin/foo
flags=(complain) D&LIITRYVET, FEE—REFERATBITIE IHKRTIVED
ZFEWT root ICRY, FEEOWI NI EANDLET:

o 7OUSLH PATH REBEZEHMTENNI/AARICEETZIHEIE FiEDLD
ICEITLET:
aa-complain /shin/Z’@2o'54 1

s FOUZLH PATH BIBEHTEINANRRARICEELRWEEIE TROL
DI ETLET:
aa-complain /sbin/Z@o'>4 1

o 7O774IH /etc/apparmor.d LA DT AL I NI BET BESIE. FEED
SOILTHAEIRELET:

aa-complain /path/to/profiles/ 7@ >4 1
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o OS54 1ICRTBRTATFAIVEIEETBICIE. FEEOLIICLET:

aa-complain /etc/apparmor.d/sbin. 7@ 2’54 1

EEOaATURIE. WThEIEELLTOT77M02 7T S LI LT, FEE—
REBWMIILET, 7OV S LEDTIL/RRAKREBTARWSGE, aa-complain (£7°0
75 L& $PATH I THEELE T, /=& 2 1E aa-complain /usr/shin/x MLHICE
79%& Jusr/sbin LTFICHZLTOTOVSALICEED IFShT WATOT77
AIVERERL, AEE—RNICYPIYEZF T, £/, aa-complain /etc/apparmor.d/
* DELIICEITTBE, /etc/apparmor.d RICHBETDTOAT7MI % R EE—
RICBIWEAET,

EVbh: YaST 2FABLETO771ILDE—RIVE L

YaST Tld. FEE—RPBEIE—RADOTOT77MITYEZICDWT, ¥
ST4HIIVERTOVMI YV RARHELTWET #LE 22.6.218 TERID TS
A774ICHTBE—RERE | (298 R—) HFHALIEILY,

23.6.3.3 aa-enforce—i&HIE—RADREA

BHE—RTIE, AppArmor DT OT771IViEHFDTOT Z LD EFAIINTLVRWL
T7AINCT I RALIGERE. 7A7714)LIIL—ILDEREFIERBE L, ZIEL
F9 . BHETE—NIBERIERLTEREEDTY EREH%E REBLITFLT,
BELKABWGEEIE RFEE—RZBFEVLEIN,

BEIE—REFEE (AYVRSIMVEH) TEMCLEEES. 7077400 B
BEICT7S U ABILET . ZNICEY /bin/foo EEMNT WBITH /bin/foo
flags=(enforce) MELIICRYFT, EHIE—RZFEATRIIE IHKRKVIVRU%E
BIWT root IT7Y, FEEOWIT N EASLET:

s TOUZLD PATH RIBEZEHCTEDNL/AARARNICFEET2HEIE. FicDLD
IS RITLES:

aa-enforce [FOo'54 1 Fao54 2 ...]

o 7OUSLD PATH REZEHMTEN NI/ SARICEFEELAWVGEIL FiED&
DI ETLET:
aa-enforce /sbin/ 7’2’54 1

o 7O774)LH /etc/apparmor.d LA DT AL I NIIC FET ZHEEIE. FEED
SOCLTHAEIRELET:

AR YRSAUDSDTOT7A I HEEE
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aa-enforce /path/to/profiles/7° A 054 1

« OS54 TICWTBTOATFAIERETDICIE. FREOLIICLET:

aa-enforce /etc/apparmor.d/sbin. 7’254 1

FEROOATURIE. WThEiEELETO774)% 7O S AICKH LT, EEIE—
REBEMICLET,

TS LR TOT7MIVEAEIRELRWGE I EBERICEAVEDEDN RRX
NEY . F/. /path/to/profiles =38ETSEBEET /etc/apparmor. d [CERTE
INTWBTOT7MIVD/INRE LEEXTEIENTIET,

INSA=HIITATSLEDIEFN, TOAT7MIIND—EBEAIEETEHIEE TEXFE
T, 7OV SLEDNTIVIRAKRETRWSEE, aa-enforce (7045 L% $PATH
NTHRFELET,

EVbh: YaST 2R ALETO771ILDE—RIVE L

YaST Tld. FEE—RPBEIE—RADTOT77MITYEZICDOWT, &
ST4HIIVERT7OVMI YV RARHELTOWET EFLE 22.6.218 TERID TS
A774ICHTBE—RERE | (298 R—) ZHFHALIEILY,

23.6.3.4 aa-genprof—7O771 VDR

aa-genprof (& AppArmor D 7O771IVERI—T4)T4TY, IBELEZTO
TS LI LT aa-autodep ZEEIL T BEETOT77MIVEER (FTOT771ILH
BELTWARNSEBE) L. 7O7714)%E REE—RICIYBAET . 2D
AppArmor DB FAAMLIEAITR->TOJICE A, a—HicLlTrasd
SLEEELT—BYDOHEEEZFIRT2LIIBLET, aa-genprof DERXIET
EBDEHYTT:

aa-genprof [ -d /path/to/profiles 1 program

fcEZ 1L Apache Web %—/XD 7075 L TH3 httpd2-prefork IZxF LT 7’0
T7AIVEVERR T BICIE, TEEDFIEE root TEITLET:

1 FFEEERIAVRIDS rcapache? stop EANLET,

2 RIC aa-genprof httpd2-prefork EAFILET,
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aa-genprof (I FEEDLIICEMELET:

1

FETIEITILD PATH IRIBZEZF AL T, httpd2-prefork D 7JL/RR %

FRLEDELFET, AVYRSAUDDS TV RAAEIBETBIET, BREIT
BOHOFICTEERIEEAEETY 725, openSUSE Tld. httpd2-prefork
% /usr/sbin/httpd2-prefork (CHYZET,

ORIT, httpd2-prefork ICR 2B FO T O 774 LB EFEELTLR LD

EIDEERLET BICEETISAIEEHRL. EELAVEEI aa-
autodep R AL TR (LI 23.6.31 I FOT771ILIERY—IL DI
E | (308 R—) & BFHALLEIWV) LET,

ZO7OYSAIRTETO77M )V A FBE—RFLEFREE—RICOVE

AFY, INICLY. TOT77MIICH T 2 EREHIIEHEIND EDOD, FFIC
BIEINZIEERLENETHLOICRYET  ELHEIND AIRVMITEEDL
TV ET (/var/log/audit/audit. log ICHYET):

type=APPARMOR ALLOWED msg=audit(1189682639.184:20816): operation="file mmap”

requested mask="::r" denied mask="::r” fsuid=30 name="/srv/www/htdocs/index.html”
pid=27471 profile="null-complain-profile”

EBET—EVEEBLTWRWESE. AppArmor DAV N /var/log/
messages RICEESRINFT:
Sep 13 13:20:30 K23 kernel: audit(1189682430.672:20810): operation="file mmap”

requested mask="::r” denied mask="::r” fsuid=30 name="/srv/www/htdocs/phpsysinfo/
templates/bulix/form. tpl” pid=30405 profile="/usr/sbin/httpd2-prefork///phpsysinfo/”

ARV MME dnesg AV REFIALTCHEAE TS TEXET:

audit(1189682430.672:20810): operation="file mmap” requested mask="::r"
denied mask="::r" fsuid=30 name="/srv/www/htdocs/phpsysinfo/templates/bulix/
form. tpl” pid=30405 profile="/usr/sbin/httpd2-prefork///phpsysinfo/”

ATARYINDOBREICIE HBLYTVWEIIICT—H—D T T hTWET, T

ROLIBRHTT:

Sep 13 17:48:52 figwit root: GenProf: e2ff78636296f16d0b5301209204430d

Y=L HhBREWEDEDHIMIVT T TATZAILHRD 75— ya
VERDIHERIAVRINTREIL. 7V —2avIiCAEINT WAHEE
XBRETELFERALET, CNICLYEBE—NIX, ELLEME T%@Lu%‘%ﬁ\
BREIFAINPTALINIADT I A%0O7 15888 LET . LEALIDIFA.
FLWERIAVRIERZELT rcapache? start EAHLET,

AR YRSAUDSDTOT7A I HEEE
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4 0TS LDMEEE—BYR L/ IL. aa-logprof #fEEIL/IRARTA >V RY
T FROF—D>560W\WIFnNHrEANLET:

« SEHYE, aa-logprof 2V AF LAY LTH2EIL, aa-genprof A< —
FUULIECHDILOTENBLEHE. TOT7MIVE RHFAFBELET,
AT RICS AT LARV IO FELEIZEIE. AppArmor 1 ZBE—RDO
TI7IEEBLET, COMETIL, aa-genprof NIELWEFa) T4
A771IVEERT 27 OICKHER, FEBEVWEDE XvE—IDNRTINK
ED

s FAHTE YV—ILERT LTA U AZI—ILRS ZENTEET,

P 3.

NYRDBIMERT AV E—YDNRRINIGEIE. F24E NI, EE
EFRIFLE Web 771 or—=>3>D 7 0771 /L ERE (329 R—) %
BIAIEI,

5 Theh 2 BAGEMICH L TEEL TR

o TOT7FPAINTERDOTOTS LD, 7OAT7AIVICIEEI N TGN Y — %A
EBRLIIBEDER GELLIT FI23.1 TEZBE—RDOHIMN: IFEYY—RITH
IBT7IERAGE] (314 R—V) EFHMHLEIW) .

s TO77MIRERDTOTSLDOSHLWITOT S LD EEIIN, 5818 B L
BREINTWARWEEDER] GELLE HI23.2TEBE—ROFIN: TERIC
WIBRITHFADERE] (316 R—V) EEFHMLIEIWN) .,

TNTNTRICRIDEOERIRELLIBE. Y- 707710 TR
DTATSLIEBMT3HODERNRRIINET, ThEh, F23.11%
BE—RDFIHN: FEVY—RAICRTETI/ERGIE] (314 R—) & 4l
2321 EBE—RDOFIN: IBBEICHTZEITHADHRE] (316 R—) (H
NRINTVWET H<FIBETIE. ChSOBERMICEIE T BEDREIRR ICDWT
SEALTULWET,

* FOTWBRITT I AN EBMARIGZE COBEIF. CNISERTHRIT 5F
A9 TR IRLRIThIERYFE A
P 23.1 ZEE—FDOIH HFEY Y —RIH T BT oI

Reading log entries from /var/log/audit/audit. Llog.
Updating AppArmor profiles in /etc/apparmor.d.
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Profile: /usr/shin/xinetd

Program: xinetd

Execute: /usr/lib/cups/daemon/cups-Lpd
Severity: unknown

[(I)nherit] / (P)rofile / (U)nconfined / (D)eny / Abo(r)t / (F)inish
HEA (ix)

FAOERRCH LT /IO EROTOT77/LEB| S EIITIEE LE
T INICEY BHEFTCRLT77ERFEERZF OEIICAYET, DR
R FIREZT2707 S .0M0 7075 45RO TERE Tt
DFAT7AIHDSH LAEFICEF T 22 F /Y Ko7V LW KR TE
MBIRTT ZDE—RIF. FTATSLD AN/N—TFTYbor—> 5>
THHSGEICLIKLIEFERINS BIRFL T 72&ZE /usr/bin/mai Ll @
FARA—=IL ISAT VRO, less DEHIRR—I v Mozilla* Web
TS0 ERELIY. PDF 771/LEKREIRT B7/-8IC Adobe Acrobat*
EFERELZYTRIBENEZULET,

7a774) (px)

F7OERRCH LT F7ORRBBEOO77/ IV AFRAIESLD
ICEELET, 70771 HAEELARVGEIZ. FTOERDREENI
[permission denied] (BFAID'HYFEFHA) ELTRELET, TDER
i EHo7Orssahya—/NILigt—E R 7z& 41X DNS #&8 8Lk
Y. BFEVDVRTALICHSE MTA ZFALTA—IL%E ZEELEEYT S5
BREIHFIENLQMLHEATT,

128, Lprofile with clean exec] (Px) Z&IRT &, FTOERITES
NERIBEEHDIE. RTEFL2ERITEHIEDTES HLDZMYRRLZ
ENTELY,

FEBIRR (ux)

F7AERITH LT, WHED AppArmor D7 O771 )L EEEA LA
W, EHIROETEZTEOILIICEELET,

8. Lunconfined with clean exec] (Ux) %#%iR §5&. F7OER
ICEINBIRBEERDOIE. RITHEEZERTSHIED TEXEDHLDZEY
MRLZEDNTEET, ZDEIRIZ. AppArmor DE R AES T&ITiBT
EDS X T EDOMEREEFoOTLEVET, ZOREIRIL, bR
RODFLWHDRWZGEDREDZFBRRE LTI W,

AR YRSAUDSDTOT7A I HEEE
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mmap (m)
COHFAL, FO771 IV TEMES 2707 5 LI LT, PROT_EXEC 7
STFED mmap YRATLO—ILEFAL, VY—RICT I EZATESEF
AaE52Fd,.2hic&Y,. 22ICvvEVy ShizF—457075 4680
'c?éﬁ’c%é_tkm)éf@“ FO7714)0 DERARICINDAERIN
BE.EFATINEIDERRLONET,

BE

EEINAETALIN)NRRBEICHLT. 7OV SLDSDT7 IR % 1B
ELET, AppArmor (FRDARVNMIBELET,

ik

aa-logprof ZFliL. SETIITARDLNIZETDIL—IILEBEZEYUHEL
fhe, £2TOTOT7MIIVEERRIOREBICELET,

It

ot

aa-logprof ZEAU. SETICTARDLNAELTOI—ILVEEEREFLET,

o BI23.2TEBE—RDOHISH: HEICHTERTHITDERE] (316 R—)
I 7A774IVRROT L) r—2av B 702 X$2T4L I M) IR c_
WT, AppArmor MRETET4L UM ERLTVWET BAICL T,
'fTuLF_‘]-;Z‘:n T%M\gb‘%%ﬁ% %%Uij

P 232 ZEEZFE—FDHIHN: TBEICH T BETFEIDRE
Adding /bin/ps ix to profi le.
Profile: /usr/sbin/xinetd
Path: /etc/hosts. al low
New Mode: r
[1 - /etc/hosts.allow]
[(A)Llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish
AppArmor Tl& 1 DFEIFEHD /IR LLIF include #RRLET R

RERD HESZANTBIETEREZITBRVCRDRATYTIEL ZEANTEX
ED
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- 3

BB, AppArmor DAZ1—ICIEETORRBARTIINBRWNIEES
HYUFET,

ffinclude

Zhid AppArmor DT AT7A IV AT S include 771V =5 HRT
3023V . FOVSLICHT BTV R AABRETDLDHD ED
TY, include 2FRATBIET, 771 TALIRMIC [/ TET7IER
FAAMOTATSLTERATERLIICRYET, /. include &fF
BE52&TTO77MMNDY A X %NITE ZEETEETIREL Ho
2% &1 include ZZRLTHELDOD BEVHTT,

is k5
CNITRDRATYTT [207] %BIRLIBEICFATESLD
ICRYET, 7/ OTOGEICDWT EELLIE 20.618 [/82&40
T1(262 R—) EEHHLLEEN,

EERD/NR

TOTSLDBEELTVWBNRRAZDEDEIREL. 7IERATES £5IC
LE9,

/X% include Z#IRL=HEIE, AppArmor TAT7 LR TDHRL A,
(Fa] £l [JEZ] TIRELE T, RRINLTALIZN)ARZHERFEY
DEDTRWGEEI, [207] ZZBRULTTAMIVRA—RIBEZTARIZLD
TEEY,

FBEE-RTOEBULEDRIRFXICIE. FEEOLOIBEDHIHYET:

Enter ¥— A

BERUETALININRIHRLT. 7O R %I LET,

AR YRSAUDSDTOT7A I HEEE
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B

BIRLEETALORNIRRUTH LT 7R ZFAILET, AppArmor (&
T7ANDT I ERAFAZRELEF T 5 LI 20.7IR [ 771ILDT7 I+
AHFAETIEAE—R] (265 R—V) B FHHIEIW,

BE

BELETALINIAZRBEEICHLT. 7OV L0SDT7 V2% BR
LZE9 . AppArmor IFZRDARY MIEHET,

R

ZDARYMIF LT ERKRBEEFIAT2MEDOIL—ILEZELET,
AALEERKRBEDL JAIRRLIARYMIFHLTHRREDTIE
BWNSA. AppArmor IRy E—UARRLTBANERLET,

Jo7

SYBWARZANREENDLIICTEDO IBELL/AAERBIRNTBH 74

IWRA—=RTIL =V EERLETARTINIZ/NZRDHF N HEIR LIZWN5
BN ZADFNIRRIINBESEAALIHE EIRLIIER ITOWT
EDINITHOIDHIEIEELET,

JOTDERICDWT FELLIZ 20.618 [/X2&50O7] (262 R—) %
BFIALTEIN,

fisRFEI07

TTRDTALIRN) IR LT, 771 IV EDIRF D2 RFTD T
DI OTEBRELET, =& IS /etc/apache2/file. ext EWdF (LY
NYIRR THo1HE T7AINBDREEDICTAIVRA—R (7 RHY
27) BHEAINT /etc/apache2/*. ext DLIITRYFET, ThiTkY.
TATSAFEELLETALINRICEEL. DD ext EWDILIRF%
BO2TOI7MIIC PIEATERLIICRYET,

Rk

aa-logprof ZFlTL. SEXTIITADLNIZL2TOIL—IVEEZEYHEL
hHe, 2TOTAT7MIIVEERRIOREBICRLET,
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It

ot

aa-logprof ZFL. SETILTRADLN AL TDOIL—ILEFERELET,

6 vim 2FBALTTO77M I EBELEVYRELYLAEVWESIX. R 91K
IS vim /etc/apparmor.d/ 7O 7 74 /NE DEICAALET,

7 rcapparmor restart A¥ K% AJ LT AppArmor ZB#EEIL. FrLFERL
LEDEELE2TOTA771) vy e BRdAHLET,

AppArmor D7 A7 7 IV RS DEDT 57477270V NIV REERK

IZ. YaST @ AppArmor Z7O774 )L U1 —K& aa-genprof T, /etc/
apparmor/profiles/extras 74LVZN)RIZHZ O—H)ILTOT7AIL EVE—
hD AppArmor 7O774IL)RIN) AFAETEIENTEET,

A—AIIRISN) RO TAT774IVEFIAT2ICIE. TRROFIREERELE:
1 EEEDFIET aa-genprof Z2EILET,

aa-genprof AR EINTWARWAO—ALTOT77M1)L% MHET D&, U
RKIAVRIARICTRDOLIBAYE—VEFRRLET:
Profile: /usr/bin/opera

[1 - Inactive local profile for /usr/bin/operal

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t / (F)inish

2 RARINALTOT77MVEBEHMICERLAEWGEIL. U ([Use Profile]) %1EIR
LTHS, EROTO774IVER FIBEERELET,

TO771IEBIE T BRICHESRLEZWSEEIE. V ([View Profile]) #ZIRL
38

BEOTO774 IV AFERETICEERLEZWESIE. C ([Create New
Profile]) ZZIRLTHD, LD EBY AEHRVRENSDOTOT7IVERK
FIE=ERLET,

3 aa-genprof ZEL. SETITITRONIZE2TDI I EEBAREFTSITIE F
([Finish]) =#IRLE T,

aa-genprof TYE—ID AppArmor 7O774 V)R N) &FERTZICIE. T
DFIRZEERELET:

AR YRSAUDSDTOT7A I HEEE
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1 LEDFIET aa-genprof ZEEILET,

aa-genprof BRI N)H—/NPITHELNRTOT771 D FEETDEHBTLE
BE. WARVAVRIVRICTEDELI By E—I%RRLET:
Repository: http://apparmor.opensuse.org/backend/api

Would you Llike to enable access to the profile repository?

(E)nable Repository / (D)isable Repository / Ask Me (L)ater
2 YRIRN)EBMITTBITIE, E ([Enable Repository]) &FIRLET,

3 aa-genprof ICF LT YRS MN)H—NIZTOT77M) Ty 7TO—RT2 HED
DEIRTRTBITIE, FERDAYE—IITIGE LTI
Would you Like to upload newly created and changed profiles to
the profile repository?
(Y)es / (N)o / Ask Me (L)ater

Ta77ANOTYTO-REEMICTBITIFY ([Yes]) &, BHUYRI MY
MOTAT7MIVD BFEITETRbE, 7y TO—RIB7/KRWNGEIE N
(INVo]) =ZIRLF T,

4 7O7740W%ET7yTAO—RTERLIICTBICE. TAT7AILD YR N H—
NRICHRA—YEERTE2HEIHYFET . TNTH 1—HFKE/NRNRAT—R%
AELTLEIN,

B H—n\mS4OyO—RULE7O77M IV AERTEINEIDE. TORBE HEER
FTHENEIDDEZRONET:

Profile: /usr/bin/opera

[1 - novell]

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t / (F)inish

RERINTOT771M\ 2BHMICERLIZWEEIE. U ([Use Profile]) %R
LTHS., B 7O770IVERK FIEEERELET,

Ta771IVEBEMIE T BRICHESRLIWGEEIE. V ([View Profile]) #ZIRL
i-g_o

BEOTO774 IV EFERETICEERLZWEEIL. C ([Create New
Profile]) ZFERLTHS, LD ESBY MERVNRENSDTOT7MILERK
FIgEERBELET,
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6 aa-genprof ZBAL. SETICITRDLNI-2TDI—IIVEEAREFTBICIE. F
([Finish]) %=Z#&IRLET,

TO7740VETYyTO—RTEEOIGRIRLAGEIX. BEWEERBEA ASHLT
YIRSy TO—RLET,

23.6.3.5 aa-logprof—Y A7 LA DAF¥v>

aa-logprof (&, FEE—RVYAEE—RT /var/log/audit/audit. log ¥> /var/

log/messages (auditd DEIEL TWLWARWGE) ICHAIN OV BB 225
=D I EEH ALY — )L T, ZTHS AppArmor DEFa)F47OT771ILICTH TS
FLWIEBZEMTHIENTEET,

aa-logprof 21792 FBE—NPAEE—RTERINLOT 7714 % &
#HAH BEOTOT7/IL Y b TIEAN=LTW W FILWEF ) FaIRY
RS BEELRWHEIN R LIcHE, TOT7MILDBIEICDOVWTHRRAR R
LET., FEET—RPAEE—NITOVSLOEEABIFLTENSAZOVICE
59 BEHEAHT HB7D, aa-logprof IFZDIEREFIALTTOVSLDIRSE
WEBHRLET,

HIRRTICHBTOTS LD fork() LEEWBDTOISLEERITLIZYLE BE.
aa-logprof (N ERFLT. F7OZADERERFICHEATIERITE—RE 21—
FICEWEHLEET, RITE—RIZZNETN ix, px, Px, ux, Ux DFRHHERL
F9,F7OERICFLTEBDTOT77M LI EFET 554, BEEDZERER I
px ICRYFTERIDOTOT77MIL DB FEELRWVGE L. BEE[EIL ix ITRYET,
BROTO77M I EETZF7OER ICHLTH aa-autodep ZENEIH,
AppArmor RICGTEARALBENHYET,

aa-logprof & T 92&. TOT77MIVIEEHFINE T, AppArmor EVa—ILH
EMELTVWS BRI EHINATO77MII D BRAAAFINET F, X2
TAARY N LTV TOEZD, ZDBRERTE NULL-AEFOT771 )L TE
ELTWEZEIE, ThoD7OeREBEYRTOT771IVTEET2LIICERE
INEY,

aa-logprof #3179 %ICIE, root TAVAVLTWS RETIHERIAIVRIHS
aa-logprof EABILET, aa-logprof ICH L TIEREBDLIRA TV avEIBE
TIET:

aa-logprof -d /path/to/profile/directory/

TAT7AILHIEEDT LI N)THS /etc/apparmor. d/ ICIFELRWGE
. FO774IVDIIVINREIEETBIENTEET,

AR YRSAUDSDTOT7A I HEEE
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aa-logprof -f /path/to/logfile/

O 774D EEDT (LI N)THD /var/log/audit/audit. log ¥ /var/
log/messages (auditd BEMELTVWRWEER) ICEELRWGEIE. OV 77
AIWDIIVNREIBETHIENTEET,

aa-logprof -m ”string marker in logfile”

aa-logprof ICFH LT RFLOVRICHIBROY—F T %4135EDI38
LE 9, aa-logprof IIIEE LY —VLYERNICHZ Y AT LATICDWTIE,
2TOARVN ZEBTELIICRYET BB I—VICAR—ANEFNS
HE.ELKEESES IKEBI AT THRELRIThIERYEEA &AL
IETFEBDLIICRYET:

aa-logprof -m”17:04:21”

or
logprof -m e2ff7863629616d0b5301209a04430d

aa-logprof OV &FHmAH T E TNEFNEBRINTARYMIFLT. EDLDIC
WIBFRENEBRTEET, TN TOOEBICIE AppArmor IL—ILICH T2 H
FRAE) A RRIN, ZOBBSEZERTDIETIL—ILITBINTHIENTE
BEHITHOTVET,

BLE Tl aa-logprof 1&., /etc/apparmor.d/ A TTO77/ )L &3 L, /var/
log/messages AT OV %#RFBRLET, Z<DIFZA. root T aa-logprof %=FCENT
N, 7O77MIVEERTBICIEH R RBREERVET,

L. O pO—7—3ay (SETEIIAATW OV DEZIAH%ZIEL, 7
LWATADEZIAAEIRDHBE) B ZF/WTWBIFERE . 7—hH147 h
O 774 IV ERRITBDUELNHBIGEITFENVETT, ZDIGEIE zcat -f
“ls -1tr /var/log/messages*” | aa-logprof -f - DEIICLTEIFTLTKE
relAW

23.6.3.6 aa-logprof =176l 1

TSR BIE, aa-logprof A¥ httpd2-prefork DAY AFFHELTWBIFED fI
T. /etc/group Z7AIADT I ER%TIE>T WET 8. [1 IFBEEEZSRL
TWEY,

TEEDHITIL /etc/group ~DT I RD httpd2-prefork DR—LHY—E T
TRAD—EELTHR>TWET, I TO@EY R EEIE 1 T, AppArmor JL—ILE
ELTERICERINTWSEDZE BYALELIITIEELZE T, 1 THS finclude
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5 RIRTZE, DNS BRICHOEINDILTOERDIB. SERETIEDE
R—LY—ERDN\YT—I TERETRRTBEDICRYET . ZDLIIC T3
ET. DNS DEREEZZEELTETAT7MILHRICIL <5 LD EREARRS
CEDNTIBEN . EAETEIR—LY—ERABEDHRTEEVEFEDIC THIENT
X9,

Profile: /usr/shin/httpd2-prefork

Path: /etc/group

New Mode: r

[1 - #include <abstractions/nameservice>]

2 - /etc/group
[(A)Llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

FTNETNTEDOLIICAALET:
Enter D AN

BEEDBIRFEABIRLAEDEARLET , ZDIFEIBELITALIKN) X
Z2EBICH LT 7Y EREHFTLET,

A

BELETALININRRIBEBICHLT. 7V2R%EFALET, AppArmor (&
T7ANT O AFAERELTWET, 7/ REFAICDWT, #LLIE 20.7
B I274VDTIEAFTETIEZRAE—R] (265 R—) EHHmHLEX
W

EBR
BELETALININRZRBEEICHLT. 7IE2R%EEELEY, AppArmor &
RDARVNMIBELET,

38

COANRYMIN L TREDI—IVERELET, CITIRERKRRICES 5T

BEATRDITENTEELY AN LI ERRBEARTINIANY M HTE

ESBVNEILEDTH7I5E. AppArmor (FFEEEAY E—VZRTLT B
ANERLET,

Glob
SYLBWRZAREENBLIIICTELOIBELZ/SNRAERIRT DD 7M4ILR
HD—RTIL—=ILBEERR LE T IRTRINI/SZADAN SRR LEEWEEIE/IR

AR YRSAUDSDTOT7A I HEEE
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DHNICRRIINAEBESEANLIZHEGERLZIER ICOWTED LIRS
DI EIRELET,

JAO7DERICDOVT FELLIE 20.618 [/1X2&50O7 ] (262 R—Y) #H5FH
ALTEEN,

fisRFNEIO7

TRDTALIR) IR LT, 771N B DR FE D 5= RIFETD Dy
O7ABRELET. 1=&21E /etc/apache2/file. ext EWDTFALIRNY/IRR T
HoTIGE. T7ANIVEADEEEDICTAILRA—R (FRYYRY) BMEAIH
T /etc/apache2/*, ext DELIITHRYET, IhICLY,. TOVSALIFIEELE

TALIMNIRIZETEL. DD ext EWIILRF AT OETODIZMILIC 7O+
ATEDIIIIRYET,

dk

aa-logprof ZFlTL. SETIITRDNIZLTOIL—IVEEBEZRYHELH
& R2TOTOT77MIVEERRIOREBICRLET,

It

ot

aa-logprof ZEL. SETICTRADLNALTDIL—IILERERELET,

23.6.3.7 aa-logprof £174l 2

feEzUE vsftpd IR LTTOT77MIVERRZTADE, FRRDLIA BRI RIS
nxd:
Profile: /usr/sbin/vsftpd

Path: /y2k. jpg
New Mode: r

[1 - /y2k. jpg]

(A) Llow / [(D)eny] / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

CDEBITITVKONEEITARZFEAIHYET X 1 DOICIE, openSUSE
L TENMET S vsftpd (& BERETIL /srv/ftp RICHBT771 IV A RNFETBIET i
DIZH L, M TLRILDOTALIMNICHZEEDT VAT BEZRTNST
EQHYFET, Thid vsftpd H' chroot ZEA LTWBHT, I—RD—EH
chroot IRIBENTEMETS7<H T, AppArmor (&7 O—/N)LR xS/ XA TlEAR
{. chroot RIEETD/RRELTI7MIV PORAAEHERTB/-HTT,
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2OODIGEEBITARIERELTUI. ZDTALIZN)RICHBLTD JPEG 771I)L
I LT FTP D oDFZHMARAAT V2 RAEF I LIEWGE., Bk F73o07] &
FAL. /% jpg EWINRRAEZRETEDZRTTZDOLITLTERID . jpg 774
WISH T BT I EREFAIL—ILEEHL, SBEETS . jpg 771ILDOERBICT
LT, BIE>TFEITDIENTEZET,

B&IC. FTP TIREINTWB 77K L TLYLEEBEDO 7Vt RAHF T % B E
FTEIENTEET . REDTICEHNINTWS [Glob] %#RIRTBE, aa-logprof
IERIRIINTWD/NR /y2k. jpg % /* ICBEZIHZ D CENTEET Fn A
ICEHTALI NIV —2KICRH LT 7R FAA2EKELI-WGEIE. [New]
ERIRLTHS /xx, jpg EANTSE (B TTFALINIEELLTD . jpg 771
ICT I RRAEFRAIREEK) M ELIL /xx EABDLT (HTT1LIRNIEED S
TDI7AIVIC TOERAEEFRTREER) <7230,

CZETOMPATEIARAT I ERIIDWTERRLTEXLAEA FESAH 77
TR L TERKRTY X LESIAAT VR RIS LT ER KRR % ERAY
BHATHLYEBL T TBVWIEINRWTLED, F o, FIT FF AT DEREIE
KUY PY B ICRY T FELIE FI23 1 TEBE—RFOHIS: FEYV—RIC
WNIBTIERGE] (314 R—2) ZHBHALLEI,

TEDHITIK, /usr/bin/mail EWIA—=ILISATVMIRLTTOT7AILENE
BLTWT, Just/bin/mail A% /usr/bin/less ZAJ/IN—TFF)r—,30&LT
FEUOH L, RWA=IL XAy E—UARRLTWBHITY:

/usr/bin/nail => /usr/bin/less
(IDnherit / (P)rofile / (U)nconfined / (D)eny

eEvh

/usr/bin/mail OEEDEITI7AIVIE /usr/bin/nail T EIFEIRA
ETIIHYE A,

704754 /usr/bin/less & 1 EEL EICHAES THFRANTI7AIILICRHLT. T
ERIO—I)LIERDASHODICE L YV TIVERYINITFT T, /usr/bin/
mai |l MEALT WBIENLEDLIZESY, OV TILTIRHYETH/NTTILT
LEFEDRA®R%E Forz, tar ¥ rpm OELIBANINR=T ) r—av & FERYT2
CEHTEBYINIIFTTY,

(g

tar XD 7742 RPM 774ILICKT LT less & T3 5E. INHD
T71IVCEFNEARERTTHIENTEET,

AR YRSAUDSDTOT7A I HEEE
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TeEZIEA—I Ay E—UBRRLUIEE, rpn OY Y RE BETIIBIEIE /<A
WA (RPM 271IIES AT LT OIS L% AV AM—=)LLIEYIBIELEYT S
HEBEN BB 7=, Microsoft* Outlook R AL DEZEM LI IL ARV FE
) 1F. [#BE&E] HBIRLTELDDHBRZANTT, INIZELY, ZDTRETT less 7’A
IS5 L% R{T95E, /usr/bin/mail BIFOTAT7MILT BETDEDICHRBE
H. FRRDIIRHELNHYET:

o /usr/bin/less ICTBT7AIVTIEREAD 56, EAXANLEDL TR /
usr/bin/mail @ TAT7AILIEBINTAUREAHYET,

« tar ¥ rpm OEIBANIWNR—=FTF)r—2aV B MTE2RENBLARYET,
NiL /usr/bin/mail EEUEBIET /usr/bin/less ZBIfESHE D78, less H'
AppArmor D {REEL CEMEIEZLVITT 2R L2ICARDIHTT,

ZOMDWRRT T, [DO777/L]1 #TVaveaFERT3 2EETEET, N
aa-logprof ICIFLT 2 DOFEENHYET:

o« OIS LTEZRAFNZIL—ID px 2 FHETEEIICRYEST, Ch
XF 7O BEOTO77/VISGEFIICBR IE 5 /-DDERETT,

+ aa-logprof IEIF7OERICHLTETAT7MIIEER L. BELET, Thid
HOTOERABELEOEALUAETITADLNRZEDT, F7OERIIF/LT
FELIARY N, aa-logprof ASLDEVWEHhEEEEIC, FOERDTO
T77AIVICRBRIEBFIETY,

FIBRTICHZTOT T LD fork() LIWBD T OIS LEETLIZYLE HE.
aa-logprof IFZNARAM LT F/OEADBHFICHERT S RITE—RE1—
FICHWEDLEI T RITE-NEIThEThilRE, 7O7710 EHIR. 5L
RITDEEEEIRTEET,

F. FARRICHLTUER D TO77( D EIETEHE. BBEDZBIRFIL 7
O774ICRYET AR TOT771IL DA EFELARWES 1. BEEE I #E&IC
BRYFT MR (ix) ICDWT 3 LLIE 20.7 (774D T IV ERAFTETIER
E—K] (265 R—) EFHMLEI,

TO770)VOERERIE. F7OERRCH L THBEOTOT770)L FTEIT IEBZ
EEIBLTWET, 2 DHDOERTIE HIL3IESHCF I OER AITOREEE
IKDWC RITHEAERTEIEDTEZEDERYRKRL NEIDHIBEVEDLE
SNET BMYMRKLIBEEMICTSE. BFEVD AppArmor T7OT771IILRICHD
RTATavII Px BEREIN 9. MURKLEZRIRLAN /B EIERT
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ZF7avil px AR EIN. BESHITIZOXIEIZHIANET . TOT770/L%E
BIRLE BEDETE—ROEE[EIL px TT,

BEIPRE—RTORITIIFEHETHY ., TOMDRIRTIEEILTEEFTS 7
A7/ IV EERTERWZEICDMBIRTREZLDTY  BFHIREA TV av%E &
RIBEEESMTOTDNRRINTHEREDSKRDONFTT  AvE—I %R LT
0] #dE  RTHEALEEITEIEDTES BELHICOVWT, Ih oA
YRR EIDERIRLET, ('] HBIRT 2. BFEVOTOT7MILADRELT
FFaviC Ux BEREINZET, [ 2] ZRIRTBERITE—NIL ux BRE
INFET, BFIRBE—RTOEEEEIZ Ux TT,

EE: REIBE—FTOERT

ux DBIRIFFIERIC/BRALEDTHY, 7075 LDEIT ENMEICTHLT—Y]
DEHI N (EF2)T1ERTOD) HMEHIR<ARYET,

23.6.3.8 aa-unconfined—RBEINTWLRWVWFIERAD
s faa]

aa-unconfined A¥ Y RIE, BFEVDIRTLNSRYRNT—2II{ LT FHAWT
WBR—PFERHE L, Y RATAICTEAAFNTWSTOT771IVEED LR Z1T74
WET,ZD%. AppArmor 7O77(IAERAINTWRWN Ry kT —oH—E
ZICDWTHREATRVWET, ZOITY ROEFTICIE root DHERINHET,
AppArmor D7 O771ILTODHIREZIFTTUTIWNFEH Ao

aa-logprof I /proc 774 IV AT LHS TOCRADRITI7AIADY) VI %R
7=, root TEMEIERITNIE RYFEFHA LB, COTATSALITTEDELD
WRRTIRIELKEMELAW BELHYET:

s BHIBRINRT 771D ELKEBINRWEED HD

+ netstat(8) ZETLTHLFHELWFIVvIETAIFETO BICTOEANKRT
L7=%E. ELKAEBIN R WNEENHD

bz

ZO7OYJZLIE TCP & UDP AL TWA 7O ADA&FELET,
DFY. OOV I ALIIBREFFAIRETS/-HDYINIT T TIEAL,
RIRIBAREDNSRYNT—VICT I EATERL2TOTOT S L5RHE L,
TOT77AIVEER T BEHICHAREINTWSEHED T,

AR YRSAUDSDTOT7A I HEEE
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328

23.7 EERIPANEET14LINY

TERICIE AppArmor DIL—LT—) TEAING BEEERTI7IILET (LY
N) ZHIBELTWET . BEVOTAT7MILICDWTEHFEETERE LY NS T
D FREFSYLIEWGEIR HENLHINSDTFILPTALIRIC DU
THFEEB TEVWTLEIL:

/sys/kernel/security/apparmor/profiles

BEFMAFNTWETO77MIIVEERRTEIEDTEL AREI7M1ILT
ER

/etc/apparmor/
AppArmor DRET7IILHEFNBT(LIMNITT,
/etc/apparmor/profiles/extras/

AppArmor ICARINTWAO—HILDOTar77/ L) RIN)TT, 7ELE
MEINTVARWZEITERL TSI,

/etc/apparmor.d/

TO771MIHEBEINEZTALIN)TY, 771 ILEZDIRRIELT, NZAEOD
/[ ABEEBRZ (FELIL—bTaL RN D /1R ZRiEFETS £
ICESTWTC BEBLY I KA >TWET /=& A1 /usr/shin/ntpd ICXGd 2T
O774 )i usr. sbin.ntpd EWDERTICAYET,

/etc/apparmor.d/abstractions/
TITARSUN (HIR) NERESNDTLIMTT,
/etc/apparmor.d/program-chunks/
TOUSLF YU INBEINDTALIN)TY,
/proc/*/attr/current
IDI7ANVERTIEZIET, TOLRICH T IHIRRELRRS S ceb’
TEBEN TOERZEFHIRTZDICEDTAT7ANAERINT WEDH %

BRI BIENTEZET, ps auxZ DEIICETTBIET. ZDEREEH
BIICIREN S B52Et TEFET,

X)) T4H4K



Ny INEBEEFIALZ Web 77
)hr—ayD7Aa774IVER

AppArmor® DT OT77(IVXERDTAT S LAV RAIV 2P TOEAICH TS
X)) TR —%RIBTBLODEDTYT, CNIXERITHERTOV S LI 5t
LTERAINDEDTIN, TOTSLO—EOTHRORLEIFERZTIER FF
AAENBEETRRE. 7O7SAICKLT I/\WhNEE| 8B LT . XA(>7075
LDTICAHFAEGIRRLZ X2 T4V TFANE FRTEILIICKRET ST
EDNTEET . INE N, 2 7707717/ ERVET,

NYNEBEEFATSE, AppArmor DT OT7MILADSTAT S LI TS
Nyp BEBETBHIENTEFTT . NI TOERBAD £tDLYE, FLL<EF2Y
TALRIVERETDIENTEET, COBEESE FIATDICIE. &7 TV r—vay
D INYRNEBICHIG L2 FVILR>TWBRELHYE T, Zhik AppArmor
EV2—MIIHLT X)) T1 BEEYIYERDLDICERTIMEED I & %18
LETNYIEBRICHIG LIz 7Y —2avilid, iz& 21 Apache Web H—
/X% Tomcat RENHYET,

TA77MIVIIEERDOHDY T TOTI7MIVERETDIENTIETH, 2 R
LOAEELRWCEISEETIMELRHYE T, 2FY. 7 7O771)LIC 193
YT TOT77MIVIRERETBIENTEF AT YT 7O770)LIE @EARID T
A774)LELTERRTZEDT, TAT7MILAICHEWNT ™~ 247 K770
T7AIVEEERLES, b, 7 7O77/LIEEOTO77(ILERLCT7AIL
ICREFELARITNIE RYFEHA.

Fr o \vNERBETHBED X)) T3, 2R (WY hTIEARW) 7O771)L
ICHERZENMRYTVEDTHEIEILE TR TINENHYET, HlezsiFoe,
HELEREEN OV S LIIRTEZRERNTZRDIFLIGE. 7O771ILAIC
EFNBN\YMDBEEALISKITBIENTETCLEVET, IhE. Ny hDEF2Y

NYNEBAFBLE Web 7)o —avo 70774 IVIER
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FAIZDTOCADNIE T IMBEICLI > TRE SNBLTHEATHY. Ny H
TEMETZOA—RDSIEBADTIVERAFEN BEINABWED T, ZDRDH
INYRNEBII. EEZEDAV9T)H (Perl, PHP, Java &) #8007 S r—ay
H—NTHERATZONE2EE BT, ZDEHIBRTTVr—2 3 H—\Tld,
H|IOCRADXENIC BETIEATELAVWLI A TOA—REDEEIN S8,
NYREFIETS IIXEENRWEHTTY,

LABETIE. mod_perl & mod_php @& Web Hf—/JAVR—XV ST
Apache T, Ny INEBE#EEEF B LILIZAICDWTEHRBEEITR>TVWET,
mod_apparmor IC =7 TN r—oavEVa—I)LEFNATRIET TS
Vr—2avty—N TEABOT7TO—F TC/N\YINEBERBETEET, FELIE
24.2.218 TLocation 4L 2517 & Directory T4L 251471 (337 R—Y)
EHFTALIEI,

HL: ISR

¥ L<IE change hat DT Za7IILR—IUEBFHHLIEIN,

24.1 Apache D/\y NEHE

AppArmor Tld, Apache RIFDET2—)LELT mod_apparmor (apache2-
mod_apparmor /Xw/ir—) NMRFEINTWET, TDET1—)bId Apache Web
Y=Y NEBICHISIERLHODEDTY, Apache &E&EICAIVARM—=ILL
THEVWTLETIL,

Apache D'/ \y FEBITHIGLTOWNIE, ZE L7 URI ERICF LT, FEED
B THRY<AXFEHD AppArmor X)) F4TOT77 1)L &MERALET,

o URIBEB D/, /=& ZI1E “phpsysinfo/templates/classic/images/
bar left.gif #2&,

« DEFAULT_URI

» HANDLING_UNTRUSTED_INPUT

¥ 82: Apache DEXE

apache2-mod apparmor %AV AM—)UFEATHNIE, FE2DATVREE
7952ET Apache RICEV 21— ILEFHHFALIENTEET:
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a2enmod apparmor

24.1.1 Ny EBICHIBLEEFT TV r—>3Y>
DEE

AppArmor DKEBD DY —ILEREKIC, /NYREBIIHLTEH YaST A VR S5
A=V D 2 FBEOHETERATRIZENTELXT . /\YINEBIZ /ISLE
TV —2avEIARVRSAVHLERTHE IEBICEKRIC /ST HIENT
FFITA LIV LERICRYVET  WThOAETE 7TV r—avn/nyb
FEBTEZIEN TO771VEEANDORE TAIZENTEET,

TEISRT FIEIZ, YaST #FIALT Apache D7 O771)LIC/ v N BN
2FETCOTEVAN =23V T, AppArmor 7’0771/ 217 —R] Tld.
AppArmor D7 O771IVERI—T 1) T 14HMERID URI ERICFH LT, FHLW
NYREERTEDNEIDEEZRET FHILWANYNEERTELDIC BIRTZE.E
nZENO URHICHLTERIOTO771IVAEERTHIED TEET, INILY,
BRZEICEYBELWIL—ILEERTHIENTEET,

MIBINT URI BMFICEKRDBRWEDTH Y FICEF ) T4V RID EX
SNBED TN >YLEZEIE. BED/N\YS DFYBEED Fal) 747

A774)L) THRD URI 2B ZEI278, [BEED/Nv,DEF] 512
RLTHELZENTEEY,

SEDFITIE. phpsysinfo &LV URI EZFNICEES 77 BRI LT T LLV VY
MafERLTWES, TO77MIIVERI—T 1) T4 ZERT2IET HLLV/AAYE
ICBINITRZIEDAREBCTREITSIEE TEFI BRELTERINS /YL
I&. Apache Web #—/XT phpsysinfo &UL\D URI BMLEBINBE. /FROHY—
N TITRHOLNZL2TONEBIIF L GEAINS, EFX1)T1OBELWIAYTF I
BrYFEY,

URI {Z phpsysinfo (F£L<I& http://phpsysinfo. sourceforge. net ZHFwMH<
W) EWSIT TN r—23 0 %RITLET, phpsysinfo /v —JEFiH4A R
h—JL®D openSUSE & AppArmor IZX LTIV AM—=ILEINEDEL., /srv/
www/htdocs/phpsysinfo F4LIM)ICEEEINTWS TDERELET,

1 phpsysinfo 24> Xb—JL F 1L Apache 7OT771ILARIC/ Ny NEEBINT 5

#FIZT T TY . AppArmor D GUI H5 [AppArmor Z 0771 /L 2+ H#—
A1 ZFEIRLTLEIV,

NYNEBAFBLE Web 7)o —avo 70774 IVIER
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http://phpsysinfo.sourceforge.net

2 [TOZr1/)L&tEkTd B 771 r—=32] Tld, httpd2-prefork & AHDLZE
ERS

3 [(Tazr1/DE] #LET,

CMmAHF—RTRT I —arBOHi LY AppArmor EF 20T
FOI7A AR LY, FILWF AU r—avhiEdBues BT s
IR EOTOIr I ERICcLTHRELEY T2 TEET,

FOFPA I EVERE LT F Uy — o OEREADTEN,
B RS EHELTPIUS — g EmBR LTS,

FOZFAIEERTET I —232 (A)

£ B)

vt

4 BEEKRIAVRIT rcapache? restart & AH L, Apache #BEEILET,
F COBRTTAT7MIIVEERLTWSETOTOI S LEBREILET,

5 Web 759H D14V RIT http://localhost/phpsysinfo/ EAALET . T
ZOFDTAVRIIERYRNT = DFERARED T LERD RRINFET,

Ff: T—IDF vy

DT ZARD Y —NBITEREVWRCUEIN, FvviaihicT—9 %7
BELTLEILORCEARLLTID. BFEVDTSOY TIIR—VDOEH
EITROT LIV INETRIICIK. TSS90 [FE] Ry 8L
ij_o

6 (S XFLO005XF+>L TAppArmor AN FEEH] HIBLET,
AppArmor (& aa-logprof V—JL &L, LEEDFIETEE LBEREHH
HLET. NICEY,. TARTZMIAD BREICDOVWTEBIRRINET,

7 aa-logprof Tid. £9 phpsysinfo @ URI ICT7VEAINhAZEAKREL, [&E
KINZNIADEN] D [BEED/N,DEH] DEELNEREIRTDLIIC
RLET.CITIE [ZEXIANYADEN] ZBIRLT TN,
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8 MWT [F&] =#LEY,

LET [EXIAENV,DEN] 5RIRTZE,. TOT7714)L RIZFHLLW/AY R
EER L, <EBRDRIZIL. COT7T)r—aviixddd BED/ v hTIdA
FTUKHERR L=/ M LT RIRG BEDICRYET,

ROBEE Tl AppArmor IRV TR RFLIAT OIS LERRLE
¥, ZZ Tl phpsysinfo D/ v ([##&] = BIRL-HBE) T HIRT2H. 6
LMERIDTOT77MIVTHIRYT S ([T o777/ ] ZBIRLICIHE) D EE
REBIENTEZEN, EX2FT4TO771)% —tERE T ICEFIRDE
Easrd (LEAIR]) BIR%E 1TROZEDNTEEY, [TO777/0] OFEREE
A BRLEGER. ZOTOT LT TETOT77MIIVDEFELRWNGE, T
RIERT B &IV ET,

i XV T EOEBEIR

E#R] =2IRT 5E. TNIEBARMAEF2) 714 R—ILEENRT S
ZEIBI>TLEVET SERLTBENIEIL,

8a /bin/bash M/NZUTKH L TIE [##&] ZZIRLES, ZhICELY /bin/
bash (Apache MST77EAINBEM) I phpsysinfo M/\whFO77
AILHBERIN MBRFFRAIDTADNDS LOIRYET,

8b W T [F&] 2 LEY,
9 HEDBERIEHFLWANYNEERTZEDRIVELEE, TA771IL%/\wMC
EBMT3EBEDOREWVWEDLE T, 7O771ILICRTRIEBEDBMICDWLWTIE,

22118 IOAY—REERLITOT774)L DB (281 R—Y) TH#MZR
BALTWET,

2TOTAT77AIVERBOERICEIELES, [ZT7] =20 EREERE
L UM =R TIBIENTEET,

Ti2lE phpsysinfo D /Ny MERFITS,

A 24.1 phpsysinfo D\ B
/usr/shin/httpd2-prefork {
:bhpsysinfo {

#finclude <abstractions/bash>
#finclude <abstractions/nameservice>
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/bin/basename
/bin/bash

/bin/df

/bin/grep

/bin/mount

/bin/sed
/dev/bus/usb/
/dev/bus/usb/*x
/dev/null

/dev/tty
/dev/urandom
/etc/SuSE-release
/etc/Ld. so. cache
/etc/lsb-release
/etc/Lsh-release.d/
/Llib/1ld-2.6.1.so0
/proc/*x

/sbin/Lspci
/srv/www/htdocs/phpsysinfo/%x
/sys/bus/pci/*x
/sys/bus/scsi/devices/
/sys/devices/*x
/usr/bin/cut
/usr/bin/getopt
/usr/bin/head
/usr/bin/lsb release
/usr/bin/lsscsi
/usr/bin/tr
/usr/bin/who
/usr/Llib/Libkso*
/usr/Llib/locale/xx
/usr/sbin/lsusb
/usr/share/locale/*x
/usr/share/pci. ids
/usr/share/usb. ids
/var/log/apache2/access log
/var/run/utmp

ixr,
ixr,
ixr,
ixr,

ixr,

X N\YhEBRTOTPMILDOBGR

7A774)JL “phpsysinfo (. B OT71JL THS httpd2-prefork O
AEANETHT HRGFEICOAEMERVET,

24.1.2 /Ny bDBEIMENY M DIER B

(ZaZr1/DfF%] =FERLLSES (FIRICOWTE 22.318 17O774)LD
R (290 R—V) & BRLTEIW) ® [FHAETTOT771/LEEM] (F
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IBICDWTI 22218 TFEETH7O774/LBH0] (289 R—) #5BBLTL
723V 2FERLABEIE FEEARD AppArmor 7OT71ILIC FL T/ b (H
T7O774)) BEBINTRIENTEEY, FeD&O% [AppArmor 70774
NET7O07 HhH Ny BEDOY T TO771ILEBIMLTLEIW,

AppArmor Q77 LS4 F7OY

AppArmor F0 77 Jb: fust/sbin/httpd2-prefork

B3 ¢ |roezma | ]
Jetc/apache2/default-server.conf v
fi apache2/erors.conf r

/ d.conf r

n.con r
mod_autoindex-defaults.conf r
info.conf

i /access._log
pache2/error_log

/hitpd2 pi
NET_BIND_SERVICE
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[EID|

T hYDEM - TUMIDESE ) ThUDEI D)

T (H) K3 (B) wik®)

1 AppArmor ZOZ71/L 8170277 DIAV RIS, [FEEDEN] %L
ebhe [Nor] BBIRLET  T2E, (NVAAEDALT] FATATH KRR
nxy:

O FO7F LSBT S EE
AALTLEEWY fusr/sbing httpd2-prefork.

BINF B v kB (H)

S - DIERE (C) gtk (R)

2 AppArmor D7 OT771IVIGEINT 2/ \vhEEADLET, BRIIE/N\YNAT
Ay heZITEBEED URI Z18ELE Y,

3 INvrDEZE] % LET . §2E [AppArmor ZOZ71/L8 770277 D
HICRYE Y,

4 FLWAYREBIMLEDS, [T 7] 2#EIE8 T TY,

NYNEBAFBLE Web 7)o —avo 70774 IVIER
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FEC: XSABEER

AppArmor Z7O774 )L DHFUZDWNT, 5 LLIE 124.1 Tphpsysinfo D7\
M) (333 R—Y) ZHEFTHEHLIEIL,

24.2 mod_apparmor [i3® Apache
Apache ITFAMNERDERET7MIVIIRLTCTALIT1TABLE T HET X
EETRWEY, FERBRET7MIVIEEE. httpd. conf T, ZDRET7MIL
#ld Apache 2OV /(LT B BATEIEE T D&MD TEET, X7 Apache
DENMEEZEBRTDODTALITATIE INODERE 771ILADWNT I

REBELET, FERBBRET7NIVICH L TERZITA o7 HEIE. APache Zilg
I IIBREFTHIETRENRHINDGLICLRYTT,

24.2.1 RBERPDT4LIT1T

RIBRRNDTALIT 1T TlE N ZABEREZNITHESEBED 771 ILAIC DWW
T.INEZIFANSINMER T 20 EHELET, RERANDTALYT747 ICE
9% Apache DRFaAVF— a3V, http://httpd. apache. org/docs/2.2/
mod/core. htmlffvirtualhost ZHEEMALIEIW,

NYNEEHERERDEFEF—7—NRIE AADefaultHatName T, 241l AAHatName |
U= AH T, =& % 1E AADefaultHatName My Funky Default Hat &>
A CTHEEDN\YINEEIRELET,

LEROBREA T IV —NTALITATRIZENINBREEDT D 7
2avONATEFERTEIENTEET, ZNIUICKY BEEDH—/NIC [T 5/ Y
NEEAITRITENTEE T, IRIEKRA NI Apache DHERT Bl&D TH—/\)
ELTHRDODNZD BEED Y — /NI TS BEED/N\Y MR DIFEH RETHNIE
BAREAAMINTBEED/ N\ LA BETBIEETEET,

DT AN EET DL, mod apparmor [ TFEEDFIET BEHETRE/ N\ MYl
LET,

1.Location ¥ Directory 7 4L 2747 T AAHatName F—7—RA¥EEINT
Whid, ZD/ i

2.URI RZA2KRIIFLTHEZINTWS /YL
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3.AADefaultHatName ¥—7—RTHREINTWS BEEDH—/SD/ v,
4.DEFAULT _URI (fAJE3BEINTWRWEE (X ] &72% Apache D/ v i)

24.2.2 Location 719717 & Directory
T1LOT147

BRET7MIVAD Location & Directory DETALIT17TlE. /v &% 5
ETBDIEDNTE . FIDOSNIGTBEXFA) T HD/N\YIEEIRTEZE A TE
F9 ., Apache DiH 4. Location ¥ Directory DT 1LY 7471 B89 %R
http://httpd. apache. org/docs/2.2/sections. html [CEHNNTWNET,

TEDLH% Location TA4L I T1T%IEET HE. mod apparmor (XL TIEE
DNYREFRTELIICIER §52EATEEY:
<Location /foo/> AAHatName MY HAT NAME </Location)

LEEDHITIX, /foo/ TIHREDLTD URI (/foo/, /foo/bar, /foo/cgi/path/
blah blah/blah &) (XL T, MY HAT NAME &L\ REBERT3LIICIER
THIEICRYET,

Directory 74L 2747 T%H Location TAL V717 EBBRICEMELE T, =72L
TEDOHIDESBY, Directory T4LIT 4T TIET7AIVY AT L RD/INR %S
THORNERYZET:

<Directory ”/srv/www/www. immunix.com/docs”>
t BEDRAS Yy VAN ENT EIEE
AAHatName immunix.com

<{/Directory>

Fl: TEDOHITIX, phpsysinfo EWS AT S L%EFICLT Location
TALIT4TEFERLTWEY, phpsysinfo DY—Z3—NKI&, http://
phpsysinfo. sourceforge.net MS¥ I VO—RTEXZXT,

1 VY—RO—KR%&4rO—KL7%5, /srv/www/htdocs/phpsysinfo 4L 2K
RIC AV ZAR=ILLTLIEELY,

2 /etc/apache2/conf.d/phpsysinfo.conf 774 % fERK L. Fai2DFF A%
AALFET:

<Location ”/phpsysinfo”>
AAHatName phpsysinfo
<{/Location>

NYNEBAFBLE Web 7)o —avo 70774 IVIER

337


http://httpd.apache.org/docs/2.2/sections.html
http://phpsysinfo.sourceforge.net
http://phpsysinfo.sourceforge.net

HERFTERDODLIL/NYIEFZRETNIL, phpsysinfo ICXLT EETBEDIC
AEX

/usr/sbin/httpd2-prefork {
“phpsysinfo {

#include <abstractions/bash>
#finclude <abstractions/nameservice>

/bin/basename ixr,
/bin/bash ixr,
/bin/df ixr,
/bin/grep ixr,
/bin/mount Ux,
/bin/sed ixr,
/dev/bus/ush/ r,
/dev/bus/ush/*x r,
/dev/null w,
/dev/tty rw,
/dev/urandom r,
/etc/SuSE-release r,
/etc/Lld. so. cache r,
/etc/lsb-release r,
/etc/lsb-release.d/ r,
/lib/1d-2.6.1.so0 ixr,
/proc/x% r,
/sbin/lspci ixr,
/srv/www/htdocs/phpsysinfo/#% r,
/sys/bus/pci/*x r,
/sys/bus/scsi/devices/ r,
/sys/devices/*x r,
/usr/bin/cut ixr,
/usr/bin/getopt ixr,
/usr/bin/head ixr,
/usr/bin/lsb release ixr,
/usr/bin/lsscsi ixr,
/usr/bin/tr ixr,
/usr/bin/who ixr,
/usr/Llib/libxsox mr,
/usr/lib/locale/** r,
/usr/sbin/lsusb ixr,
/usr/share/locale/** r,
/usr/share/pci. ids r,
/usr/share/usb. ids r,
/var/log/apache2/access_log W,
/var/run/utmp kr,
}
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root TIRARTA >V RU%BHE, rcapparmor restart & A7ILT AppArmor 7
A771 I\ DBFHEHAHE TEVET,

B LK< root THARDIAV RIS, rcapache? restart & AHL. Apache %
BiEEgLEY,

Web 75UH%BIWT http://7/R R b 4% /phpsysinfo/ EAFL. phpsysinfo
NEETE2VATLBRERTIIEET,

ERTEITS—ICDWTIE /var/log/audit/audit. log 774 ILICEDLNDIEH.
dmesg CIEEINIEHRE BRI HIENTEET,
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pam_apparmor ic&d1—H(C
X195 HIR

AppArmor D7 O771IVIEETINE 7OV S AR L TERINSEDT

T, 5L HEDTOI S LDIE—EA T MO EIFEMRDT I EREFA
EREETDHBEIE TOTSLICHLTN\YNEREZBEATHIE T/ (T
J7a774I c‘:ﬂ?bih%i% EHYET) EVDIBRENEEFEITHIEHNTEE

¥, pam_apparmor EWD PAM £V 21— TR JIN—TEZPe1—HEZHE~R—
LY T TO7740 % BRTEIDEIDERETHIENTEET, AH,
pam_apparmor ZFIF T 3ICIE, HEHLH PAM DtzyavEYa—ILELT
BERLTBMEI’HYET,

pam_apparmor /Ny —IFBETIEA Y A—ILINFE R A, YaST 7zl
zypper ZFIBALTAV AR —=ILLTLE I, pam_apparmor DEREFHIEICD
WTlE, I\ —JICE I TUWN 3 /usr/share/doc/packages/pam _apparmor/
README A H AL IEIWN, oo PAM ICDWTEELLIE 5E2E PAM &F/F L=
aEF (1 7 R— /) %Bﬁ)h&(ﬁ'\:é\/\o

pam_apparmor TIEZREIR—AD 7/ 2l (RBAC) 258 ETDIEMNT

XF 9, RBAC DEREAEICDOWVT, #L(ti http://wiki.apparmor.net/
index. php/AppArmorRBAC ZHEMHL X

pam_apparmor (&1 —H |5 $ IR
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TA77ANEERLTT ) r—avilfBZ a4 5075, AppArmor® @ 7
O77IVEE (ChiiZOT 7710 DRHDIEN. TOT77/ILOEHP 7O
T7AWEDNYITITNEEFNET) Z1TRDITET. HHELD openSUSE® 1Y
SYMRMN DBUIREIND IIICRVET Flo. BFA—ILIELDIRVE
BRIAREL, EHRLR—N ER&{TAR>7=HE. YaST #RHT aa-logprof
Y—ILERELTORTLAOY BEANSTOAT7AILDEHRETHRWVN XVTF VR
LTOBBITHERAITDOIET, TNONKRERBBERDRNITTREFITDOIEET
REE IR

26.1 EF¥1)F1HETIRY MO

XA TAEFTAIRYMNEZTRo B A TR ERDFMARAEL. WE
REFHELBEDTHZDN, TNEET TV r—oavdBEEBYIC 8fELEL
ERTHEIONEHIBTDUENHYET, COHIRTETRIICIE. 7TV r—a
VEBEDOMENBEERYET ELEIETHENBRED 7TV r—av DEME
ICHETZEDTHo/IFEIK. AT/ RS DS aa-logprof ZETIBHN HL
<I& AppArmor @ [ZOZ71/LDEFD1H7—F] #FALT, 7O771IAE
FLTLIEEW,

LLHIEBEEN T T —2av OBEBIEICHET2EDTRVEHIN Sha
BEIF.EDTIRREVRATLANDREBRAZLLOIELIZED (2L BAE
FRIEINTWEY) THEEEAZET . TDEH.COBMEZFHAD RIEICEITS
XA TAERBICEETIDLENHYZET,

TO77AIVEER LT ) r—av sl
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26.2 X)) 7170771V DEE

AEOBETCIZ.BEINTWAIRTOTI)r—aviiwds7a774)b 1
DWC INOABEB TR EARTINRETY A, FO77/ILRED £Fal)
TAR)O—IE, BEVDREBETHERTRBLEDTHZH, /Ny 7y TDIHEE
PEDETVINIITZDEEPZNIHE I EF ) T4R) VO — DIBEEETETY
BZENHYET,

26.2.1 EXaVF17Oa27MVDNRYITYS

TA77AINDINYIT YT EITRIZET. TARIN ISy a8 TH 70
TV EPYETHENERYET F. TA77MIVEERB LB ES. /\Y
7 TINETOAT7AIIDSTOTAT7AIVICRT IEDNTEET,

TOT77AINDINY I Ty T BRI T a7 7V DIT7AILEIEELIE T4LO R
ICOE—93ZETITRWET,

1 FFRTOTI7MINVEE—DEBEI7MIVICEEDFT, INEITARIICIE, root
TIHARIVAVROAERE, FicnaAv K= AHLET:

tar zclpf profiles.tgz /etc/apparmor.d

BHEVDOEFXIFTARI—DIT7AIVETERRBICNNYITYTTE5DIC Ho&
EF8 L AEIL, /etc/apparmor.d TAL UK ZHIBELTIRTDI7MIL A
EREICFEDHDIETT,

2 scp ¥ Konqueror £7z1& Nautilus DEHIBT71IL IRx—Tv%FHEL, A b
L= ATy 7=, 5 LE DAV E 21— R EITF7IIVERET
NIXEEIFRE T T,

26.2.2 ¥a) 7470771V DEE

EFa)F47A77MIVDEBEPERIX. BEVDIRTFLTT S UYr—3v i
X2 EF1YT1E2EELEWGEICITARVWEY, AppArmor T7/O771)L%
BETDHEICDOVTIE, 22.3 [T7O771LDIRE] (290 R—V) HFHEHML
7230,
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26.2.3 BHEVOBRRICH TSIV IMIIFTDOH
A

FI)r—23vDFiNN—23vmAV ANV LIS ER. BFEVDYRATALICE
EAxAVAN=ILLIG AR BRBISCTTAI77MIIVEETRTINEN HYFE

T COEFIEEICIEVWK DD DBIRFEHAEFEIEL,. TNSIEBFEVD BRIBILEITS
YINIITERERY D —ICE>TREVE T F/ BEN Py T I L—RIET b
BREBICERELTHSEABORIEICEETS2EE TEXET, FEE T ZhEho
PUYUAICDWTERALTWE T,

TAMNREBIBEYPTY T L—REBELWGE. 7O771ILOEHIE T
DWTNDODAHETERT DN FZIECTY:

» YaST 55 [AppArmor ZOZ74/L 201 —F] %:&RL. TOT771IVIER%
TROYFFRCDFETIR BMINLT ) r—av e BEEABRLEZT T
T—2aviIlHLTCHLWTOT77 IV EERTEIE A TEETFHLULFIRIC
DWW 22118 (M —REFERLEZTO770)L DB (281 R—=2) &H
FrA<TIEIY,

« root TliARVA >V RU%FE, aa-genprof & AL T aa-genprof #3179
5HF FLWFIBICDWTIE, 23.6.3.418 laa-genprof—7O771IL D&%
B (312 R—=) BB ZTAHIEIN,

BEYPTYTIL—ReABRBICEEAVAMNILLIZWEE. 7O77/4ILD &
HITTEBOWT DDA ETERTIONFZECY:

s TO770ILIGEMTREFLWMEBERNFELBRVDEID YR T L% $]
FICHEZAL. METHNIS aa-logprof EEITLTEHTEHF FLWLFIEIC
DWTIE, 23.6.3.518 laa-logprof—AF LAY DAF+> ] (321 R—=V) %

EFmALIEIN,

s YaST @ [T a7 1/t DEF D17 —F] #E1TL. FILLWEMHEAZ2EIES
FE (TRTOTIVEANHFATINEHREINDGLHEAT HB7HD.URIDH
WHETY) FLWFIEICDWTIE, 22.518 THJVIEE SO TAOI7MILE
Tl (296 R—) HHFHMLIEI,

TO77AIVEER LT ) r—av sl
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CDETIE AT TV AEEDEREICDOWTERALTWE Y A
AppArmor® DEFAEDIEN. AppArmor N RHITEZEEIT VRSV Y—
IWOFERAFERIC DWTRZaTIR—VEFROHERRENENI N TVET, T,
NSTIL Sa—F 40T DETIE. AppArmor AEFT HICH>TECRET S
BREE, ThODERERICDOVWTEHRBLTUWEY, TR UAICE, AppArmor (5}
T2 NESCHEEEIR VT ANMREDFRBEHYET,

27.1 AppArmor DZAVSAVEH

AppArmor /Ny r—IIC I 2RI ZTDMD openSUSE MITEF/N\vsr—
ERIUCAETREBEINET . ZDOH MD/NRvr— EABKICERBLERLTKE
LY,

27.2 R=aFIWR—IDEHA

AT D—EELTIYZaTIR=IDNABRINTVWETIRARTAV RIS nan
apparmor EAF9FBE, apparmor DY =TI R—T%k RINTDIENTEFE
T, Y¥ZaTIR=JITE 1 DS 8FXTODEIVaVAFAELT WL ETRERT
ERDLIRDFRITRO>TWET:

F27.1 V=aTIUN—r 030

tyayv 28

1 aA—¥m|iFOaATUR

HFR—h
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272 M 28

2 27 L3—)

3 475"

4 TINAZARZA N DIER

5 BREIFMIVDER

6 —138

7 BELALRaVE TN RER
8 EBERITOTUR

IDEIYavEBR. TNTNOIZaTIR—IVERBITEEHICHEALET,
Fe&ZE exit(2) EWDTZaTIR—=IIE, exit EVIBZFIDY AT LI— %
FREALTVET AN, exit(3) EWHITZaTIR—UTIE, exit EVIZFID CE
EDTMT )R %E SREALTVWET,

AppArmor ICEIFBYZaTIILR—=IJITTFERDESYTTY:

+ unconfined(8)

« autodep(1)

+ complain(1)

 enforce(1)

+ genprof(1)

+ logprof(1)

« change hat(2)

« logprof.conf(5)

« apparmor. conf(5)

« apparmor.d(5)
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o apparmor.vim(5b)
« apparmor (7)

« apparmor_parser(8)

27.3 XS 21548

AppArmor &EICDWT, KYFELWMEHRIL http://wiki.apparmor. net =H5F
LIV, F . CDOXEEED AppArmor ERDXER B AR W5
BlE. 1V AN=ILEH AT IAT /usr/share/doc/manual F4LZ ) AERIWT
{FEXW,

AppArmor ICDWTC BREBEI—H DB THETESLOMEERINTLS X—1)
V) ZNDHYFET, EELLIE https://Lists. ubuntu. com/mai lman/listinfo/
apparmor ZHFHAHLTIEIV, BB WTNDA=Y 2V T)ANEHEEEICLDEDT
HDIEILTEELLEI N,

27.4 NST NV a—T1>F

ZDETIL, AppArmor T EETIHBP IS —AvE—IICDWTERRA LT
W&,

27.4.1 FWRTF ) r—av e~ Db

TNV —=oavDEEN TR REDITR>TLEALIFGEN. 7T r—ay %
FRALTWTRILOADBIENFKELLIFE. F9 1 AppArmor X7 ) r—23
Vi FIRLTETCWRVWAEIDNETRAREH. O 771 IIVHDIES AvE—I%
AL TLIEIW, 7TV r—2avilstd s AppArmor TORIRAELTE5Z
EICEDTHREAYE—IUD EHINTWEIBAIE. 70771V EEHF L TELL
FIRINDEIICTEIHEN HYFET,INEITRIITIE, YaST HS [FaZ7r 1
INDEF LY —F] ERALTITRVWET £ L<IZ 22.518 TOJ/EEHNSD TS
A774ILEF] (296 R—) % BFHRMH<LLEI,

AppArmor DIREELTT TN T—aveh—EREFEIELWGAIL, /
etc/apparmor.d ALYV NIRICHZ TSV r—avd TOT77(IVEHIR TS
M BIDIGFRICBEIIE T EXW,

HR—b
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27.4.2 7O77MIVHEIELIRK 2> TLES
Ba

L/LFJIJ(D/\—/E/U) AppArmor ZBFVDIFAET. BFEVDV AT LEERHL
e Ba (FEL7O7710VIEREDEE) £ LEICEBACEELTWE 7Y
r— /El/b‘IEL(EM’Fb@(&DTbiDTJ) HEICL>TE £<EFEL< A
TLE-RYTRIGZEDIHYUET,

ZD/IN—Tav D AppArmor TlE. TOT774 DRI L TH LWEEEN B A
INTWBEH, HWAA—T3> D AppArmor 7O774I)LTlE, AppArmor D
Y—)& FIRTRICHI>T BENRETIHEDHYET HREADHEEE
TED EBYTY:

s I700vY (k)

o RYNT—=UT U ZEIE

« SYS_PTRACE #ge (7 —/SEU T 1)
o FALORNYIRZADTIEZR

WED/NN—=23> D AppArmor Ti&, 7740)L0Ov) (fefe) ZERWIRS &N TE
% OIS TWT, (k) EVWOFFTE—RPEEINTWET, 770/)bOvI %k
BEIBT7 I r—avh . mWA—UavEiio a7 7 )L THIREIh TWS
A 77OV DFANEREINTWARWNHICE /- EifFZLTLE-
UKL TLES ALY TEIBEDHYET, CDLIIFEIL, /var/log/audit/
audit. log Z7MILARICTEROLHIRBERN HAOINTWBIET TY:
type=APPARMOR DENIED msg=audit(1188913493.299:9304): operation="file lock”

requested mask="::k” denied mask="::k” fsuid=1000 name="/home/tux/.qt/.qtrc. lock”
pid=25736 profile="/usr/bin/opera”

LEROLOIRBEBRERSE LS, HEIE YaST OFAT7MIVEFH VA —R¥P aa-
logprof OV RAFIAL. 7O77/ILEBEH LTI,

F FLWRYND—O 7O ABESCEF RYMT—ODT7IY) EFEFHE N—
UL TWBT=8 (GEHlIX 20.518 TRy RT—0F7 0= ZAHE] (261 R—V) =6
FALIEIW) [ TI)r—oa v hREELTLE /Y. <8 LA o7U e
BIGELHYET . RYNI—VEEDT7 T ) r—avh ELKEIELARWGEIL.
/var/log/audit/audit. log 77 ILRICTEDLOIBRIBEBENHAINTWDIE
AL TLEELN:
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type=APPARMOR DENIED msg=audit(1188894313.206:9123): operation="socket create”
family="inet” sock type="raw” protocol=1 pid=23810 profile="/bin/ping”

EEREoOZEEIZ /bin/ping EWDATYRTOHITT D, XYNT—O D%

B<IZHT=>T AppArmor DEFRIABOLNAMN /=& RLT WET FFAIET
TVr—2av B RxyNT—DICT AT BICHT->T, BBRMIREINTWR

ThiEYFEEA, YaST OFAT77ILEH 1 —K* aa-logprof Av >V R%
FAL. 7A77/% BEFHLTLEIL,

Fi-. HBTOEAD /proc/pid/fd/x RICHBIT7AICTIEALLDETRE,
WEDA—FIVIL SYS PTRACE DHEEAERLE T HLWIOT77(ILTIE 77
AIVEMBEDOMm AICH L TER AR EITIHELIHYETH. HVWTOT771)L T
& FERDOLOIRT7MIVEBLEIIIMERINTWSILT TY:

/proc/*/fd/xx rw,

FROSIOHREBEBBIZ. FHFLWNTOTI7MIIIERTBICH->TFEREDLIIC EX
BZO5NBRETY:

capability SYS PTRACE,
/proc/x/fd/xx rw,

TO774IIVEFLWSCEICEH 5121, YaST O7/O77(IVEHFIAHF—R %
FIATEM. BT aa-logprof ATV REBFELIEILY,

Fro. ZDN—=TavD AppArmor TiE, F7AT771IVIL—IVDSLENEEINT
WT. TALINIADT O ERET7AIINADT I ABATRMICE BT EEIIC
BT WET,ZFDEOHO LUFIDON—Vay TRIEALTWIL—ILDS5, 774)L
ETALIN) OB AICEYETELORIL—IDHo/BE IRED/NN—VaV Tk
T7AIVIRRUTUDEE LBRWEDITARYE T, ZhITLY AppArmor (A ERT 1
LK) ICRHLTT IR AT T5LII08570. 7V r—avyh Re el
eV, RO XAyt —VERTIERICR>TLES YT RIGENHYET,
TERDHITIE NRAGEICODWTREEELREEREHRBALET,

HUWIETIE, FEEDELIRIL—ILEIBETSHIET, /proc/net LLNICH B 774
WETALIN)DmE AL TIERTEIENTEDLIIC > TWELE, ZDIL—
WTETALINIRIZHZT7MINEGRHFADZEE FFRIINFIH. ZDT 1L
IN)RICHBIT7AINPTALINIADT IR HFAINEFRAF2EZIE/
proc/net/dir/foo DELIRR 771 T ALY NET AE)RY (*) DIEEN HD
=0, %Y T BLEDIC RBIETTTA, foolddir LLTFIC HB 771 FIET 4L
IN)THB=H. 7IEREHFATINEE A,

/proc/net/* r,

HR—h
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FLWGEEFIBLTRLULI REMEEIE WAL, 2 DDIL—ILIZDEIL
TITEITINELIDHYET, 1 DHIC /proc/net RICHD T7MILICRHLTT o7&
AFFAIEREL. 2 DOIC /proc/net RICHBTALIRICTHLTT V2 REFA
ERELET . TALINIADTIER IZRBO—BILOAFEATHIENTES
HED T, ZDHRICHEBZEBDI7AIY TALYMICRTBHFAICIKFERTEEE
Ao

/proc/net/* r,
/proc/net/x/ r,

FIETRDIL—IE BHWSCEEFHLWSCEDE A TUALIREEFZTHEDT
9, ZhiE /proc/net LTRICHB 774V ETALIRN)DEAIC 7O ERAEFFAL
E

/proc/net/xx r,

HLWSGET, LEBORBAFBLTIZZ7AIWNETALINI DT IR EXFILTZ
WIS FEDEIR 2 DDIN—IL%EFJRELEFT, 1 DHDIL—ILT /proc/
net LRICHBTALIZMNICHLTHBIEGHNAT IR #HFa%REL. 2 26HD
W—ILTI7MIVICDIBIGHIRT VA %=HF T LTWET,

/proc/net/xx/ r,
/proc/net/*x["/] r,

Fro . FEROIL—ILIFEHWGEEHF LW SGEOM A TR AL BREEETZED
T. /proc/net LLTFICH DT foo THRED 771 T4LIR)ICH L. 7V ER%E
SFEILES:

/proc/net/fooxx r,

HLWSGETI7MIVTIERETALIMN) T OERAEXBI LW E L, % &
ST IRI—VEFRALT2 DOIL—ILABRELTLEIWN, 1 2HDIL—IL

I EWSGETI77MIVETALON)IDEAIC EETHIL—ILTEA FHLLWILE
TIRBEDRASYVADNEHNNTWARWEZD, T71ILICDOHFHZETBIL—ILICH
UEF, 2 2ODIL—ILIFHWIGETIE 7Z74ILETALIN)DEBSICHZEL
BWIL—=ILTIDFHLWSGETIE TALIMICOHF LU TDIL—ILICRYET:

/proc/net/*xfoo r,
/proc/net/*xfoo/ r,

TEDI—ILIE, ?207OTDFEVNANEDLIICER SN-DHERTEDT
T HWSGETIE 1 DODIL—ILIET7AILETALIN) OB AICEYETBIL—
WICRYET (4 XFET . REDOXENRASYYATHS BELHYIET) HLW
CETI, 1 20D —ILIET7AINICDHEZHET B IL—ILICRYET (BREDR
Sy apEWED) FTo 2 DHDIL—IUIE FHWISLETIRWTNICEERY LA

352 tEF¥alYF4H4K



WIL=ILTETDR FILWSGETIET ALY M) ICOAZETDIL—IIRYET &
#BDIL—)LIE /proc/net/foo? RICH B bar TJ7AILICDHFHEEYETRIL—ILTT
M. HAWSLETIE 77 ETALIN)DEAICEETBIL—ILICRYET:

/proc/net/foo? r,
/proc/net/foo?/ r,
/proc/net/foo?/bar r,

GEDARERICEAETIREARB L THRRTZICIE. EHEEZICLIESL
BREAENMNITTO77MIVEEREL K7 FVr—2avict LT TFEOFIESR 174
WEd:

1 AppArmor BEIELTWTC. 7 XU —2av 7 O771 b h AR ENRTWNS
JExTEFRLET,

2 YaST @ AppArmor ¥ hO—)L/ ARV EEZE L. 7S —>av07O774
I EREE—RICPYBAF T IREDOTOT771ILISTHTEEREFIRTLT
A7 HDMINZEDD, 7AT77 M IVIEEREIIND &R TV r—oay
DENMEIPEEINZZEEHYEE A

3 ZOT7T)—=avilH L THIE TS, TR TOUNEBARITLET,

4 YaST O7O77MIVEFHFIA Y —REREL. 75— ayDiEedhIc £/
IN/-OJIEEATO771IVICKRRIEET,

5 7O774IEBEH LS. BE YaST @ AppArmor a¥ kA—JL/XRJLHS
BHE—RNICEIVEZET,

AppArmor DOAR VY RZAVY— )% FEAT 555, FaeDFIRTITAWVET:
1 FFRT7TVr—2av07ar774 IV EREE—RICHIYEZLET:

aa—-complain /path/to/application

2 7V r—avaEITLET,
3 7= avoEBPICERINAO/EBERATO77 M IVICRMIEET:

aa-logprof /path/to/application

4 FO771)\EBETE—RICRLET:

HR—b
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aa-enforce /path/to/application

27.4.3 AppArmor T KDE 7 /) r—avk
HIBRT 2 A%

BT, KDE BB D70 RAEEAEEZE>TWR o DT T) 7 —
2av ERUAETIE KDE 7TV —2av 2RI &N TEIEA,

KDE 7 7)o —2avaFIRLI-WEEIE FRICRTWIThADT7 Ta—F T
HIFR AT > TLEIW, 2L, FRICRTEDIIWTNE ZBED YTy TSI
T BELEHA:

KDE F RNy TEFIHL TE—DTO77M IV EER T2 A%

FTARCOD KDE 7O RIIFEDHICTITEZ2FIOLRATH B0,
AppArmor TIE BRIOT7 7TV r—2ar 7O R %=HATHIENTEEE
hoZDH, BRAR 1 D2OFAT71IVEER LT —TETTRAI M T %4l
RIDUBEN HYET . COT7TO—FITHEENBREINTWS (FFRAIE
D) £HRIBE ICOAFAEBREDTHY, EHERNL KDE FTRIMN T (77
T—2aviEsE SU) ICRLTTA77 LB TEDIERATRETT,

KDE 7Ot RNIBAIEIET B HE

KDE EXEC SLAVES=1 & KDE IS PRELINKED=1 OZE#AIEET B ET. KDE
IR LTEBID T S r—ar Ot R%E #AITEBEIICTEHETT O
DT 7TO—FEFETIE. BFEVD TRIMNTRENBICEATEARST
LEDHO. BEEOEHINELW BEICIETETY, AH LEDRIEELH
I&. KDM/XDM/GDM * startx A2#28) §2RIICRETIUVEIHYET ., Z
NEBETE-HDHEELT, /etc/security/pam env. conf RICEFNSA
YD HENHYET,

27.4.4 Apache CORMBEZMRRTDHE

Apache ICRLTHLWEY a—I)LEA VY A=)V LY. SREEAZE LY L 35
&ITIE, Apache NIELEEI LA 7Y Web R—IU%IE LIRHE LD - 72Y
TRIGENHYET BIMDEY 21— (Fc& I apache2-mod_apparmor 7:&) %
AV ZAR=ILLTIZEYR. Apache DR EAZE LB EIE. TO774LIC BN
TAREFEZHIMIEZ72H,. TOT7MILEERLELTLEIL,
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27.45 FEBOFO771VELISEBEDTO
TPMIVERNTDHEE

BEDOTOVSLIIHTETO771ILEEMIE T SICIE, aa-disable
PROGRAMNAME %R1TUET . T, PROGRAMNANE \ZIx 7' 0TS LDEETIA IEEL
9, 2O VRIE /etc/apparmor.d/disable/ RICS VIR wo Y U5 ERK
THIETEMELEIT DT, B ERERLZWGEIFEMIC VR Yy V)
HHIFRLTLEEWL,

27.4.6 1V AMN=ILINTWERWF ) r—3
YOTAIPANEEETEHE

AppArmor TTATZ7AIEBEB I I, 7T Ur—av i ELTLWS Y R
TL QAT I7AIICH LT T I RRZITROIBENHYF T OT T71ILICE
ZTOEZATENKE. TO77MVERRLTT ) r—2av 2BEIE 0 E
& HYECGA—FADIVRATLTT TN r—avaEfE3tE. 07 (audit A4

VAR=LIhTuwnig /var/log/audit. log . A A h—)LIhTWARIFHIE
/var/log/messages) A7 O771 ILIESRAIDKRZA M ERxX L. aa-logprof -f
path to logfile HZRITLTLLEI,

27.4.7 AppArmor DXETS—%R DI TH
W3 BhEk

AppArmor ZFEEXTEBELIBE. XUELF— I RETIIHFEIHYET . HFE
WD FOT7MIVRICSCELS— 0 $HBIREET AppArmor ZREIL7YUBIEEL
YT 3RE, TS—DARIFIINET LEALTRDIDITLEIS—HIRRIINZE
-a_o

localhost:™ # rcapparmor start

Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/usr.sbin.squid at Lline
410: syntax error, unexpected TOK ID, expecting TOK MODE

Profile /etc/apparmor.d/usr.sbin.squid failed to load

AppArmor @ YaST V—ILEFAT2E. TA771IILRDE IS —DHZDD
e TS5 74ICRT T BIENTESDI D EINDBELITAIIENTEX
ER

HR—b
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AppArmor 7O77 4 NICTS—HRBOHhYFLE
AppArmor RIS T AEIEAETOT PN EEY—LEEETIEIIC. ChemEE
EEETIHEMABYET,

* /etc/apparmor.d/usr.shintraceroute contains syntax errors. Line [foo]

AppArmor FOZPAIAE L ORBESRTIINELU TFOIT FERITLTESN
man apparmor.d

AppArmor O EREHAKEIERE A/ FICHYET, EBEAAFEUTOF(L4
FUEIREEEN

Jusr/share/doc/manual/suselinux-manual_LANGUAGE.

AppArmor DESIICDWVWTIL, ZE6EIROEIL

GEIS—%IEIET ITIE, root THARDAVRIERWT, EIHhS F7O771)L
HRWTBELTLEIW, TA77M IV EDBHRMAHMIE, rcapparmor reload
TIIRHITENTEET,

bV b: vi TD AppArmor 3UEN1SAMMNRE

openSUSE TD vi IZi&, AppArmor ZAT7AIL D ENSA MR
BEMMEDL>TUVWET . XUEIS—DTIR. FVWEETERTR ShET,

27.5 AppArmor D/ T$&EICDWT

AppArmor DEAFE X AppArmor N E->&EEREREZTHYRITEIEAE
AT WET, 1=Ky I NRTLR—NIREEEDEODTIBERDZEDT
HB1=H. AppArmor RICNTEBDONZEREHKRLLIGEIE TEOFIET
NTHTRESEIV, BB NTREETRTCHEEBTORBERYET  HOML
HT T ELIZIW,

1 Web 7594 %#&&)L. https://bugzilla.novell.com/index.cgi ZRI=XF
ERS

2 Novell 7ADVMIET21EHREANDL. [Login] ZHLET,
Novell ZH O, EHEFL TRVIBE
TEDFIET Novell PHo U MERLET:

2a [Login to Continue]l R— |3 [Create New Account] %=L ZE
ED
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9

2b 1—HZENRRT—REEFNTNADL. EMDTRLRAT—4%EAHL
fc &, [Create Login] %3 &. O AV %BIBICER $52EMT
EX N

ELSIE, FEODFIEEZERHLFT

IRTDTHIV N e—ETERBLEVWG SR EEEDT7HVY MER
= AALET,

[Search Reports] Z3L T, BLICELDOBEIREINT WALDNED
NEERALET HREPF—7—READLTEZRETEH. £LUL
[Advanced Search] %EREALET,

BICHREFHDEBTHo BRI TDNTHREZHIEL. BLEEMNTES
BRI HNITENEZTLZALET,

FREBREINTVWAVEETH LIGEIE. LD FES —2 3y "=
[(New] #48L. [Enter Bugl R—IIZ AVET,

NTERETIRNREBEBRRLET, COBEIE. BFEOOR RN —R% &
IRUFTEIRLES [Submit] #HLET,

RICEFDN—2 30 EQVR—R VN (ZDHEE AppArmor) \/N—RJ L7
TI2YRNIA—LENTDEREEEIRLET,

BEROBEEANDL. OV 77V EDFMERAEE R LET, RV —V
2ayheAl 774V TANFEIBREDRMA 774V ENTIC BINTEELYD
MY ILARYET,

IRTOFMETLALLD [Submit] 2R LET. $5&, EBALREDFHFE
FHITEEINZEY,
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AppArmor FIEESE

Apache

Apache IFEEARINTLS UNIX R—2ZD Web H—/"T9 IREF=
Tl AVI—RYMIBWTEEELERAINTLS Web H—/3TT,
Apache IZDWT, 5 L<I& Apache Web H/ N http://www, apache, org %
BFHALTIEI,

FPI)r—3y AT 94— I

AppArmor Ti&, 77 r—2aV BIICEF A § 2E1E A E & T HEEN B H >
TWET INISEREFIRT2HHDDEDT HEBENBEEDOHZTOTS
L% BIFIE B EEBC—ABETERT7 ) r—oava & ATEIESE
Bl 7=DIFERLET,

KBS T X—Fv

DANZACBEDHEIHEN FEELLARMETT. VAT LRAPRYNT—F
ROE/NRE—V 8T AETT RARMY AT LTI CDLIBRHE &
T3r—FvfALT ZELT7I/EREBENICEREDH D EEZ KHIL
TWEY,

AppArmor TIEZD LI "SEIR" DIREL I R—FvIFZFIBALTEST,
"BEFNEY" DRAEHAREIBLTVWET KB VR —FvIEEBRICHENIEES &£
YERNIICEZRINTOWARITNIE BIEIZEITRIENTERW, EVWIEE LD
BB’ BEETEIIEDNS, CDLIREHAIAR>TVWET,
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GUI

JS5714hI 21— 15 —Tx14 X (Graphical User Interface) DEEFR TS,
A—HFET ) r—2aV OET JEHRDNDFEVPLT VA Y—T 1 %12
#H92 7OVMIVRDIEEIBLET  LEZAEVAVRIPTAIAV RI%
A=Y ZIO—=ILIN—REDSERINET,

7i=w)
T71IVBZDKEREETT,
HIP

RAME ABAE (Host Intrusion Prevention) DBEFR T, ARL—F 1
VAT LDA—RIVEGRARICEMEL, BiRFE IR BB RBRT T ) r— 3
VEMEETOVILET KRV NT—ILRILTE 7 ) r—avil BE
EEZDEOBEBEDODHD/NNTYIMIRAMIBIZELIGE. IhE RAICHS
ZENTEBEDTY,

s 77t 24

A—HPT77MIIVREDERICF LT BEEDEF ) T BHEEZR—RIC Lk
T AGIRERESTODEHEATYT, "@EH" ik, - FOs 5L HiE
HAEEBELEYTEZIENTERWN, EVODEKENSEZHITFENTVET,

Ta77MIVEREIS R

7c&EZIE DNS SRy A —HER5I s — RN T T r—oaVvEaEIcE
B 7O77MIVEBEITOYIDIEEIETRETT,

RPM
RPM Ry —IRx—2vDIE%IETRHBETI . HICTERATESLIIC
NEINTWB A—T VN —I VY 257 LT, Red Hat Linux %
openSUSE . ZDfh® Linux ¥ UNIX Y RFALTHAINTWEY, OV
Ea—8YVIRIIT I —S DAV A= T AV A—)b, ¥REE (R
D774) PREVEHLE, BHRAEETRIZENTEEXT, FLT http://
www, rpm, org/ =HFEHLTEIN,

SSH

Secure SHell DBEFATY UE—MDOAVELI—IHSBFELNDH—/NIHL,
B DREIN-BERETCIATYRARITIBIENTEDY—ERTT,
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AEHRT V& X

AppArmor Tl&, 7OV S LI L TED I7 M IV EFHHFAH EZAH, BT
T2 DHEERETBIET. RYNT—IH—ERIHTIEEBMAT IR
A ERLTWET, COEHAIEY. TR ETROTOT S LD ERITT SR
MO HENIBEHERT DL I TREREZTOHDIIENTEET,

URI

fB—&REFHBIF (Universal Resource Identifier) DBEFRTY, World Wide
Web O#HFRICEWT HFEDT RIS INDIZRIET RLAD—KFEXT
9, URL IZ URI OD—F&ETY,

URL

B—&RABIEEF (Uniform Resource Locator) DEEFRTY, World
Wide Web O#HFICBWT, XELREDERINEINBT7RLRATY,

FRLURAKREDEEMBAICIIFERTZ 7O INTWTC 2FB D
BICIIHREBRDERDFETS IP TRLAPRA(VEDNEINT WK
ED

fe&Z A http://www, novell, com Tl&, http ANV ZFALET,
RESSME (L Le<tEW)

WEICH L TEMBRRRATLRPRY NI —ID—E 25T HETT, EA
IS L CIE YRR AF 95— A BEDOHBDI—FITHLTEV AT L D
FIEMEAREYELCLEDSORMEAEELET . COLORMEITREY B
B REICHEKTZEDTHBIEN N—RITT7PTI7—LOIT, YINIT
TRICBEFEIELIZEDTT . HLLEZDEIRMEHRUEFIBINT LEIEI1E
RIS TEAYURT IV ERACEELRREZZIEIELNTLED AL EHTW
BREDOTERWHEAELLET,
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GNU 51t~ X

AfH4FICIE. GNU General Public License /X\—<3> 2 & GNU Free
Documentation License /X—3> 1.2 #1B8&H L TWE T,

6. AHEFTK (mhatta@gnu.org) [mai Lto:mhatta@gnu. org] IC&BEZ1&
YADBAREREHELTVET,

272U & B ARG F LA %2 HDTHY, 7Y)—Y 77T T7RIH (the Free
Software Foundation) IC& > THRRINKL EDTIFRWVWIEICTFELLIW,
ERICEWAEDIREICRYX (DFYRER) AITHY, BREREIESIEVR
HELYFKERTIRIBETROIBNT ERINIZED, EVWHIRWTT,

F7-. BAZEERIX DocBook (novdoc) ICAHETEZEALEILTWSIEFH. BIF
D1 ("blah" -> <quote>blah</quote>) & YU DK (ulink) %1774
TWEY,

GNU General Public License

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share and change free software--to make sure the software is free for
all its users. This General Public License applies to most of the Free Software Foundation’s software and to any other program
whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure
that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source
code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you know
you can do these things.


mailto:mhatta@gnu.org

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission
to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License. The [Program |, below, refers to any such program or work,
and a Twork based on the Program| means either the Program or any derivative work under copyright law: that is to say, a
work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term I'modification].) Each licensee is addressed as lyoul.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act
of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based
on the Program (independent of having been made by running the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or
any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply
to those sections when you distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms
of Sections 1 and 2 above on a medium customarily used for software interchange; or,
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b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost
of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special exception, the source code
distributed need not include anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to

modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not impose
any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible for enforcing compliance
by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program
at all. For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity

of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which
is implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he
or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to
it and Tany later version], you have the option of following the terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to
the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software

Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of
all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY
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11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE

USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY
OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to
make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the copyright] line and a pointer to where the full notice is
found.

one line to give the program’ s name and an idea of what it does
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details
type “show w . This is free software, and you are welcome
to redistribute it under certain conditions; type “show c’
for details.

The hypothetical commands “show w’ and “show ¢’ should show the appropriate parts of the General Public License. Of course,
the commands you use may be called something other than “show w’ and “show ¢’; they could even be mouse-clicks or menu
items--whatever suits your program.
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You should also get your employer (if you work as a programmer) or your school, if any, to sign a lcopyright disclaimer] for the
program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program ~Gnomovision’

(which makes passes at compilers) written

by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License [http://www. fsf.org/Llicenses/lgpl.html] instead of this License.

GNU —R A 5RF FARTEE K (B AFER)

=37 219914568
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
COFAFEENEE. —FATOFIIERLUBERIDIERFETT T2, LOLERIIRDHAL,

lELaic

VYINITTEAFSAEY ADKRER, HRIAZDYINITTEHB LY ZRELAYTZEBEEILICHREIINTWET, RIS, GNU
— M RRFAFEZNE L, HIRFD TV -V TN TERBLLYERLEY $2EHERIETZ--TADE VINIZTHEDOI—HFIAR
TUCESTT)— THBIZEERIETHIEEBMELTVET, CO—MARFAFFHEZNERL 7)—VINIZTHEDOYINITTDIEFEAE
ISEAINTHEY, 72 GNU GPLABA T 2L R0 7Y —Y 7 b9z P HFAILUADEEICEZTOIS AICE BRINTVET (W DH DT
Y=Y IR TRBEIOY TR TTITIE, GNU GPLTIFARCGNU 175 — AR BIFEZNENBRAINTOET), HARLEEL.TH
ADTOYTSLICGNU GPLABRT I ENTHETT .

BN TY—YTRIITEEIEE FNEFADOBEBRICOVTERL TV OTH> T ERIEEBICLTVER A SO — R ARFA
MBI, HRLAT)—YINIZTOEEYERETIEHERTET2LORFAINTOET (FRILSLTTORDO Y —E RICF R
ARTEHALRIINET), £ HALHY—ZAI—REZFIBD HEIVFEDIEETNEAFTEIIEN THETHDEWITE, Hirfh'Y
TRITTEEERL. ZO—BEHLLTU—0 TAOTSATHRETEREVWIZE ZLT U ETRARAEIRIENTES EVWITELBLTIC
HMOINZEWITEHRIEINET,

HIN-DIEFZTFBID BB HEN D HRTDETEINODERETETSD ZEP. IMODEFEZRFETELIBRIDIEERIETDE
WHHIRZNA D BBABYE T Lo T HRIHNY IRV 7 OEENER/E LY TERE LY T BHAITE TOVTFIRD7HICH
RIZICHBEOEENRETS JEITBRYET,

BIZIE BRI 7 —RT OIS LOBUNERHET 256 BRMEMC OO HALEBEAINETIEFELTREEIS RN
FERYEEA, Ee. HRIFBESEY—RA—FERIFMBENFICANDIENTEDLD RIELBITNIERYEE A ZLT HRLIBESITHT
LTUTF TN 5% R BOICESDOFDEFICOVWTHSLHZ LI LARIThIERYEEA,

B HRI-DEN = —BIEOFIREBEA TRELZ T, (1) TTVINITTICH U TEFEZEIRL. LT (2) HRAICHLT VZMIT
T DEBCEABEEEBWEIOVWTOENLTTE 5XBOENEERTLET,

Fro BEEPAEERET DD AALBIEIDT)—Y IR TICE FAORIEEF|NEWDI I EAHENERICERTDLIICL. YT
R #EMENICE O THEIN, TRARLAEB/HEIN TV S/ELTE ZOREE I BOSFICANIZY INIZTHAY I FILD/N—
TVavTREWIE ZLTRFEDOEFIIMBAICEI > THEAFNTREEOHIRBICL > THEIND ZENBVEVWDIEEAMIE
WEBWET,

REICVIMNIZTREHIVDRZT)—DOTOT S LADFEICETHOZRE RIFMNITWETA LB 7V —RTOV S LOBEAE
MBERIEHT SAEVRERBIEIEICSL>TERLTOVSLEMEMICLTLEIEWD BREBITWEBWET IOV SLFEET
BE g 27, B BIEWAVRBHETE #EANBRICFIATESLIZM Y ATND D 2TV AINBVAD EBSHMTRIFIISARSA
ZEEBREICLE L,

(FR3E: AZHETIRAEE (proprietary) | &1&, VI M7 ORIAPB#EH, REHSRIEINTOIN FAE/IIENBEEINTVND

M HBNMIEELW FIRA B EON TOWTHRICEITAIENER ETEILRA>TVWBREDIE #3579, 5L http://www.gnu.org/
philosophy/categories.ja.html#ProprietarySoftware [http://www. gnu. org/phi losophy/categories. ja. html#ProprietarySoftware] %
SRtL,)

BECRE. WEICOVWTOERLRAFEFINEU T TRRTWEXY,
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HEL R, RICE TR RMEEHIR

0. ZOFIFAFHZNEIR. TOTOTSL(FLFZOMBDEFN)E CO—BRARFAFEZNEOEDIREDO T THRHETIZ. EVHE
HA BERICL o CREBINAT OIS LFLEZOMBOEFEYLBISERIND, UTTE, T70TF4]) EEZOLIILTIORKE
MEAINE TOTSLPEEMRRERKRL. Fk T7OTSLERICLEEEY) & T7OTS4) PEZOMEFEEO T TRENER
BINDED 2{EET. TADSE, [TOTSL]) HhEO—8% 2KA—O FEHN BEEMALD HBWIMBEOSEICBRINALHTED
ZFMOIE THH(THEI EWIEBEDOFROBHRN S TNEHL UT TR BREBEO—BERLT), ThENDRZWEFIL THR7) &X
BHINhd,

BEOER, WELUADFEEIOZHETIIHN—INAN ZTNSIEIOZHED HRATHS, [TOTS5A] 2ETTHTAHEEICH
RIZAWV, Fe, ZD&d% [7OTS L] DENERIE.ZOREN [FOTSAL] RICLEENERRTEHADH ZORHEICEST
REINZ((TOTS L] ERITLAEIEICESTHERINICEVWDIZEEIFRBRTH D), COLIMRBIZOZ LG, [TOTSL] HME%E
FTEONMKET B,

1. ZhPhOEEMICEVCE A EFERRER IO T RER (disclaimer of warranty) #BII D& @EENICIBE L. I DEHES
SU—DRIEDFIEI N EMFTRTEZOFEREL. TLCIOZNEOEEY%E [TOTF L] ODWHRZREEICE TOVL] &
HICHEHRTIRY, HAKE 7075 L] OY—RA—ROEEYE, HRDAZBIM/BY OF CHEEE/IB/HTEIEHTED, #iFiE
koY AR

HILTIE ERICERMEBETIEVITAICELTEEREBLTERVL, FEICI O TRFRNEN > TRBRICE T2 REDRIT AR
BHLTERL,

2. HRFEHO [TOT5L) OEEMHTO—HERELT [TO07546] 2RICLEFEDETRL. TOLOBRBRERP ZEWEL
REIHOEDIFMDO T CERBEILIIRHIDIENTED, LEL. ZDLDITIBUTORMET R TERLTWRIFHIZRSR:

a) HREDNTNEDIFANEEELLEWIZEEERLARRARS 124 BEINAT7NVICERLATNIERSAL,

b) 70U5L4) FBZO—EMEERCEFEN. HZWE [TOTFL] HhEO—BOSRELEFNERGHDNE RRTDIFEICI. T
D2EEIDENEDREIH>TEZEARMET MAFHELATN RS8N,

¢) WEINLTOVSLN BEERTIIBICHENICOATYRERO LI A>TWBLRSIE 2070V 5 L5 RE— RIS ETHEEN

ISR, BEABFERT. BRITHEIL(BDIVEHRIMRITEIRETIEVIZLE), A—NTOTSLEIDRWE TR

KEDOTTHRAETDIENTED EWITE ZLTZOENEDRBYEHE T DITIEILIESLVDE WD A—HFADGRBEZT HEMAH
RIINZD HEVEEEICKRTINDG LICLRITNERSAVNBIHELT, T7O754] ZOEDIETEN TH>TEERETOL I AEME
EIRILARWMEEICIE, [T 075 4] 2RICLAHRIDZENIC TOLIREME BIRISEZREIEHRW),

U EDBEREFREEELTOREINEZEMERIND ZERO—HH [TOT5 L] HORELLEDTRBVEREATE ThEH
& BRI LAEENTHEERBINCEZAONDALIE HRAThOERID ZEMEL TR TRAEIBHE. TIV LB DICIIDOR
WEEZORMFR BRAINAW, LHL. HREARLEHI%E [TOT5 4] 2EICLE ZENR2EO—HELTERTRLIE. 2HELTO
WG, COZHED BT REIEDRINERSAN, EWD DR COZHEDMEORHNEICSAZ T [TOVTL] ATELHEIC
RO GEANBWNEBERA BED DI T2RETEH5THS,

ST IARTHRIIL > TENMNIEE DT L ERZERLAYH LD ERICEBER LI THIERIOHDRERYT2EIB TR
W OL3, ZOBEIR 7OV 5 4] ZRICLISREMABVWLESEEYO BHEEBTIENEITETIEVNIEILDHD,

Fre, 170754 #HICLTWRWEOMOEFEYE [TOTFL] (HDWE TTOTSL] #RICLEEEY) E—RICKDERIFOLD%E
—EDRERBLVUBHRIEFICIOTE, ZOMD ZEMETIOZNENMRETIHRICADEVITEITFRSR,

3. HIfF LRBIMSIC2MDORMITHREN, [TOTS AL (HDWNE F2/ICHITDREN)EAT VI b A—RBVLRTHA THEESE
T3 THIENTED L. ZDIBAEHRIBUT O IEENMN—DEEM LFhiE A

a) ZEMIC. TTOTSLNCHIGLIEERD DM CHRAMY TRER V—2O—R&RAT 5. 7L, V=22 RiG LR FE 18IS L V281D
FHICRVWY TR T OB TBIBRICEDNBEATREA LRITHE RSB0, HB0ME,

b) EVEMIC. WARZE=FICHLTE, 7OV S LICRIELATR2 DD #H CHAMY TRV —R0— K%, BHICETZYEHNIRL
& EESRV REOFHHNESIZRIUTRET 2 E5RR DK ELIERIEAWAZEIC Bo/ALEERAS, L. YV—RO—RIE LR
BB LIO2HDRMEIC VY IRV T OB TBEBHITFE DN EATEA LRIThIEASRW, 5B,

c) WIEY3Y—RI—NEHRDERUHICERL T HBAHFBERE—FICBISET (COBRBIL, BRI ZENELAVERTH>T HDOH
BIA LRI T IEINTWSLIBALHEHICAT VI IA—RHZIVRETHRD TOTSLLAAFLTOVAWVGEICRYFT Y
n3),

ZEYMOY—RI—REE, TR LTHEEMAS ETHELVESNS ZENOHRREERT 2. HEETHROEEMICESTRER
Y—2O—R&iE, FNHECET 1IN TRTOY—RI—RREICMR. BEETZIVI—TI—R EBT7INDTRTESATSYDaAVR
AIRAY ANV EHIET B7DIC FDNBZRIVTMNEEMA LD ERERT D, LOLEFRIRFIAE LT, 20IAVR—XV NEGRIERITH
RICHBETZOTREORY, FHINDZEDD FIC RTHADNRITINDGAR —FT AV TV RTFLADEBERIAVR—I VN (QAV/15%
D=V E)EBE—RIS(/—ADNAFIBRDOELLHIT) PHINZEDESATVWIRHEIFRWNET S,

RIAHRFREA TV A—ROBRENBEIN/IZANSIE—FB72DD PO EAFREZRMITEIETAINGELT ZDLTY—

Z2O—REEED 7V ERAFRICESTRLBMMNSIAE—TEZ LR >TWEIARSIE B=FEN A7V hI—RE—#ICY—REMFIN
ICOE—SE5ND LI T VWAKTEY—RO—RFEHROFHEH L TVWEEDET S,
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4. HRIZF TTATSA] & COZHEICSVTHRICRRINE TAZRIBROUE. YT 5/2V R HHWNEBEHEL TSR0 At
I I7RT5 L) 2BEPUE YT 12V R HDVRIBPHTD R TUITNTENTHY, COZHED T TOHATDHEF % B BRI
IED ZEILDD, LH L BRI CER & DZNE IR > THRIND/LALICEL TR ZDEIBRALHIDORNZICTERICH>TWY
BIRUYBSD AV RET BIETDIEIFARN,

5. HRIIEIDENEBEZETIDEIZEN, EVIDIE HRLFINICBRLT WARLHSTHD, L L, TOZKEBUM BRI L
TI70756] PEOREMEREZ/IIB/HETIHT L5220 BELAWV, INSDT AL, HRFATDRNEEZIFTANLWERY
EICEOT HELONTWS, ZI T, [TAVS A (HBWNE [T7OT5 6] 2RICLERYLR) 2RERVWUERTIIEICLY, HiatkidE
DOEFDEIRITAETIDICIOENEEZH LIEWITE, TLT IT7OT5 4] EZNICEDKEEMOBERPER. WEITDVWT IO
LNENRTHINERRETRTRIIANICEVWITEERLELEDERLT,

6. HREN [TOVSA] (FR TTATFL] #RICLAZENLR) EBBEF T IO ZORBERTAOF1 Y RFTEND, 0D
ZWETEEINEZGEFNOTT ITATS L] 2EHPHER, HIVEWETIHTLEBNIFEILDET D, HAKIE BEENIZ
T ROONIAMEREITHETHILICEALTINU LDV RBFIREERL T B5RV. HRTICIE BEZFENTOZW BRI &2l
BEERRL,

7. BHEREHDIVRZTOMBDEHGFHREMRICESAV)DS, HHFTOHRH D MG FBLIITORERELTHRLICEH ARG S LRNRE
ICEV)ZDFIEYAD FHEFETIHNIBEINIBATE HRIHDIOZHNEOREERBRIND DITIIAVELIDEZHEDT
THRIREONBELBOBEETZHTE ARFSHATIO R TR TEAVRSIE BRELTHALE [TOT5L6] 2BHT5Z
ENRLTERVEWIZETH S, BIZIERFFM Y AN SRS ERBELROTIE—4AZ Mo AN #TE 170754 2R
RHEN CTEERTILEROTVARWGEE, HRIHNZOFHNEIOZNEEMALEHTIUE [TOV54] OERERLICHIETSL
HRWESD,

ZOHD—EHIHFEDKRDO T THRNLBVUERBRARMZATE HORKYD BABBEAINLLOIBEINTVS, ZTOMDRKRTIE
Hir'2AEELGERINSL BRIhTWS,

REHFCZTOMOHFEEEBELY. TOIIAEFDEROMDICERBEIBRY T2LOHALEFRIZIENOHDENTIERWN,Z
DEICIE ARICEST SV RBITELTERRINTEL TY—YITNITTBAEDY AT LDOT RN % #5E VI BHLIEWV, Z<DAL
NIV INITT OBAEV AT LN EE—B LGHEAINTWREWIERBICE DX OV AT LR BELTEAINDG SR VINIZTIC
BARBEIRELTEOBERTHEN ADEDEIRY AT L% BLTY/INITTEBHELLCVEBINEHETHEE /F5ERETH
Y, HRIHRIREFLDIFZIEFTEARL,

ZDHE. CDOEZHEDIDEUNDEDD—IRFEICARDEEZILNDT — 2% BRHICASNITEIEEBMELTWS,

8. 17054 OEAEPHAN. HIEICHWTIFFHIEFRED ERINAAVI—TI—2DVTINLSTHIRINTLDIHE,
T7OTS5 L] ICZDRWEEER L TOEEEE L. TV ok E4aHik LR ABREASIRENA. ZZ THRINTWARWED
PP ZNSDOEXDETOAERDNHFTINDLIIICLTEBDLRWV, ZDHE, TOLIRFIRIZZOZWNEARALTENINTVNDDERKKIC
Raxha,

9. 7V)—VIhz7REIE BHCE O THRETH IR DO — R ARFAFHEEE RRIDIENTED, ZDLIBHIRIRED/NN—Tave
TORFMICENTIE BB DILRBEDIN I AHEPR SR T 2OME TR LD AREL’H D,

TRTNDONA—VavITiE BOFDRKEIN—Vav BB MEON TV S, [7OV54] IKBWTZNISERAINSZOZNED/N—Ts
VESNIBEEINTWT BICIZNLUBOWARSB/N—I 3> (any later version) ] HEALT BWER>TWEIRA, HARTIERS ML H
FELTIREDNA—Tavh, 2V—VY I Iz PHEICE>TRITINIBEDN—IaV UREDRDEND —DD EE5A RN EA R
%, [TOT5 L] TSAEVADN—=IavBESH FEEINTORWARSIE HRLIESETICI)—YINIZPHEISRITINS N—Vay
DHEMSIFEITREATHEDARL,

10. HLpRfd’ ITOT5L) O—E8%E TOBRERENOZRNEE RADMOTY)—RTOTSLEHELIWRSIE, (FEITERE LT
AERDE, 7V—Y I THEDBHEERE T DY IR TICOWTE, 7Y =Y Iz 7 HEIGEKE L A BIE 2O LI RIGED
TeDIHFRRBINE 21TBTEEH D, FEIREE T TICHIc> TR AFEDTI—YTNITT O SREMT R TH T —RREITRh D
EWHTEE BRIV IMIITDOHEE BRAZERETIEVD ZODOBBREZREIRFEINDITHS,

FERIFICONT

1. I7O054] RICEHRNCFIBEDFTINED T BPLED BDBRYICHENT, [TOIFA) ICETEDEBMHAE FHELAL,
ZE TN AN BEEER T B Z/IL DD, [TOUF4 ) & KINIEDEHICHRBEP T FREIIEMLE RITFTS
1EDDH L PHSIFEDFIINDEEMEIRENL ) ESL— LD RAFELNC 5B FE) TR TS, [TO054 ) DEE HREICETS
YRODINTIRBLENIFET S, [TOTSA) ICRIED BEEHBLEIBE BRI IS ERIRF AR PHIE NEICET S IR DTN
TES|ERIIBIEIRB,

12, BUJLAD EE TDEEICL > TR LA VRY  EEHEE F/ld LT FHFTIATOBEYIIC [T OS54 EHEE/EILEHERL
Je DD BRI T [T A0 54 ) DFIFZRVL FIFTHE TELEBEEEPIHEIIEE BRIEE. BEEE(T— s DH %P
T IERGIIE, BRI B=ZD M o/EE BBNL [T O FL ) DD Y TR T7E—RICBIEL GV E VI TEEREFEZEDENEIC
R54:00) IC— I DEFEB DL TDL IBIGEDE TS HTEENEIC DV TREDEE IHTUELL TEFKRTHS,

RIFEHFIRDY

UEDRBEEHRI-OHFLWTOTSLISERTZHE

BRI FLWT OV SLERFELZELT ARICES>TTNAFAINS TREMERAICLEZVWAES, ZOTOT S LEIDRMEDRIEIC
H->THTE BRAEHDIVREETEDLIT)—YINIZITILTEONRETT,
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ZDEHITF, TATFLIUTOLIBRFERMALTEIV. ZDFE, RIELPHFRINTVDBEWS L2 REMRIIEADLDHIL T
NTIhD V=277V DEBEICKRRERTTHERERETY, PaKEb, [FBFERTI EVWTELXDHIBMADRA VIR &
TPAINCEHTEWTLEIW,

one line to give the program’ s name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

(&)
TO0SADEFIE N TE T BHIC D TDRTELH . Copyright (C) FIEFE (FEDEFT

COTATSLIRZY—YINIITTY, HREEINE,

7YY=V 7 by PHEICL > TRIT I N —RARFIAFHEZNE
(R=v a2, FRILL>TREZNAUBONRN—T3vDI5ERMD
EDDEMEDO T CEREAELERETEIENTEET,

IOTOTZLIBERTHD I EEM> TRHEINE TN, *£  ORFRIE*
TY. AXRITREORIICHEDENADESHEE, SEHMITINLEDD
SOECHFEELFI A, FLCIEON —BARFIAFFRZNEEZ TBECLI WL,

HRFIFIDTOTS L EHIC, N —RARFBHFAZNZOER YA —ER
FZIIRAIET T, HLBRIFER>TWRIEFNIE Z7Y—Y 7 by 7HH
FTERLTLAEIW(EESIE the Free Software Foundation, Inc., 59
Temple Place, Suite 330, Boston, MA 02111-1307 USA),

BEFRVLIEDA—ILTHARICEVEDEZ AR OV TOBREESMAELL,
TATS LA REAREDRSIE HEE—RTREILABRICHENELT UTOLIARBNENARRINDLIICL TS

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details
type “show w . This is free software, and you are welcome
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to redistribute it under certain conditions; type “show ¢’
for details.

Gnomovision /N— 3> 69, Copyright (C) FAEE {EZEDLHI
Gnomovision (F*& < DE|RI*TREINE T, FLCIE

“show W EHA4TLTTFIL,

ZhIEZ72Y—=VYIb2zT7THY., HEIFHOTTEHERTZIED
BRI TWET, FL<IE show e’ &4 TLTTFIW,

ZITRBIARITYR “show w’ & “show ¢’ & —RARFIAFHEZNEDOBENREHERRTDLICA>TWRITHIE BRYFHA,
EE52A HREMMEITITURE showw ¥ “show ¢’ EIERBAMERHYEEAD T HREDTOTSLIC EDETIIADY )y 7% X
ZaA—OTATLICLTEEHTT,

Fho. HRIEMBASIE(TATST—ELTHWTW D) B0 BRE. HEWVIIFEICL>TIERMNS. ZOTOSSALICETS TEE
HERRZER BE (copyright disclaimer) ] ICBZLTESIRETY, UTIRHITTD T, BRTEZEA TS

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program ~Gnomovision’

(which makes passes at compilers) written

by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

%.

Yoyodynettid & ZIC. James Hackeric &k » TEh i
a4 54 “Gnomovision’ (A v/ SABT IOV L)
ICEAYT 2 —UIDEFIEDHEERELE T,

Ty CoonEKDEH. 1989F481H
Ty Coon, El#t&

ZO—BARFBHEZNETIE, HREOTOTSLERENRTOTS LI FETEIEELRDTVERAHREDTOTS LD Y TIL—
FUS1T5Y BOERENRT T —2av EBREDIATIVEY VT BIEE FALLEIHNLYBRITHEEELBNELNEL

Ao bLIND HIRTD BHLIERLIE ZOZHEBORDYIC GNU 175U —RARFIBFHEZNE [http://wew. fsf.org/licenses/
Lgpl.html] ZEA LTI,

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA.
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of
freedom: to assure everyone the effective freedom to copy and redistribute it, with or without modifying it, either commercially
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or noncommercially. Secondarily, this License preserves for the author and publisher a way to get credit for their work, while not
being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves be free in the same
sense. It complements the GNU General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software needs free documentation:
a free program should come with manuals providing the same freedoms that the software does. But this License is not limited to
software manuals; it can be used for any textual work, regardless of subject matter or whether it is published as a printed book.
We recommend this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND
DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it
can be distributed under the terms of this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration,
to use that work under the conditions stated herein. The "Document”, below, refers to any such manual or work. Any member

of the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a way
requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or
with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively with the relationship
of the publishers or authors of the Document to the Document's overall subject (or to related matters) and contains nothing that
could fall directly within that overall subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section
may not explain any mathematics.) The relationship could be a matter of historical connection with the subject or with related
matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the
notice that says that the Document is released under this License. If a section does not fit the above definition of Secondary then
it is not allowed to be designated as Invariant. The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that
says that the Document is released under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may
be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose specification is available
to the general public, that is suitable for revising the document straightforwardly with generic text editors or (for images
composed of pixels) generic paint programs or (for drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readers is not Transparent. An image format is not Transparent if used for any substantial amount of text. A copy
that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input
format, SGML or XML using a publicly available DTD, and standard-conforming simple HTML, PostScript or PDF designed for
human modification. Examples of transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary
formats that can be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or processing
tools are not generally available, and the machine-generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the
material this License requires to appear in the title page. For works in formats which do not have any title page as such, "Title
Page" means the text near the most prominent appearance of the work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in
parentheses following text that translates XYZ in another language. (Here XYZ stands for a specific section name mentioned
below, such as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the Title" of such a section when
you modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document.
These Warranty Disclaimers are considered to be included by reference in this License, but only as regards disclaiming
warranties: any other implication that these Warranty Disclaimers may have is void and has no effect on the meaning of this
License.
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2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this License,
the copyright notices, and the license notice saying this License applies to the Document are reproduced in all copies, and that
you add no other conditions whatsoever to those of this License. You may not use technical measures to obstruct or control the
reading or further copying of the copies you make or distribute. However, you may accept compensation in exchange for copies.
If you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than
100, and the Document's license notice requires Cover Texts, you must enclose the copies in covers that carry, clearly and
legibly, all these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must
also clearly and legibly identify you as the publisher of these copies. The front cover must present the full title with all words of
the title equally prominent and visible. You may add other material on the covers in addition. Copying with changes limited to
the covers, as long as they preserve the title of the Document and satisfy these conditions, can be treated as verbatim copying in
other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-
readable Transparent copy along with each Opaque copy, or state in or with each Opaque copy a computer-network location
from which the general network-using public has access to download using public-standard network protocols a complete
Transparent copy of the Document, free of added material. If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at
the stated location until at least one year after the last time you distribute an Opaque copy (directly or through your agents or
retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large number of
copies, to give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that
you release the Modified Version under precisely this License, with the Modified Version filling the role of the Document, thus
licensing distribution and modification of the Modified Version to whoever possesses a copy of it. In addition, you must do these
things in the Modified Version:

A.Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section of the Document). You may use the same title as a previous
version if the original publisher of that version gives permission.

B.List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the
Modified Version, together with at least five of the principal authors of the Document (all of its principal authors, if it has fewer
than five), unless they release you from this requirement.

C.State on the Title page the name of the publisher of the Modified Version, as the publisher.

D.Preserve all the copyright notices of the Document.

E.Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F.Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified Version
under the terms of this License, in the form shown in the Addendum below.

G.Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license
notice.
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H.Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If there is no section Entitled "History" in the Document, create
one stating the title, year, authors, and publisher of the Document as given on its Title Page, then add an item describing the
Modified Version as stated in the previous sentence.

o

. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and
likewise the network locations given in the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at least four years before the Document itself,
or if the original publisher of the version it refers to gives permission.

K.For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the
equivalent are not considered part of the section titles.

MDelete any section Entitled "Endorsements". Such a section may not be included in the Modified Version.
N.Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section.
O.Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no
material copied from the Document, you may at your option designate some or all of these sections as invariant. To do this, add
their titles to the list of Invariant Sections in the Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your Modified Version
by various parties--for example, statements of peer review or that the text has been approved by an organization as the
authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the
end of the list of Cover Texts in the Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be
added by (or through arrangements made by) any one entity. If the Document already includes a cover text for the same cover,
previously added by you or by arrangement made by the same entity you are acting on behalf of, you may not add another; but
you may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to
assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above
for modified versions, provided that you include in the combination all of the Invariant Sections of all of the original documents,
unmodified, and list them all as Invariant Sections of your combined work in its license notice, and that you preserve all their
Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with

a single copy. If there are multiple Invariant Sections with the same name but different contents, make the title of each such
section unique by adding at the end of it, in parentheses, the name of the original author or publisher of that section if known, or
else a unique number. Make the same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section

Entitled "History"; likewise combine any sections Entitled "Acknowledgements", and any sections Entitled "Dedications". You
must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the
individual copies of this License in the various documents with a single copy that is included in the collection, provided that you
follow the rules of this License for verbatim copying of each of the documents in all other respects.
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You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a
copy of this License into the extracted document, and follow this License in all other respects regarding verbatim copying of that
document.

7. AGGREGATION WITH
INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of
a storage or distribution medium, is called an "aggregate" if the copyright resulting from the compilation is not used to limit the
legal rights of the compilation's users beyond what the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than
one half of the entire aggregate, the Document's Cover Texts may be placed on covers that bracket the Document within the
aggregate, or the electronic equivalent of covers if the Document is in electronic form. Otherwise they must appear on printed
covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section
4. Replacing Invariant Sections with translations requires special permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you

also include the original English version of this License and the original versions of those notices and disclaimers. In case of a
disagreement between the translation and the original version of this License or a notice or disclaimer, the original version will
prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any
other attempt to copy, modify, sublicense or distribute the Document is void, and will automatically terminate your rights under
this License. However, parties who have received copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS
LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.
See http://www. gnu. org/copy left/.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered
version of this License "or any later version" applies to it, you have the option of following the terms and conditions either of
that specified version or of any later version that has been published (not as a draft) by the Free Software Foundation. If the
Document does not specify a version number of this License, you may choose any version ever published (not as a draft) by the
Free Software Foundation.
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ADDENDUM: How to use this
License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License” .

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST,

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit
the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your
choice of free software license, such as the GNU General Public License, to permit their use in free software.

GNU 7Y —>C ¥ R FFEE 2

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA ZO#IA
FHEENEL, —F—HIDFIICRRUBHITHIEREBHT TS, LHLERRFRDHRRL,

This is an unofficial translation of the GNU Free Documentation License into Japanese. It was not published by the Free Software
Foundation, and does not legally state the distribution terms for documents that uses the GNU FDL--only the original English
text of the GNU FDL does that. However, we hope that this translation will help Japanese speakers understand the GNU FDL
better.

(8R: LLFIZGNU Free Documentation LicenseDIEAR A B ARFERTY . hid7Y—YT7h 7R (the Free Software Foundation)iZ
SO TRIRINLEDTIIAL, GNU FDLAEBEA L7 XE DA XA EENICEN R TRARBDTRIHYEE AL BHERMAELTIGNU
FDLOEFERTF AN TIEINTVDEDDHALEMTYT, LHLALS, FAcBEIOBRS . BAEEEA TS A%ICE>TGNU FDLELY
RERTIIERDIEELATVET,)

0. IXL®IC

ZOFBRFEZNEDO BN COZMENMBEAINDE Y27 L OERE, TOMBAER I TRANANEZ(EHTRA)BREWVIR
TI7U—1&93IE D5 REDERHZWEENOEFIFER 2O XELRRLBRAID2EHEET N TOARICHRIRE
THIETT MATIDRMEBICLY, EEPHRENADLEDOEEYICH L THBOBBREEEE[LFROREINIT I AN
ToBRBRICH L TEEZADTICEO LRV,

O BIFEZENERIOE—LIMBMRI/EY AD—DTHY, COZHMENBAINIXENORELLEFEDIF. ThEFEFIREE
FLBK T —TRINIERYERE A ZORNEIL 7Y —YINIT T DEDIREINAIE—LIMNESI Y RATHBONU—RARER
FHRRNEEMRTZEDTY.

(BR3E: IE—L 7 M copyleft) DBEEICDWTIE http://www.gnu.org/copyleft/copyleft.ja.html #&8RH &)

COFAFFEENER. 7V IINIITAOY AT INSERAT I EBNELTEINELL. 7—VY I NI 7RI - NEEBEEL
THEY, 7V—ARTATSLEZOYINIITHIMRIETEOERACEBERMRTEY =T L EHITERINZRELNSTT, LH L. ZORZHE
DEAFEEIEY/ IRITTOI=aTIVICBFIVEEANREBDZZEMICEVWTRONZEEAMA THI. HZNETNAHIRIShEREEL
THRINZAENEADL T CORNER X FTEMMAEVILRZEFEDICHBERTHIEN AT FcBELTE EILIDRNEE
RERPSREBNETZEFMICER T2 2BEHLET.
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1. COF AFERNEOEREHEEA
ROESR

ZFYD O AFERNEOEDIRUO T TRAINDIEDENE, EMFEENZOFILEVALTRTOYZ2TILHEWMNETOMRDE
PRI, WOV BRI EICH>THEIDRWEDBEAN RERLD, TDLIRENEB(IET. RHRUTEW T BFEFRN VBT &
A OFHGERREREINSIEEL ZOZRWBEDPFTRRONTOBRUD T CUZREEMEN B TEZEVWIHFTEE52DIEETEUT
IZBWT, ITXXE ] (Document) | EIEZD LI R EMA R IN AT =27 ILAWLEEN TR TEIET. AROD—EBASITHETHENDYE
HERBIENTE ZORMEBR TR [ Hlfc | ERBIND, HART L BIREED T CH A ABEE T 2L IR TETEEYEEROWE.
HENIERTHIEICLY CDBWEEZHT DL,

It &I D RZERR (Modified Version) | &, —F—BBRICEB L) HDWIHEPMEENDOBRETLAEINELLY 2D
IXEIDLEHZNE—BIEBCEEMINTERKT 2,

[#:EE8 5 (Secondary Section)] &id. IXEBIFRTZDEREINALHERVLAXICELZ>TRIFHELTEINZ—HATHY, [XF)
DHIREHDIWNEEEE, IXFEILBOER (HIVRTNIEETIEREOBROHEML. 2AELTCOEBEOHRHICEEBT2NEE
2LEBERVEDTHS (Fc& 2 IXBIO—HIBEOHR B/ o758 HERA TEBBI OV TAERBRL TIRSAW), #il o
THRONDERIE, TOEEHZVIEET 2EREQELRHADLAYDIENEMNRNL, TS ICBY BEM, FEER. T2, MIEH,
HBWNIBUARILIBICOWTHABHNARL,

[ZEEARAES (Invariant Sections)] L IEFETR DD —FE T ZNOAREFAMD THEI LA IXFI 2O BFAZNEDO T TRR
THRERANEMRICEVWTETDORYDEZEHICATRINTVDEDTH S, HEEDH LEDOLILHEIEDOERICZSDRVGAEI,

TOWAEEBRAIELTRETHILEFROONLN, IXEII BEFARDELLEFTRTERV IXBNCBVWTEEFABOH

2HEEINTWRTNIE, ZOIXENCERTRARFBEFELRVENIZETHS,

[H/R—FFZCover Texts) | &3, IXEBINCOFBHFHERZNEDIBETIREO T TRRINDERREHNICBVWT, [RAN—FF
M BBNEBAN—FF RN ELTAIBEINRBVWXEDEEIET  RAN—TFTFAMNIRKTEE. BAN—FTFRANIRKRT25:EFT
&9,

IXXEIDIEBH RN E S EBICEDFHAMY D AR IXEBIORBYO %Y BB AERN OB X, ZOEHRHS —
DARICAFTEET, [XBIOATE—RIIETFRANTT (4, FE(BERTHERINDIERASIE) —RIRRIVNTOTS A HBWNE
(HERSE)WODDESAFTREARETT (Y THBEICHETI 2DISELTEY. BBEDDTF AN I3 —TvIAD ANITET (HDWME
THERARNTF—=TYIANDANIET BFEHAAD BENREIRITET 2) 6D TRFNIERSBWN BBH R T7 VRN DERBTH>TE,
R—UTv 7 HBEWNEX—I Ty T OFRELFEICLDTNUROYE O I EMELRET 2L ICHRFNEDIEERB THDEIE R
INBW HIBEERBRAL AL BOTFANKEELRRTZLDICEDNIIFA, THILBBHTIIRW, EBH TIEAVERIZTIEEBH
B|RETFEND,

FRMERIHELHROFIELTE. =7y TEEFHRVWTL—72 ASCIF R, Texinfo A TR, LaTeX AATH R, — MR ICAFTHEAR
DTD% Vo SGML#HZWMEXML, F7cld NI L B EREAIEE L TERET SN/ AZHEICHER L 7o > > T ILARHTMLYPostScript, PDF2E A
BF5h 2, BRIRERERDHICIE. PNGPXCF IPCHAEE NS, FEZBAKREL T RENRT—R IOty Y TOHBERETED
IRERTPAIHE R EEITIEAFTERL DTDFHIFLEREFS/SCMLP XML, HZEDT—R 7Oy YN ERT S HODAHEBH
& LT i DHTML>PostScript, PDF2E M & Eh 3,

[EEE (Title Page) 1 &1 ENRIS N AZBEICRW L. REORBBFOA5T, COFAFHFHEZNENRBICEBETIEE2HB DTN
BEPRBELE, HFHAPTWHTHEIDICBLERZFO, RIBIBIEHLBR—VEEBKT 2. XM TIEODNBOEATRRINDIEE
MIBWTIE, TERI SR A DIRFYICEL>T TOEENOBELRELEM OB THRNASZBAOEICBINDIXEDIEEIET,

IXYZEREIN T (Entitled XYZ) 18R &, FXXEBICEWTIXYZ | A TONA—HATHY. TOERIGIERICIXYZITHZH. [XYZ]
EEOSEICBHRLI LTZO®BICIXYZ | ZDFEEMTES AL DEEVERBROEELNTHB(ZITDIXYZ &id, ZOFI A
ZHEICBWTUA T TERINBEEDID L ERKLTWS, BIXIETHIEE (Acknowledgements) |, TBREE (Dedications)]. TEEDEE
(Endorsements)J. [FBRE (History)])o #7x 7 A IXEBI A WET 25 E. TOLIREH D BELERTF TS (Preserve the Title)] &, [XYZ
EBINIBMAEL T IITORBIRVERERTEVWITETHS,

Ixx&yid, MRIESRES (Warranty Disclaimers) | &, COF AHF#ZNEN TXENIERINZERAREHNDRICEATERV, ZOE
DRIERES L. COZWENSDEREVIETCHRARGICEFNIEDLBINID RIIDERICETEILIIOVWTOAENET S,
IOV RABREETRLIZTOMBOVHRZERLENTHY, COZKEOMEEIIZASHBERAL,

2. FENICBRRLEN

ZOF BEFEZENE. ZFERT. COZWEN TXENSEAINS ERNERNDO = DA TN TORBMIERIN, N DOHRA DR
HETHEEINTVWRUADVHRDREEBIMLAVRY, H7 3 IDINEI 2 BRATHINEN MO TV RIF TELERIEETD
ZENTED, HIFTcIE, HRIHAERHBWMIIRE T HERMICH LT B PEERERMIAFRICL o THER IRHL TIRSRWL, LA
Lan's BREBISMAIRAEER/ TEN EHRW, HRAH L EOBERMERE TR FRWEBIRTHEEINDFRMEICEEDR
FhEmsRan,
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Fredhrrid, LRRERLFRED T T EEMERS LV ERNERICRATIIENTES,

3. KEDHEH

HLHA TXEIDHRIIN I (HEWMEBRIZERI SN RIEZF OBAFICH1T2) BRI Z 10082 BA THAIRL. AL TXEIOFA
FHREHAAN—TEFRDOBRHEERLTVIHAICL BEINALITRNTOAN—FTF RN RAN—TFAMIRKRMIC. BAN—TF
MIBRIEIC, (Fo Y EHRAP TV THE LRIEOFIERMAFER A RFNIERSRW, T AADORBICEVWT, ThHDER
MOUIREELTOHRIZEFOZYEDN DHAP TV TRATEIATNE SRV KRB TR INBIORLABLE, BEEBRTDT
RTCOFENELCBILDLIICLT BRI REAT TRIQTNIERSRWV, ZRODBEMICIA T RRICMO XTI PRQREEMADI G
AEND, REDOHEZEBLERNIE, ThH TXEIOBLEHRFL LEOFRGEEHBLITRY., EHNDRTIIZFENICERLERME L TR
bha,

HELEELDDRBICERINZNN—FFANDENZTETCHAPTMNDZIEL R HERS I, HATIETFAMNEED—X(HDWEE
MICRED ) ERFEORMFICHE HIIEHHELAR—JILHEIRETHS,

HRIATLEIDTIEBE 15 %1008 EBA THIRHZ VXK T 256, ThTh OB BRERYE —HEICHM THRH Y TTEE
AEBHRBEMERNT DO ThThOFEBBLBEN(HEWMITNICNETZXE)P T ATV ERARRIVE2—9xyhT—0 L
DRFFE 7% 5050 L8 IF MIE RS, ZDISATICIE, IEE R R ERNBTHICT MEDL T REATOABMINTORWELRTXEI D
BBRERPNBO N, FLZIDS RV MI—VEF AT E—MARD, —RITBENEEZSNDRYNT—I T OV EFE>TY IO~
REBIENTERFNIFASRV B LH RO REDBIREZRIRSE, ZTORDIFF BB ARIC(ERE. HDVN>HBLDREA
BWLNEEE D) RZICEA LT ORET1FBIL ZOEBHERN A EEDSBHA T/ EATRTHYRITZIEERIETHLI. FER
BRERMDORBEHREROBRIHDCEELFIRERZRFNULRSRN,

CNRBRBETHYPBBERHFTRRV IXFIOEEIC, INEIOEHMINIREHRIIRB T W 252570, BBIFEBRERH DY
AEOBERNEBET LIBOBRICIIRSOICEBAEERLTEWTIELL,

4, HZE

IXEIDWZR %, COFBFHEZNESMBEITRA—DRMDO T TRRIZRY. TRDERADRE 2N ERTESBRA S TORBE

BEE TORBMERBT DTN TDARICFFATZRY, HATIEWERE LRE2HSSPEIBEMEET 2RUDO T CTRESLICHEAT

BIENTED, IS, HRFRBERICBVTUTOIEETORFNIFARSR,

ABRIC(BLHNETOMORMKICT), [XEIS SUTXFIOTNLRIORE RS FH OCEREHE DI (B LUEID fRA' DI, F32
FEIDTEE (History) | DEBDICFIBINTWBIET T $2). HLITTORD HIREDSFFA B AL LEIOREFR CBREFE-TER
(9%

B.ERIC MEMRICB I DHREEIT oI AU EDAY AFGE LR T HDOETTDOIXEIDEELL T RESAD LEALUTA
SEIRTN)DEEEZEELINLTEIE L RLTDEE SN CORMERRUIBEILIR

C.ERIC.WERDHMRE B aHREE L TEEEH TR,
D.IXENCHDTNTDEFERTER T &,
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