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This is the initial version of the release notes for the forthcoming openSUSE Leap 15.5.

flkmo BU OHOBJIOETECA 3 cTapimol Bepcil Ao mporo Bumycky openSUSE, nus. nonepenHi

NPUMITKU TYT: https://en.opensuse.org/openSUSE:Release_Notes A.

[to TecToBY Oeta-Bepcito BumyieHo npoekToM openSUSE. IHpopMmaito npo 11eil IpoeKT MOXHa

3HANTU Ha https://www.opensuse.org a.

Report all bugs you encounter using this prerelease of openSUSE Leap 15.5 in the openSUSE
Bugzilla. For more information, see https://en.opensuse.org/Submitting_Bug_Reports 2. If you
would like to see anything added to the release notes, file a bug report against the component
“Release Notes”.

1 BcTaHoOBNEeHHA

Ileii po3min  MicTUTh  3ayBaXeHHA 10  ycraHoBmi. JlokjmagHi — iHCTpykmil — 3i
BCTAHOBJIEHHA UWB. Y AOKyMeHTalil Ha https://doc.opensuse.org/documentation/leap/startup/

html/book.opensuse.startup/part-basics.html 2.

1.1 BWKOPUCTaHHA aTOMapHVIX OHOBJIEHb i3 CUCTEMHOK PO
TpaH3aKYilHUU cepsep

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.5 also work with the

system role Transactional Server.

@ MpumMiTkaHecyMmicHi nakyHKu

Jleski makyHKM 3MiHIOIOTB BMicT /var abo /srv y cBoix cueHapigx RPM S%post. Lli

MaKyHKU HeCyMicHi. fIKII[0 BY 3HAKNIIIN TaKUM MaKyHOK, HAJIIJTiTh 3BiT MPO Bafy.
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HJ'[H 3abe3neuyeHHA OUux BJIACTUBOCTEM cHUcTeMa OHOBJIEHHS IMOKJIa4Aa€ThCA HaA:

[lo6

Btrfs 3HiMku Ilepeq moyaTKOM OHOBJIEHHS CHUCTEMHU CTBOPIOETHCS HOBHI 3HIMOK
KopeHeBoi (haiyioBoi cuctemu Btrfs. [T0oTiM yci OHOBJIEHHS BCTAaHOBJTIOIOTHCA B I[€H 3HIMOK
Btrfs. I1lo6 3aBepmmMTH OHOBJIEHHA, B MOXETe Iepe3aBaHTAXXUTHU CHUCTEMY 3 HOBOTO
3HIMKY.

[Ilo6 moBepHYTHCH A0 MNOMEPEJHBOTO CTAaHy CUCTEMH IMPOCTO 3aBAHTAXTE CUCTEMY 3

MonepeJHbOro 3HIMKY.

KopeHeBa ¢annoBsa cuncrema nuwe ansa untaHHa I[o6 yHuKHyTU npoOJieM Ta BTpaTu
JlaHUX Yepe3 OHOBJIEHHs, KopeHeBa (ailjioBa cucremMa Mae OyTu HeOCSXHaA MJIA
3anuCyBaHHA y BCiX iHMMX BUNaAkaxXx. TakUM YMHOM, MiJ 4Yac HOpPMaJbHOI PoOOTU
KopeHeBa (aiyioBa CCTeMa MOHTY€EThCA JIMIIE /I YUTaHHA.

[Mo6 ue HaaMWITYBaHHA Mpall0Bajio, HEOOXiJHO BHECTHU [ABi JOAATKOBi 3MiHU A0 ¢aiijioBOL
cucTemu: {006 JO3BOJIUTHU 3aMKC KOHOIrypalil KopuctyBada B /etc, [ Teka aBTOMaTUYHO
HaJIAITOBYEThCA Ha BuUKopucTaHHA OverlayFS. /var Temep € okpemMuM miJTOMOM 3

npaBaMu Ha 3allrC OJIA r[poueciB.

BaxxnnBoTpaH3akyitiHoMy cepgsepy NOTPIOHO NpuUHaMMHI 12 b
AV CKOBOIO MPoCTopy

CucrtemHil pouti TpaH3akyitiHuil cep@ep NOTPiOeH AMCKOBUH IMPOCTip moHanMeHIe 12 I'o

JUIs po3MillleHH:A 3HiMKiB Btrfs.

BaxxnnsoYaST He npautoe TpaHCaKLinHU pexinm

Hapasi YaST He npauioe 3 TpaH3aKLilHUMU OHOBJIEHHAMU. Lle Tomy, mo YaST BuUKOHYyE

Jlil HeraliHo i ToMy, 10 BiH He MOXe pefaryBaTy (aijioBy CUCTeMy JIUIle AJiA YNTaHHA.

nmpanoBaTru 3 TpaHBaKI_IifIHPIMPI OHOBJIEHHAMM, 3aBXIU BI/IKOpPICTOBYfITe KOMaHay

transactional-update 3amicts YaST i Zypper AnA KepyBaHHA BCiM NPOrpPaMHUM

3a0e3neyeHHAM:

OHOBUTHU CHUCTEMY: TpPaHCaKuiiiHe OHOBJIEHHS

BcranoButu nmakyHok: transactional-update pkg in HA3BA [1AKYHKY
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® BustyuuTu nakyHoK: transactional-update pkg rm HA3BA [AKYHKY

¢ IIJo6 noBepHyTH OCTaHHIilM 3HIMOK, TOOTO OCTaHHil Habip 3MiH y KOpeHeBill (aisoBii
cuUCTeMi, IlepeKoHalTecs, 0 Ballla cUCTeMa 3aBaHTaXeHa IepeJoCTaHHIM 3HIMKOM Ta

3amycTiTh: transactional-update rollback

3a 6axxaHuaM goganTe ID 3HiMKa B KiHellb KOMaH/IH, 00 BiqKOTHUTHCA 10 BU3HaueHoro ID.

[Tpu BUKOpUCTaHHI Li€l CUCTEMHOI POJli, TUIIOBO, CICTEMa BUKOHyBaTHMe II0JeHHe OHOBJIEHHS
Ta nepesaBaHTaxyBaTuMeTbcsa Mix 03:30 panky ta 05:00 panky. O6uaBi 1ii il 3acHOBaHi Ha

systemd i, 3a moTpebu, X MOXXHa BUMKHYTHU 3a JomnoMorow systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

Juia oTpuMaHHA AOAATKOBOI iH(oOpMalil MIpo TpaH3aKLiliHi OHOBJIEHHsA AWBITHCA MyOJliKalil
6sory openSUSE Kubic https://kubic.opensuse.org/blog/2018-04-04-transactionalupdates/# Ta
https://kubic.opensuse.org/blog/2018-04-20-transactionalupdates2/a.

1.2 BcTaHOBNIEHHA Ha HakoMNMYyBayi EMHICTIO MeHLe 3a 12 Tb

[Iporpama BCTAHOBJIEHHS 3aNpPOIIOHYE CXeMy PO3MOJIY, JIMIIe SKI[0 AOCTYIHUE PO3Mip
HakonuyyBaya nepesumye 12 I'B. fIKIo BU XoueTe HaJIAMITYBAaTH, HAalIpUKJaL, AyXe MaJeHbKi
o6pa3u BipTyaJIbHUX MAIllUH, CKOPHUCTANTECSA KEPOBAHUM PO3MOiJIbHUKOM, I[00 HAJIATyBaTH

rnapamMeTpu po30OUTTsA BPY4YHY.

1.3  UEFI—Unified Extensible Firmware Interface (06'egHaHuM
pPO3LIMpPEHNA BOYAOBAHWI iHTEpdEC)

[lepen BcraHOBiieHHAM openSUSE Ha cucrtemy, ska 3aBaHTaxyeTbca 3a pgoroMorow UEFI
(Unified Extensible Firmware Interface), Mu pekoMeHIyeEMO BaM TepPEBipUTH HasABHICTb
OHOBJIEHb IPOILIVBKH, PEKOMEHIOBAaHUX BUPOOHUKOM, i y BUIIQAKY IX iCHyBaHHS BCTAaHOBUTU
Taki oHoBjieHHs. Hanepen BcraHoBsieHa Windows 8 uu HoBima € 6e3mepeyHo0 03HAKOI0 TOTO,

1o Bama cucrema BuxkoprucroBye UEFIL.

Oo6rpynmyaanHa: [Heski npomuBkya UEFI MmicTATE NOMHWIKM, IO NPU3BOLATH OO0 30010 y pasi
3anucy 3aHaATO BEJIMKOro obcAry aaHux B obJiacTh 30epiranHsa UEFI. IIlo xapakTepHO, HiXTO

TOYHO He 3HAa€, HaCKUJIbKU «BEJIUKUIY) 00CAT MPU3BOAUTH A0 TaKOTO 30010,
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openSUSE MiHiMi3ye Ijell pU3UK, 3alMCyl0Yd MiHIMaJbHUI OOCAT OaHUX, HeOoOXigAHUX OJId
3aBaHTaxeHHA OC. ITig MmiHiMapHUM po3yMieThbesA BKasiBka npomusli UEFI Ha po3TairyBaHHA
3aBaHTaxyBada openSUSE. CrelfiajibHi MOXJIMBOCTI sfifipa Linux, I1f0 BUKOPHUCTOBYIOTh 00J1aCTh
36epiranua UEFI miia BimoMocTeli mpo 3aBaHTakeHH:A i 3001 (pstore), € TUMOBO BHUMKHEHI.
TumM He MeHI, pPeKOMEHAYEThCS BCTAHOBUTU YyCi peKOMeHJO0BaHi BHPOOHMKOM OHOBJIEHHS

MIPOIIMBKU.

1.4 UEFI, GPT i po3ginn MS-DOS

Pazom i3 cnenudikariieto EFI/UEFI 3acTtocoByeThcss HOBUM cnoci6 pos3butta: GPT (GUID
Partition Table). Bi# BukopucToBye€ ryio6ajibHO YHiKaIbHi igeHTUdiKaTopu (128-6iTHi 3HaUeHHA

y BUIJIAAL 32 mIicTHaAUATKOBUX IIUGP) AJA BU3HAYEHHSA MPUCTPOIB i TUTIIB PO3/iJIiB.

Kpim 1iporo, cnertudikaiiiss UEFI fo3BoJisie BUKoprcTaHHs 3actapijiux po3auiis MBR (MS-DOS).
3aBanTaxyBaui Linux (ELILO a6o GRUB2) namaraioTbcsi aBToMaTu4Ho cTtBoputu GUID s
Takux po3AiuiIiB i 30epertu 3miHu B npoumuBli. Taki GUID mMoXyTh 4acTo 3MiHIOBaTHCA, IO
NIpU3BOAUTH A0 Mepe3anucy AaHuX NpoluBKU. [lepesanuc ckiafaeTbcsa 3 ABOX Pi3HUX Aii:

BU/JaJIEHHsI CTAPOTO 3aMKCY i CTBOPEHHS HOBOTO 3aMKCy 3aMiCTh CTaporo.

¥ cydacHUX NpOIIMBKax HAasABHUN 30Mpay cMiTTA, [0 30Mpae BUAAJIeHi 3allCU Ta 3BiJIbHAE
nam'siTh, 3ape3epBoBaHy mif crapi 3anucu. [Ipo6seMa BUHUKA€E y BUNAJKY, KOJIM HempuJaTHa
MpOIIMBKA He 3BiJIbHAE Taki 3anucu. lle Moxe MpU3BECTU A0 HEMOXJIMBOCTI 3aBaHTAXXeHHSA

CHCTEMMU.

[Io6 yHukHYTH oAiOHUX npo0bJieM, 3MiHiTh 3acTapisini po3ais MBR y HoBuit GPT.

2 OHOBNEHHa cnucTemMm

Y unpoMy po3fisi HaBeJeHO NMPUMITKH, MOB’SI3aHi 3 OHOBJIEHHAM cucTteMu. [linTpumyBaHi

clleHapil Ta JieTajbHi iIHCTPYKIIil 3 OHOBJIEHHA AUB. ¥ JOKYMeHTAIlil 3a aJjpecoio:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book-startup/cha-update-

osuse.html#

Taxox nepesipte Po30is 3, «3MiHU Y NAKYHKAX».
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3 3MiHWM Yy NakyHKax

3.1 3actapini nakyHKwu

3acTapisii makyHKHU BCe Iiie MOCTAvYalThCA Y BUTJIALI YaCTUHU AUCTPUOYTHUBY, ajie MJIaHyEThCA,
mo BOHM OyAyTh BUAajieHi y HacTymnHill Bepcili openSUSE Leap. Lli makyHKU iCHYIOTh AJiA
CIIpUAHHA Mirparii, ajie IXHE BUKOPUCTaHHS He PEeKOMEHAYETbCA i IJIA HUX MOXYTb OyTHU
Bi[ICYTHi OHOBJIEHHS.

[Ilo6 mnepeBipuTH, YM MaKTh MIATPUMKY BCTAaHOBJIEHi IIaKyHKH, I[epeKOHauTecsd, [0

BcTaHoBJeHO lifecycle-data-openSUSE, a moTiM BUKOPUCTOBYUTE KOMaHAY:

zypper lifecycle

3.2  BunydeHi nakyHku

BuutyveHi nakyHKY Gisiblile He PO3MOBCIOIXYIOThCA K YaCTUHA AUCTPUOYTUBY.

® gnome-todo: gnome-todo was replaced by package Endeavour.
msgpack : msgpack was replaced by msgpack-c and msgpack-cxx.
nodejs-electron: This old version of Electron is EOL, and we are unable to support this

runtime throughout Leap's lifetime due to frequent ABI breaks. Current versions of Electron

are still available from the devel:languages:nodejs repository on OBS.

4 [panBepu Ta ob6nagHaHHS

4.1  Secure Boot: CTOPOHHI gpanBepn MOBUHHI BYTU HAaNEXHUM
YMHOM MignuncaHi

Starting with openSUSE Leap 15.2, kernel module signature check for third-party drivers
(CONFIG_MODULE SIG=y) is now enabled. This is an important security measure to avoid

untrusted code running in the kernel.
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Lle Moxe 3aBaiINTH 3aBaHTAXXEHHIO MOAYJIiB AApa CTOPOHHIX BUPOOHMKIB, AKIIO BBiMKHeHO UEFI
Secure Boot. [Takynku monysiB aapa (KMP) 3 oginifinux cxosuil openSUSE 11e He cTocyeThbes,
OCKiJIbKM MOYJIi, AKi BOHM MiCTATb, MmifgnucaHdi kiaouem openSUSE. Tlepepipka migmucy mae

TaKy MOBeJiHKY:

® MogyJii sapa, AKi He mignurcaHi abo miAnrcaHi KjroueM, AKUN BiJOMUN K HeHadilHNU abo

He Moxe OyTH IepeBipeHUH y 6a3i JaHWX Ha[ilHUX KJII0YiB cucTemu, Oyaie 3a0JI0KOBaHO.

MorkHa CTBOPUTHU BJIACHUU cepTU(iKaT, 3apeecTpyBaTH MOro B cucTeMHil 6a3i Janux Machine
Owner Key (MOK) Ta mignucaTd JIOKaJIbHO CKOMIILJIbOBAHI MOZYJI sfApa IUM KJII0OYeM
ceprudikara. Moy, nignucaHi TaKUM YMHOM, He OyayTh aHi OJIOKyBaTHCH, aHi BUKJIMKATU

nonepemxeHHA. [lus. https://en.opensuse.org/openSUSE:UEFI @,

Ockinpku Lie TakoX BIUIMBAEe Ha rpadiuni apairiBepyu NVIDIA, My po3rjAHy/Iu Lie B HalIUX
odininHnx nakyHkax ajig openSUSE. OaHak BaM NOTPiOHO Bpy4HY 3apeecTpyBaTHA HOBUU
ko MOK miciis BCTaHOBJIEHHS, 100 HOBi MAKYHKU NparoBaan. 1A OTpPUMaHHA iHCTPYKILil
II0OA0 BCTAHOBJIEHHA ApauBepiB Ta peectpauii xioda MOK, gus. https://en.opensuse.org/
SDB:NVIDIA_drivers#Secureboot 4.

4.2 Network install image hangs on boot on Raspberry Pi 4

Booting the network install image from USB stick on Raspberry Pi 4 hangs on boot.
To resolve this issue, add the console=tty boot parameter. See details in the known
issues section of our Raspberry Pi 4 Hardware Compatibility List (https://en.opensuse.org/
HCL:Raspberry_Pi4#Boot_from_USB_in_Net_install_image_of_Leap_15.4_hangs_on_boot) A.

5 CTinbHMUA

This section lists desktop issues and changes in openSUSE Leap 15.5.

5.1 BwunyyeHHa KDE 4 1a Qt 4

[Maxynku KDE 4 He OynyTts yacTuHOI openSUSE Leap 15.4. Byap j1acka, OHOBITh CBOIO CUCTEMY
no Plasma 5 ta Qt 5. [leAki 3 makyHKiB Qt 4 MOXYTh 3aJIMIIUTUCA 3 MipKyBaHb CYMiCHOCTI.

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 4.
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6 3arajsbHe

6.1 1otop support

iotop does not display values for SWAPIN and IO %.

Since Linux kernel 5.14, either kernel boot parameter delayacct needs to be specified or

kernel.task delayacct sysctl needs to be enabled.

7 JlofaTKoBi BiLOMOCTI Ta 3BOPOTHI 3B'A30K

® [TpounTaiite JokyMeHTU README Ha HOCi€Bi.

® [lepersiAHyTU OOKJIaOHUM XXypHAaJI 3MiH KOHKPETHOTO MaKyHKy 3a gonoMorono RPM:
rpm --changelog -qp HA3BA GAWJY.rpm

3aminiTe HA3BA QAWTY Ha3BoW makyHKy RPM.

® XpOHOJIOTiYHHUM XypHaJI yCiX 3MiH B OHOBJIEHUX ITaKyHKax HaBeJeHo y daiiii Changelog

Ha BepXHbOMY PiBHi HOCif.
¢ Binpmie iHGopMalil BU 3HalifieTe y Telli docu Ha HOCI€BI.
® JlomaTKOBY Ta OHOBJIEHY AJOKyMeEHTAL[il0 MOXXHa 3HalTH Ha https://doc.opensuse.org/ .

e HaricBiximi HOBMHM Ipo MNpoAyKTH Big openSUSE MoxHa 3HauTtu Ha https://

www.opensuse.org A.

ABtopceki mpaBa © SUSE LLC
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